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CHAPTER 1 INTRODUCTION

TheTrusted Facility ManuahMm) is primarily designed for the security and administrative
personnel managing the trusted facility. It describes functions and privileges to be controlled
when running a trusted facility, details the security policy, its implgation procedures, audit
mechanisms and various rights, restricted functions, and roles associated with the secure
operation off rusteD R uBIX . TheTFM provides guidelines on the consistent and
effective use of tha&r  protection features and its @mcton with thetrusted operating system.

In order to effectively administar , it is advisable for all security administrative personnel to
be thoroughly familiar with the following documents.

1. The trusted operating systerirsisted Facility ManualtEm) or equivalent

The trusted operating syster8ecurity Features User's GuidE()G or equivalent
R  Security Features User's GUigE(G)

R SQL/ODBC Tutorial

R SQLReference Guide

TR ODBC Guide

R Information Schem&eferencd&suide

R AdministrativeCommands Reference Guide

© ©® N o g bk w D

R  Security Policy Manager Tutorial
10R  Security Policy Manager Reference Guide
11.SELinux Reference Guide

To assist the persons responsibletor administration in becoming familiar with the
architecture ofR , thefollowing chaptergpresent a brief description of what comprises a
database server, how users communicate with the database server,fand dnehitecture.

1.1 Document Organization

TheTFM is organized in a logical sequence and each chagdtieesses a specific topic:

- Chapter 21 outlines the client server architecture for . This includes an overview of
the major subsystems of tie  server and client/server communication.

- Chapter 371 outlines coordination oR  security policy ad functons with those of the
trustedoperating system.

- Chapter 41 outlines mechanisms by which authorized users may specify how to enforce
the security policy of their organization.

- Chapter 51 describes howr  utilizes theRBAC mechanism provided by the tredt
operating systeno give users the ability to execute special security operations or
supersedéheMAC and/orDAC security policies. It provides examples of hew
authorizatbns can be managed through the trusted operating sy&teen of defaultiR
roles is also described.
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Chapter 61 describes standard database administration functions that need to be
performed as part of the secure administratior of . These include bulk loading,
recovery, backup, row reclassification, and miscellaneous tasks.

Chapter 77 describes audit mechanisms®f and lists all auditable events and their
configurations. It also addresses audit analysis and reporting functions.

Chapter 81 provides a stepy-step description of rusTep R uBIX delivery
and installation procedures.

Chapter 97 provides a complete description of the configurable parameters ®f the
server.

1.2 Definitions

The following definitions have been provided to facilitate the reader's understanding of this
document.

Access Controli the process of limiting access to the resources of a system only to
authorized programs, processes, or other systems (in a network). Synonymous with
controlled access and limited access.

Authorized 1 possessinghe rights and/or privilegesecessary (in accordance with the
Target of EvaluationTOE) security policy) to perform an operation. A security policy
defines a set of rules that regulate how assets are managed, protected, and distributed
within a TOE.

ClassificationT a designation attached to information that reflects the damage that could
be caused by unauthorized disclosure of that information. A classification includes a
sensitivity level UNCLASSIFIED, CONFIDENTIAL, SECRET, or TOP SECREJ anda set of

zero or more compartmentsRYTO, NUCLEAR, etc.). The set of classifications, together
with their hierarchical relation defining the allowed information flows between levels,
form a lattice. Most dissemination controls, SucNARD, NOFORN andNOCONTRACTOR

can be handled as additional compartment names.

Clearancei thedegree of trust associated with a person. This is established on the basis
of background investigations and the tasks performed by the person. It is expressed in the
same way aslassifications (i.e., a sensitivity level and a (possibly null) compartment set).
Confidentiality 1

(1) The concept of holding sensitive data in confidence, limited to an authorizdd set o
individuals or organizations.

(2) The property that information ot made available or disclosed to unauthorized
individuals, entities, or processes.

Container i amultilevel information structure. A container has a classification and may
contain objects (each with its own classification) and/or other containers.

Data Confidentiality T thestate that exists when data is held in confidence and is
protected from unauthorized disclosure.

Data integrity T thestate that exists when computerized data is the same as that in the
source documents and has not been exposeditteatal or malicious alteration or
destruction.

Databasei adatabase is a logical container that may contain many different kinds of
data arranged in tables, where the data contained in each table is in some way related to
the daa in the other tables in that database.

DBMS datai datathat theDBMS creates, maintains, and uses to operate the DBMS (e.g.,

© 2010Infosystems Technology, Inc. 6.0 REVISION 5
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configuration parameters, user security attributes, transaction log, audit instructions and
records).

- Discretionary AccessControl (DAC) T ameans of restricting access to objects based on
the identity of the subjects and/or groups to which they belong. The controls are
discretionary in the sense that a subject with certain access privilege is capable of passing
that privilege(perhaps indirectly) on to any other subject (unless restricted by mandatory
access control).

- Dominatei securitylevel (or sensitivity label) A is said to dominate security level (or
sensitivity label) B if the hierarchical classification of A is gre#itan or equal to that of
B and the nonhierarchical categories of A include all those of B as a subset.

- Equali securitylevels (or sensitivity labels) are equal if the hierarchical level of both
labels are equal and the nonhierarchical category setguralient.

- Evaluation AssurancelLevel (EAL) i apackage consisting of assurance components
from Common CriteriagC) Part 3 that represents a point ontlagpredefined assurance
scale.EALs provide an increasing scale thatamces the level of assurance obtained with
the cost and feasibility of acquiring that degree of assurance.

- Incomparablei securitylevels (or sensitivity labels) are incomparable if they are not
eqgual and neither label is greater than the other.

- Least Privilegei principlethat requires that each subject be granted the most restrictive
set of privileges needed for the performance of authorized tasks.

- Mandatory Access Control MAC) T ameans of restricting access to objects based on
the sensitivity (as represented by a label) of the information contained in the objects and
the formal authorization (i.e., clearance) of subjects to access information of such
sensitivity.

- Multilevel Secure RDBMS T a multilevel secureMLS) RDBMS can store and process
information at multiple security levels and serve multiple users, some of whom may not
be cleared for all the information in the machine.

- Multilevel Security (MLS) I conceptof processing information with different
classifications and categories that simultaneously permits access by users with different
security clearances, but prevents users from obtaining access to information for which
they lack autbrization.

- Platform 7 thecombination of software, hardware, and/or firmware layers underlying the
DBMS,

- Relationi arelation is a two dimensional (row and column) table of related data. Each
table can contain different kinds of data.

- Relational Database Management Systeinarelational database management system
(RDBMS) stores and manipulates data in the form of relations.

- Resourcei anythingused or consumed while performing a functiohe Eategories of
resources are:

- time; - objects (information containers),
= information, = or processors (the ability to use information).

Spedfic examples are:

- CPUtime; - disk space;
- terminal connect time; = number of diskequests per minute,
- amountof directly addressable memor etc.

- Security Leveli thecombination of a hierarchical sensitivity level and a set of non
hierarchical categories that represents the sensitivity of information.
- Security PolicyT asecurity policy defines a set of rules that regulate how assets are
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managed

- Security Relevant Eventi anyevent that attempts to change the security state of the
system, (e.g., change discretionary access controls, change the security level of the
subject, change user password, etc.). Also, any event that attemioigst® the security
policy of the system, (e.g., too many attempts to login, attempts to violate the mandatory
access control limits of a device, attempts to downgrade a file, etc.).

- Sensitivity Labeli apiece of information that represents the secueitgl of an object
that describes the sensitivity (e.g., classification) of the data in the object. Sensitivity
labels are used by theE security functions as the basis for mandatory access control
decisions.

- Sensitivity Level i aset of classification@UNCLASSIFIED, CONFIDENTIAL, SECRET, TOP
SECRET) together with their hierarchical relation defining the allowed information flows
between levels.

- Subjecti anactive entity, generally in the form of a person, process, or device that
causes information tibow among objects or changes the system state. Technically, a
process/domain pair.

- Target of Evaluation (TOE) i anIT product or system and its associated administrator
and user guidance documentation that is the subject of an evaluation. The erniity that
evaluated as defined by the Security Targg}l (While there are cases whergae
makes up the entire product, this need not be the caseOEmeay be a product, a part
of a product, a set of products, a unique technology never to be made intluet,poo
combinations of all of these, in a specific configuration or set of configurations. This
specific configuration or set of configurations is called the evaluated configuration. The
ST clearly describes the relation betweenttheand any associadgproducts.

- Trusted Computing Base fcB) i thetotality of protection mechanisms within a
computer system, including hardware, firmware, and software. The combination of these
components is responsible for enforcing a security policy.

- T RUSTED R UBIX Default Rolesi aset of default roles installed and configured
by R during installation.

= Audit Administrator ( AUD) i a DBMS administrative role that is limited to those
privileges necessary to administer and reviewnsies audit trail.

- Database Administrator (DBA) i a DBMS administrative role that is explicitly
granted all discretionarycaess privileges to manapems objects in th&®BMS
covered by th@BMms discretionary access control policy.

- Database Operator OP) i a database administrative role whose privileges are
limited to those privileges necessary to operat@Higs.

- Security Administrator (SA) i aDbBMS administrative role that is explicitly
granted the ability to causa anformation flow for information covered by the
DBMS mandatory access control policy in order to perform administrative tasks
operating on labeled information at multiple levels of security withirDges.

= Useri an authorize®BMsS user who does not pesss any trusteoBMS
administrative rolesr authorizations (e.g. audit administrator, database
administrator, database operator, security administrator), but does possess
authorizations for exporting and importing data.
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1.3 Acronyms

AUD TR Audit ISQL Interactive SA R  Security
Administrator default Strudured Query Administrator
role Language default role

cc Common Criteria I&A Identification and SQL Structured Query

Authentication Language

DAC  Discretionary Access MAC Mandatory Access ST Security Target
Control Control

DBA TR Administrator MLS Multi Level Security TOE Target of
default role Evaluation

DBMS Database OoP R  Operator TOS Trusted Operating
Management System default role System

EAL Evaluation Assurance 0s Operating System  Ts/scl  Top
Level Secret/Sensitive

Compartmental
Information

GUI Graphical User RDBMS Relational Database

Interface Management
Systems
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CHAPTER 2 DATABASE ARCHITECTUR E

ODBC RXISQL ODBC
Client Client Client
A A A
4 \ 4 \ 4
Trusted RUBIX Trusted RUBIX Trusted RUBIX
Server Server Server

t ‘ ]

y

Trusted Operating System

A

A

Figure 1 Trusted RUBIX Client Server Architecture

Figure 1 shows the client server architecture forusteo R ueix .Each clientis

intiatedbyaRr user. The client process runs with the
process connects to a specific database it requests a server fram tBéspatcherThe

Dispatcher cachesctiveserverprocessedf a suitable cached server exists the Dispatcher

allocates it to the client's connection; otherwisgerer process is started withexecsystem

call by ther  Dispatcher. The server process sets its user credentials and s&ssiiyn s

sensitivity label and then performs operations on behalf of the client.

The two different user interfacesxisQL andoDBC, give the user flexibility in invoking th

server. ThexisQL module provides an interactiggL interface to submit adde queries to the

R SQLENngine.TheOpen Database ConnectivitygBC) module is an application

programming interfaceapl) for database access. It is an implementatidiofc r o s of t 6 s Op en
Database ConnectivityppBC) specification.

2.1 Process Architectu re

R has adopted a cliesserver approach in which each user has both an application process and
aDBMS process aprocess pair per user architecture. An invocatior of consists of multiple
cooperating processes. These processes consist of an application, pnedeggpatcher process,

and a set of server processes.

TheR process architecture assumes that it is running upon a targeted trusted o
system.

When a user inites a login session on the trusted operating sygigesses operating on
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behalf of that user are assigned subject attritbtgsreflect the identity of the user (Userand
GroupID) and the trustworthiness of the user (process session security sensitivity label). When
the user wishes to perform operations witRusteo R uBIX he must first initiate a

client process, which inherits the authentication attribute of the user. fhehent process
communicates with ®  privileged server process, tife  server process uses the
authenticatiorattributes supplied by the trusted operating systeidentify the user. Th®
server process then sattributes and chdnges its®venrsubject aut hent i c e
attributes to a special set of attributes that allowrhe server to access the database objects,
perform Mandatory Access Contred4C) and Discretionary Access ControlsC) checks for
existingobjects, assign sensitivity labels to new database objects, and identify a users actions in
the audit trail.

The application process consists of user application code linkedrwitlclient software. The
R client software allows the application to comriuate with ther  Server.

TheR Dispatcher ixdsprprocess) is used to service connection requests to server processes
on behalf ofrxisql andoDBC clients It does this by either mapping the connection request to an
idle instantiated server processimstantiating a new server process. Clients are mapped to idle
server processes that have the same security attributes as th@ bkergtuse of idle server

processes dramatically reduces the time required to perform a database connection. Idle servers
that surpass a configurable (via tiieonfigfile) idle timeout are terminated. The dispatcher is
started and terminated by an administrator usingx$dmancommand. Thexsvrman

command is the seminal (and only) source for the negesgstem high sensitivity label and the
rubix/rubixtpeffective user/group of ther Dispatcher and the  Server This insures that

the dispatcher and server processes cannot be instantiated by some other means by a malicious
user.

2.2 Subsystems

Figure 2 shows the major subsystems of ke server. The Server Interface Subsystem is a

remote procedure call interface used by the client subsystems to submit operations on databases.
It provides allT rusteD R UBIX server external interfaces and allows clients to connect

and disconnect to specific databases, start and terminate transactions, manipulate savepoints, and
executesQL operations. The Server Interface Subsystem exesaiegperations by parsing the

text string representing the operation into an executable query tree. It submits these operations to
thesqQL Engine Subsystem, which accepts operations in the form of an executable query tree. The
guery trees are optimized for performance and mapped into igmsran individual record files.
ThesQL Engine Subsystem checks for needad privileges before submitting the operations on
record files to the Kernel Subsystem. The Kernel Subsystem accepts record oriented operations
from thesQL Engine Subsystem on g and data files. The Kernel Subsystemesponsible for
enforcing allMAC restrictions on data objects. Thus,nmec decisions are made above this
subsystem. This subsystem also provides xelltransaction and database operations. The

Kernel Subsystem interacts with the Common Server Subsysérh in general interacts with

the trusted operating system. The Common Server Subspsterides functions that require

shared memory to operate efficiently, such as the main memory page buffering mechanism.
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Trusted Rubix
Client
(CLIISQL)

Subsystem
A

Process |Boundary
3

Server Interface
Subsystem

¢

SQL Engine
Subsystem

DAC
4 -

v

MAC
Kernel

Subsystem

¢

Common Server
Subsystem

Trusted RUBIX Server

Figure 2: Trusted RUBIX High AssuranceArchitecture

2.3 Trusted RUBIX Client/Server Communication

Upon initiation of a connean request by a client to thikispatcher, a server process is
invoked on a host machine. The host machine may be local or remote to the client
machine. If the user specifies the connection should be made to a database residing on a
specific host, via theBNAME[ @HOST NAME:PORT]] notatian, a server process is invoked

on the named host. HOST NAMEis omitted, the local host is assumed.

The client, dispatchepnd server processes communicate with port based socket connections
singlestatically pre-allocated port must be reserved for thient, dispatcher, anserver
processesT he speification of the poris made in thetc/rxconfidfile located in ther  install
directory. Please consult the  TOS specifidnstallation Instructions for ore information.

Once a socket connection is initiated between the client and server processes, the server
authenticates the client by obtaining the tidegroupid, and security labels operating system
dependent trusted attributes of the socket cdiorecThe server initializes itself with the user's
credentials and performs database operations on behalf of the client.
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2.4 Trusted RUBIX Security Architecture

The security policy architecture of the Trusted RUBIX DBMS is showfigare 3and indicate
the following:

9 the location of policy access checks relative to the SQL Engine and DBMS Kernel is
represented by the position of the box labeled with the security policy name. Policy
access checks are executed over operations and objects in the DBMS8 diraattly
below it. The DAC policy operates over SQL Engine operations and objects while all
other policies operate over DBMS Kernel operations and objects. A policy being above
another policy implies that it is evaluated after the other policy;

9 the vales each policy uses to calculate its security decision are enumerated in the
rectangular box to the right of the box labeled with the security policy name;

9 the basic characteristics of each security policy's rules are listed under the security policy
name;

1 note that only security policies that operate directly on DBMS objects are shown (the
RBAC policy is not shown).
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CHAPTER 3 SECURITY COORDINATION

To meet high assurance database requirenenissteo R uBIX has been ported to run
atop trusted operatinsystem(TOS) platforms (e.g., Trusted Solaris 8, Fedora SELinux, Solaris

10 TX). The unigue combined securfiynctionality provided byhe TOSandR  yields a true

high assurance application environment which conforms to the evaluation criteria in the:areas of

- Security Audit,

- User Identification and Subject Bindin

- Mandatory Access Control,

- Discretionary Access Control,

- Database Impomnd Export,

Security Management,

Residual Information Protection,
Trusted Recovery

and

Protection of Security Functions.

The security strengths providedritost of the TOS'&clude:

- Support for

il east

- Consistent secure password usage

- Protection from malicious code

- Flexible system administrator privileges
- Full support for trusted path and secure channel mechanisms.

privileged access

3.1 Trusted RUBIX TOS Dependencies

These security strengthstbfe underlying TOSre relied upon byr  to provide:

- User Identification and Authenticatiof6ee Section 3.2).

- UserSubjectBinding, when a user initiates a trusted or untrusted commamrd or
application.(See Section 3.3).

- MAC andbDAC access control and enforg@c andDAC security policies

- Administrative User Creation and management through authorizations anqsedes.

Section 3.7).

- Security Auditi Reliable time for time stamping the occurrences of the audit events.
Secure logs to audit the functions tirat does not duplicat€See Section 3.8).
- Object Reuse Ensure that any residual information content of any regasrc

unavail abl e
(See Section 3.9)

t o

al

operati ng oso detllecatiorobj ect s

The mandatory security mechanisafigthe TOSare used to confine an application to a unique
security domairfSee Section 3.12hat is strongly separated from other domains in the system
Applications may still misbehave, but the resulting damage can be restricted to that single
security domainThis ability to confine security breaches is critical to controlling data flows in
support of asystem security policy. The TOS's are genereditified to operate at the high levels
of functionality and assurance specifiedNsA andDoD.

3.2 User ldentifi cation and Authentication

R has fully integrated User Identification and Authenticati@m( and the management of
the authorizationsequired to access administrative functionalityrmilie services provided by
the trusted operating systel  uses the Useab supplied by the TO® identify the usewith

whichit is communicatingR  uses the current group (Grolry to which the user belongs to
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determine group privileges.

T RUSTED R uBIX relies solely on the&& A mechanism of the TOS for user
authentication. The inherent security risk of delega@wgto the TOS is it assumes
the correct configuration and administration of the TOS, in accordance with the
TEM.

When a user logsntothe TOS he/she is assignedckearance sensitivity labelhe clearance

sensitivity label represents the maximaassion sensitivity label within which the user may

initiate sessions. The <clearance seatcintid vity | at
created and corresponds to the maximum level of trustworthiness aktraSessions, generally

representing a login shell (i.e.;$Dell or K-shell) and all processes initiated from that shell, are

assigned aession sensitivity lahalvhile a user may have only one clearance sensitiziigllat

a given time, they may have multiple concurrent sessions operating at different session sensitivity

labels. All programs and processes executed within the context of the session are assigned the

session sensitivity label.

When a usr logs on sucasfully to the TOSt a given session sensitivity label, the user is
implicitly logged on torR  at the same sensitivity label. They may only become different if a
privileged user changes the curré@@Sor R session sensitivity labeluring an execution of

R .TheR session sensitivity label is assigned to all objects inserted into any database. It is
also used to enforce allac policies. In effect;R  clears users within the database for the range
of sensitivity labels for whie the user has been cleared by TS Unless otherwise noted, the
term session sensitivity label implies the session sensitivity label. The user, however, still
needs either certain database privileges or authorizations to perform any databaes opbeat
use ofTOSI&A avoids duplication of storage and administratafrpasswords, and eliminates a
potent avenue of attacking tbems. This also reduces the size of the Trusted Computing Base
(TcB) without compromising security which is a critical issue in higher assurance evaluations.

3.3 Subject Binding

R identifies authorized users afparticularR  database by relying on the previously
performed Identification and Authenticatia& @A) of the underlying trusted operating system. In
other words, the process, initiatedthg user, will have the Us&, GroupiD, and current
session sensitivity label as its subject security attributes.

R is ansQl-based client/server multilevel secuke.$¢) RelationalbBMS operating in a client
server architecte. There is one instantiation of the server for each active.cliggiven client

and server pair can run on the same machine or on different machines connected via a network
All communication between client and server takes place on a-4$éwglesoclet connectionThe

client process is an application program, which has been linked with thelient software to
communicate with its associated server process, which resides on the same machine as the
database to be protect&turrently, two typesfoclients are supported iR

1. Instantiations of an Interactiva®L (ISQL) interface that provides ad hoc access to
databases; and

2. Userdeveloped applications utilizing ti@DBC API.
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3.3.1 User Security Attribute Definitions

When a user successfully establishes a leggsion on the trustegherating system, processes,
operating on behalf of that user, are assigned user secutiytsrthat reflect the identity of the
user (i.e., Useb and Groupb) and the subject sensitivity label as the sensitivity label of the
user (login) session. When a user wishes to perform operations withreo R uBIX ,

the user must first initiate anteractivesQL (ISQL) or Call Level InterfacedLi) client process.
The client process is associated with the security attributes of thedlJ&noupID, and session
sensitivity label.

3.3.2 User -Subject Binding

The clientand server processes may reside on the same machine (local mode) or different
machines (nothocal mode) In each case the ussubject binding method is the same. When the
client process initiates a connection to a specific database, gerver processxserve) is

provided by ther  Dispatcher ixdspr). The server is instantiated by tie  Dispatcher which
execut es wit h iptahdeGroppp atiriteitesstAUBIX ANSREBIXTP, respectively,

and the process security level to system hiyts(EM HIGH). These attributes were inherited

from therxsvrmancommandwhich instantiated the dispatch&he®R  server process extracts
the userds security attributes from the socket
attributes ¢ identify the user and to perform Mandatory Access Control and Discretionary Access
Control mediation on theBMS objects, and describe users in the audit.tFdie stored user

security attributes include:

- User ID, - Group ID, and - Session sensitivitiabel

3.4 Discretionary Access Control

When a database application (client) communicateswith, the Usenb and current Group
are supplied byhe underlying TOSo identify the user it is communicating with. The User
andGrouppar e used t o Daapdvideges, and lherefaresapeithé Isasis formthe
decisions mde byR  (see Section 4)3

3.5 Mandatory Access Control

The database session lalselised byr  to makeMAC decisions. The database session label is
initially set to the TOSession label when the user connects tarthe server.It may latter be
changd (only by the Security Administrator) using the ALTER SESSION command.

R provides mandatory access control features that are built atop the mandatory access control
primitives ofthe TOS The security latticdefined forthe TOSis used for ther  protected
subjects and objectfhe TOSi s r el i ed on to protect twhidh operat.i
include directories, files, memory, devices, and sockets created and/or uged fye. audit

record files, import/export and recovery filemtabase configuration files, and database files).

For more informationee Section 4.4

3.5.1 Relationship to the TOS MAC policy

The platform selected for the implementatior ofusteo R uBIX assumes a Trusted
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OperatingSystem (TOS)The kernel othe TOSis assumed to be istéad from the trusted

processes operating in the user domain (and is verified as such at the time of implementation of
R onthe TOS. Consequently, thee  Trusted Security Functions are integrated with the
underlyingTOS Functions.

INR , allMAC proteded data are stored in singvel operating system objects. To support
fine-grained multilevel objects (e.g., rowsgnsitivity labels are attached to individual database
items within each operating system object. Note that these object sensitivity labels are

sensitivity labels and not operating systeensitivity labels; theperating system views these

object sensivity labels strictly as data and attaches no security significance to themis

trusted to properly associate and maintain the object sensitivity label of each item and to correctly
interpret those object sensitivity labels so that, in cooperatitntixé TOS kernel, thesecurity

policy can be correctly enforced.

Theoperating system performac on its users and objects.  providesMAC on DBMS users
and objectsThe object sensitivity labels, i.e., the complere security lattice, folR  MAC are
provided by therustedoperating system.

WARNING

The user who has begnanted the authorizations equivalenb8wMms Security
Administrator must take extreme care in importing/exporting labeled data to and fro
TOS. A significant coordination is required for mapping various labels. If the importé
rows use character labdentifiers the coordination is easier. On the other hand, if thg
imported rows use numeric label identifierd(, the coordination effort increases
considerablyR uses the samabDs as the underlyings.

3.6 TOS Security Administrator Duties

R relies on the TOSecurity administrators to

- GrantrR users appropriate authorizations for different security management and
administrative roles.

- Createthe usersd accounts and ars susegggroupsser s to th

- Add authorkations / roles to the TOSecurity database, create directstie hold
executable and data files, set privileges and sensitivity label on the directories, copy and
assign privileges to executable programs (As performed dsystem installation, see
Chapter 8.

- InformtherR Administrators when a user account is deleted.

R integrates with th@BAC mechanism proded by the TO$o give users the ability to
execute special trusted operationsapersedéhe MAC and/orDAC security policies. Once the
T RUSTED R UBIX authorizations are added to the security databatbe GFOSthey may
be given or taken away in the same manner as thtaérOSauthorizationg roles.

TheR authorizations only have significance for operationgron softwae (i.e., they imply
no privilege for any other software). Authorizatione discussed in detail ection 5.1.
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For an authorization to be effectiitenust be present on the machine that conta
thedatabase being accessed.

3.7 Role Based Access Control

Role Based Access Control relies upon predefined authorizati@neate mutually exclusive
roles for each administrative task. By separating duties, security is increased for the following
reasons:

- Assign only needed role/right to users (Least privilege)

- Simplified authorization management

- Independent mappings:

- role-permission, - userrole, and = rolerole relationships
- Suitable for dynamic mobile environment

TheRr Trusted Computing Bas&dB) is tightly integrated with th€ OSTCB. TheTOS System
Administrator should be familiar with granting authorizations and the creation of user roles.

TheTOS site administrators may create roles with any combination of authorizatigasiless
of whether those authorizations arefor or the TOSR  supports full flexibility in the
assignment of authorizations to roles. A role may contain raathorizations, or only a single
one.

R provides fivedefault roles; each with a groupsf authorizations. These five default
roles are given as follows:

DBMS Audit Administrator (AUD)
- Database Administratopga)

- Database Operatoo#)

- DBMS Security Administratorga)

- Nonadministrative Database User

The default security roles adéscussed in Section 5.Role Based Access Controldgscussed in
detail Section 5.4

Consult the TOS administrative documentation and the Trusted RUBIX OS specif
installation guide for details on administering the RBAC mechanism.

3.8 Security Audit

This sectiorintroducesr  auditing. Specific information about the bindinglf to the TOS
can be found in Section 3.Betailed audit infomation can be found i@hapter 7
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R s tightly integrated with the TOSand relies upoit for both user andole management.
Consequently, the auditor will need to refer toTI&S security logs to audit the functions that

R does not duplicate, such as the creation, modification, and destruction of user accounts, the
granting and revoking of authorizations, the assignment of roles to particular users, and the
assumption of particular roles by privileged us@s. maintains sgarate audit logs for all other

user and administrative auditing. The audit log isN& file secured byhe TOSat SYSTEM

HIGH. The TOS'sstrong security mechanisms prevent attackers from accessing and modifying the
audit log.

R assumes the correobnfiguration of the TOS for the protection of the audit
file.

R may selectively audit certain actions performed by particular users or gidwegblsenp
and GroupD supplied bythe TOSidentify the user communicating witk . The same Useb
and GroupD are used in the audit trail to identify the user in the audit trail as the user who
initiated the auditable event.

TheTOSis used to assign to a user or role the appropaiatieoriationsto permit them to use
therxauditsetcommand Therxauditsetcommand is used &pecify or display the criteria which
determine whether an auditable event is eligible to be recorded By thaudit trail.

3.9 Object Reuse

R has only two basic objects on the server that may be reused, the segment (page) and the slot
(record). All other server side object allocation relies on one or both of these basic object
allocations. For example, a file is made up of its associated dg¢a pad each table is stored as

a file. The tabinfoendation ard stonectirt other ®efiaitiordSchema tables

Catalogs and schemas are simply files that hold table, view, index, and schema (in the case of
catalogs) named hus, every st@ge object, other than a row, is stored as a file constructed of
pagesRows within a table correspond to a record in a page.

When a segment is allocated on the server its entire space is overwritten with zeros. Thus, each
newly allocated segment or pagfarts out clean. New slots are allocated within a page when a
slot is inserted into that page. Only the exact number of bytes necessary for the slot is allocated
and the new slot data is immediately written into that specific allocated slot. It shaubtee

that due to the Multversion Timestamp Ordering¢yTO) scheduling protocot rustep

R uBIX objects are not physically deallocated until a garbage collection mechanism initiates
the process. This initiation may be delayed for a potentially unbounded amount of time. Because
the object reuse policy is only concerned with objects as they are reused, this delay in
deallocation has no impact on the security aspects of the reuse policy.

This Residual Information Protection security function performs residual information protection

on the server and ensures that any residual information content of any resource is unavailable to

al | objects upon t heRr rdopsoalnatase @lsof tlrelope@tn@gdystemmn .  Wher
files are removedrhe TOSis relied upon to perform object reuse of the dropped files correctly.

All allocation and deallocation of data structures on the clientagider locally to the untrusted
client process. Furthermore, these objects arenotcontrolled objects. Therefore, an object
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reuse policy is not needed for these objects and all of these furetem@TSF.

3.10 Residual Information Protection

This Residual Information Protection security function performs residual information protection
and ensures that any residual information content of any resources is unavailable to all objects
upon the resour e @opsa tatalmasealt iie DO files Ak movedlhe

TOS:is relied upon to perform object reusfethe files correctlyR  has only two basic objects

that may be reused, the page and the record within the page. All othetradlojeation relies on

one or both of these basic object allocations. For example, a table is made up of its associated
datapagesT he t abl e 6 acL ;mformatientane st@ed & otider information schema

tables Catalogs and schemas are simpbld¢a that hold table and view nam&bus, every

storage object, other than a row, is a table constructed of. fz@es within a table correspond

to arecord in a page. When a page is allocated its entire space is overwritten with zeros. Thus,
each newlhallocated segment or page starts out clean. New records within the page are allocated
when a record is inserted into that page. Only the exact number of bytes necessary for the record
is allocated and the new record data is immediately written into iledfytes of that specific
allocated record. It should be noted that due to the Multiversion Timestamp Oraderira) (
scheduling protocolR  objects are not physically deallocated until a garbage collection
mechanism initiates the process. This initintiay be delayed for a potentially unbounded

amount of time. Because the object reuse policy is only concerned with objects as they are reused,
this delay in deallocation has no impact on the security aspects of the reuse policy.

3.11 Protection of Secur ity Functions

The reference monitor security function ensures that$hés always invoked (i.e., nen
bypassability) before any functions are allowed to proceedRI heclient/server architgure is
based onth® server receiving requests from the client for operation on the datdltese

R Server resides on the machine where the database is. $ioileid theR  Server, ther
Server I nterface subsy sttinotmeTossectrityéunctonsiobnt 6s onl vy
(see Figure 2 in Section 2f@ a diagram of the subsystemghe Server Interface subsystem
handlesr client database operation requests and invokessthenforcement security
functions of therR  Server Therefore, no database operation can proceed prior wsthe
enforcement functions having been invokébe Server Interface subsystem invokessthe
engine subsystem, which is responsible for enforpiag policies for operation on the database
ThesQL Engine subsystem checks for needead privileges before submitting the operations on
record files to the Kernel subsystem. The Kernel subsystem is responsible for enforeig all
restrictions on data objectEhe Kernel subsystem checks the neaded sensitivity label of the
user before performing the low level transaction and database operations.

3.12 Domain Separation and Protection Mechanism

In most cases, the rusteD R UBIX client and ther  server reside on different
machinesThe®R server resides on the machine where the databases are kept and protected.
R stores its objects iMOSfiles using what is known as the container storage model. The most
primitive storage structarforR  objects ard OSfiles. Each database is stored in multiple
TOSfiles. All TOSfiles for a unigque database are stored in a sin@i€ directory. The

directories for all databases are stored in a single databases directory. Becauses this
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container storage model, the isolation and protectior of file and directory objects are
accomplished by usinpe TOS'©AC, MAC, and domain separation and protection mechanisms
A specialrR  UserID (RuBIX) and GroupD (RUBIXTP) is created and reserved for this purpose
Each database file and directory is owned by the user/group paiBof/RUBIXTP. TheR

server, executing with user/gnm@asRUBIX/RUBIXTP, views the database space as its own address
spaceFor each of the directory and file objects, its permissions are set so only members of
RUBIXTP group may access these objects. Fhe executables are restricted to tdgBIXTP

group No login useiis allowed in theRUBIXTP group. Thus, they cannot access any database files
or directories that are owned by the user/group pausix/RUBIXTP. Thesel OS directories

and files of the databases are labelesyatem high sensitivity label to offer additional
protectionsThus, onlyR  executables labeled at system high may accessQalirectories

and files that contailR ~ objects.

Under a single directory that is named "dat#s4, there is one subdirectory (named the same as

the database name) per database representing each existing databasem objects within

a single database are stored in multip@Sfiles in this subdirectoryr  treats eacfi OSfile

as a containelThe®R  objects such as databases, catalogs, schemas, tables, views, indexes, and
records are created from the container. Each of these abstract objects is assigned a security label
and an access control ligtql). EachTOSfile may hold information labeled at any sensitivity

label R  ensures the isolation and protectiorrof objects in the OSfiles and arbitrates

subject access to eath data object, which is associated witham. and a sensitivity label,

based upon theAC and DAC policies.

3.13 Internal Transfer of Data

R uses the saneAC security lattice as the underlyifigsO. However, there are occasions
when the movement of protected data from one domain to the other needs torbmadde

Data moves from th€OS protected domain to the  protected domain during akNSERT,

UPDATE, andrximport operation When the user is not operating asthe Security

Administrator, ther  session sensitivity label always equille TOS session sensitivity label

andR automatically labels the data with its session sensitivity |aéhis mode, there can be

no change in the labeling of the data as it changes fromQi&alomain to theR  domain

When the user is operating#® T rusTeD R UBIX Security Administrator, there is a
potential for the data to change its sensitivity label and the user should act accordingly. Using the
ALTER SESSION SET LBEL command via thesQL client, theR  Security Administrator may

change thar  session label to one that is greater than, less than, or incomparable to the current
TOSsession sensitivity label

When the data crosses from the TOS domain taRthedomain the data will be
implicitly re-graded from the current TOS session sensitivity label to the curre
R  session sensitivity label.

IftheR  Security Administrator is using thieimport command in the multilevel mode, the
data will be explicitly labeled to that specified in the text import file

Data moves from th& protected domain to tHEOS protected domain duringsELECTand
rxexportoperation When the user is not operating asthe Security Administrator, tha&
session sensitivity label always equals TI@&S session sensitivity label arel  returns only
rows that are dominated by time  session sensitivity labeDnce the dat enters thdOS
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domain,the TOSwill implicitly label at theTOS session sensitivity label

This may result in an i mplicRt obegg
sensitivity label to the current TOS session sensitivity label.

Using theALTER SESSION SET LBEL command via thesqL client, ther  Security
Administrator may change the  session label to one that is greater than, less than, or
incomparable to the curreMOS session sensitivity label

When the data crosses from the domain to the TOS domain the data will be
implicitly re-graded from the currem  session sensitivity label to the current
TOS session sensitivity label.

3.14 Abstract Machine Testing

The TOSautomatically runs a suite of tests periodically during normal operation and at the
request of an authorized administrator. This suite of tests demonstrates the correct operation of
the searity assumptions provided by the abstract machine that underligsrhe

3.15 TOS Recovery from Failure

After a failure or service discontinuitfOSenters a maintenance mode where the ability to
return theTOE to a secure state is provided.

The TOSensures that the following Security Functiosg) @nd failure scenarios have the
property that the SF eitheompletes successfully, or the indicated failure scenarios recover to a
consistent and secure state:

a) thesFkchecks whether a specified privilege is assigned to any role, but the database
containing the privilege data is not-tine or the particular datable is inaccessible;

b) thesFchecks whether a specified role has been assigned to a particular user, but the
database containing the role membership information is nbbemr the particular data
table is not inaccessible.
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3.16 Secure Usage Assumptions

It is assumed that datalseadministrators, database operatbes)s security
administrators, andBMS audit administrators are competent, and merit try
placed in them.

It is assumed that authorizedMs users are familiar with applicabtsms
security policies and procedures, and merit trust placed in them.

It is assumed that ttEBMS is protected against disasters such as loss of
power, fire, flood, and destruction of facilities.

It is assumed that ttEBMS, hostos, andiT environment are protected from
physical attack.

It is assumed that the environment prtgénformation while in transit
between th®BMS and components of the environment.

3.17 Secure Operational Area Network

T RUSTED R UuBIX relies on tha@oOE environment for its client/server communicets
security, whichincludes cryptosecuritytransmission security, emission security, and physical
security of communicationmaterial. Communications security material includes, but is not
limited to, key, equipment, devices, documents, firmware or software that embodéesxiobes
cryptographic logic and other items that perform communications security functions.
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CHAPTER 4 TRUSTED FACILITY MAN AGEMENT

T RUSTED R UBIX provides mechanisms by which authorized users may specify how to
enforce the security policy of their organipat The set of procedures, tools and attributes
utilized to perform this function are the foundation for Trusted Facility Management. The
administrative roleare trusted user defined packages of authorizations bundled immeemsaich
that they support the intent of the security policy.

4.1 User Management

Database users are the access path to the datd st@nd controlled br . To support the

high level of assurance required to manage user aageesgeglies solely on the user

management mechanism of #hye TOS Users communicate with tire  server via client

programs such as database applicatidfizen a database application communicates Wwith ,

the security attributes (Us&r, GroupID, authorizations, and session sensitivity label) supplied

by the TOSare used byr  to identify the userThe scurity attributes are retrieved from the

security attributes of the userodés client process

The session sensitivity label is used to perform Mandatory Access Caatisions on behadif

the userThe Usenb and GroupD are used to make Discretionary Access Control decisions by
R .The Usenb and GroupD are also used in thie  audit trail to identify the user initiating
the audit eventThe TOSauthorizationgrolesare used to identify which trusted users are allowed
to execute speciak  administrative commands and which useesy supersedine DAC and/or

MAC security policies. The authorizations recognizedrfby are created during the install

process and are graa to users in thEOS security database.

Conversely, if a user loses Ai©Saccount he loses his access path tarhe server, and hence
to the data stored therein.

Alt hough the userds access path is bl
dat abase administrator i DAC@iivieges stoeeq in the
R server (See Section 4.1.3 for information about accessiagrivileges).

R does not directly support the concept of abjgvnership, but rather assignsc privileges

to the objectdés creator. This simplifies the adr
u s eoadpsivileges, since no objects are directly associated to any user. Nevertheless, care must

be takena reassign certain of tlmac privileges (particularly those associated with database

modification, especiall(EBRANT).

Only trusted users should have the privilege to create user accounts and to manad

4.1.1 User Security Policy

For all types of database users, the security issues of password management and privilege
management apply.
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AlthoughT rusTeD R uBIX relies upon the TO® manage user authenticatio
(and the associated issues of password expiration, lockout after some number of fg
logins, password complexity, etc.), users must still take precautions to protect their
password from disclosure.

If a database has many users, it may be beneficial to us©®eles mechanism when
performing privilege management. Alternatively, for a database with only a few users, it may be
simpler to manage privileges by assigning authorizations directly.

R has two types of user, administrative users and normal usersniéttative userare those
who hold administrative authorizations, and are thereby authorized to perform administrative
tasks, such as database backup and restoration, audit and audit file managementpaod use
privilege management.

Normal users may hold thiabix.user.*authorizations which permit them to use the bulk import
and export utilities (Seeexportandrximportin thetr ~ Administrative Commands Guide.

A specialbAc privilege that Administrators may find useful is theLL privilege. TheNULL

privilege is different from othepbAcC privileges in that it is subtractive and overrides all othrer

privileges. A usecan be blocked from accessing a given object simply by granting hikuthe
privilege on that object. This el DAgipriviede®s t he t &
(including those inherited through group memberships) and then revokingféaeding

privilege.

In general;R  provides fine grainedAcC privileges for each database object. While certain

users, such as application developers may need to create tables, indexes, and views to perform
their job functions, others users may onged full access, or even only read access, to tables and
views.

Another feature oR  that is useful in administeringAC security policyis row level

polyinstantiationRow level polyinstantiation permits rows with identical primary keys to exist in

the same table if they have different sensitivity laaBssification). This is a valuable tool in

enforcing user security policy because it eliminates a covert channel for users to probe tables

with, and provides a fc o vs#iadinrmationySee Sediond.hi sm f or
for more informatioron row polyinstantiation.

WARNING

Physical security must also be taken into account when considering user security.

administrative commands can only be run from the server itself. Hence, physically
securing the servemay thwart a malicious user who has compromised the passwory(
policy, but cannot gain access to the console where the administrative commands

run. Similarly, a periodic check for loggéa, but unattended client consoles will help {
maintain systa security.

4.1.2 Administrative Roles

The assurancabjectives of the Common Criteria place two basic requirements on Trusted
Facility Management:

- Administrative roles of the system are recognized as essential to ensure that the security
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policy of a system is enfced.

and operating correctly.

T RUSTED R UBIX meets the ComnmmoCriteria administrative roles requiremenis the

use of a mechanism called Role Based Access CoRrsat]. RBAC provides a flexible, fine
grained way to package authorizations to meet particutaregnsibilities (see Section 5fdr

further details omRBAC). This allows the Security Administrator to partition authorizations to

create administrative roles that best meet the security requirements of their applieation.
provides a default set of adnstrative roles that fulfill the traditional partitioning of

administrative job responsibilities. The defaglt administrative roles are built on the host as
part of product installation. The default roles and their associated authorizations are dliscusse

laterin Section 5.2f this document.

4.1.3 Listing Information about Users

R ensureghat a user has the required privilege and/or authorization information about each
u s enadpsivileges which can be retrieved from the information schema. One view of user

privileges exists for each
appended. For example, the name of the view that returns data about the privileges held on the
dat abas eDADABABEEPRIVILEGE® . i Thes e

a naNFOAsCHEMO s chema of =each

can be retrieved through them are in the following table:

obj ec tPRMILEGESD .

Det ai

View name View Definition
DATABASE_PRIVILEGES Afselect grantor, grantee, (gfr .
fromsystem _catalogdef i ni t i on_schema. d

CATALOG_PRIVILEGES i s e grantor, grantee, grantee group, catalog name, privilege t

is grantable from

system catalagdef i ni ti on_schema. cat ¢

SCHEMA PRIVILEGES isel ect grantor,

privilege type, is grantable from
system catalagdef i ni ti on_schema. sche

TABLE_PRIVILEGES isel ect grantor,

table rame, privilege type, is grantable from
system catalagdef i ni ti on_schema. r x _

COLUMN_PRIVILEGES Afselect grantor,

grantee, gr

grantee, gr

grantee, gr

t

table name, column name, privilege type, is grantable, remarks f
system catalagdef i ni ti on_schema. r x _ ¢

RX _COLUMN PRIVILEGES fisel ect * fr om
system catalagdef i ni ti on_schema. r x _
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View name View Definition

RX_TABLE_PRIVILEGES nselect * from
system_catalagefinition_schema.rx_table_privilegesa b | e ; ¢

4.2 Data Security Policy

Data Security includes the mechanisms that control the access to and use of the database at the
object level. Your data security policy determines which users have access to a specific database,
catalog, schema, table, view, row, and column. Users can also be granted the privilege to issue
certain SQL commands on specificlumns or tables, such asLECT, but denied the privilege to

issue other commands, for exampl8ERT. Your security policy is determined primarily by the

level of security your application requires and the sensitivity of the data.

The Data Security Policy enforced iy includesmAC andDAC mechanisms based on the

user's identity or group affiliation, atlde TOSmediatedolesfor access to administrative
commands. In additionrR  has an extensive audit capability to assist the administrator in
monitoring database activity. Tie  Audit capability is presented i@hapter 7 Discretionary

Access ControlffAC) is intended for an environment where cooperating users process data at the
same levkof sensitivity labelingDAC based on individual users and/or groups enables users to
share access to objects in a controlled fasiman.is discussed isection 4.3.

Mandatory Access ContrallacC) is intended for applications that manage classified data and
enforce the mandatory data access policies. Sensitivity labels, constructed from hierarchical
classificationlevels and nothierarchical categories, are assigned to each subject and object. The
integrity of thelabel is protected (see Chapfeof theR  Security Features User's Guide for a
discussion of label managemerit  provides mandatory access contredtures that are built

atop the mandatory access control primitivethef TOS The security lattice defined fthe TOS

is used for thar  protected subjects and objeatscC is discussed isection 4.4.

R 0 BIAC security mechanism supports three lewval polyinstantiation. Polyinstantiation

allows two rows of data with identical primary keys to exist in the same table if they have

different object sensitivity labeling (classification) (e.g. were inserted by two users of differing

subject sensitivityd bel i ng (cl earance)). This is a key capa
the existence of data that their clearance does
s t oforgdansitive data. 8eSection 4.4.for additional hformation.

As noted in Section 4.1, rustep R uBIX does not directly support the concept of

object ownership, but relies upon anthuwerr el ati ons'
labeling and privilegepr authorizatiorto determine if a given action is permitted or not. When a

user creates an object he/she is granted control of the object through the automatic granting of

DAC privileges. Theuac andDACp r i vi | ege aut omatically granted tc
analogos t o t h e fconbtjua af ttherdatabase @roducts. If another user acquires the
same privilege on the object, he/ she then is eql

4.3 Discretionary Access Control ( DAC)

Discretionary Access ContrabAC) is a means of restricting access to objects based upon the
identity of users and/or groups to which they bglofhe controls are discretionary in the sense
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that a user with a certain access privilege is capable of passing that privilege to any other user.
Operations orR  databases, catalogs, schemas, tables, indexes, views, table columns and view
columns are aatrolled byDAC policy.

The discretionary access controlsrof are characterized in terms of subjects, named objects,

and the operations which subjects can perform upon named objects. Subjects hold certain access
privilegeswith respect to the named objects maintainedrby . Privileges for a named object

are propagated either by a user holdingvwiied GRANT OPTIONON a privilege (initially only the

objectds creator) or by a dat thdNnals wiviegedwhicmi st r at or
overrides all other privileges and denies all access by the subject to the object. Because the

privilege removes all access to an object it has no correspondiAgGsRANT OPTION To give

theNULL privilege to someone theRANTNULL privilege is required. Th6RANTNULL privilege

does have an associat®d’H GRANT OPTIONassociated with it.

Discretionary security is enforced® by allowing users to specify which users and groups

are authorized to perform specific operationsparticular objectDifferent access privileges

control different operations. To modify privilec
must equal the objectébés sensitivity | abel

EachRr table has aaccess control listACL) that specifies the distribution DELETE,
SELECT(l), INSERT(l), UPDATE(l), REFERENCES$!), CRVIEW(I), REFVIEW(I), NULL(I), and
GRANTNULL(I) privileges EachR  view has aracL that specifies the distribution OELETE,
SELECT(l), INSERT(l), UPDATE(I), CRVIEW(I), NULL(Il), andGRANTNULL(I) privileges. The
PRIVILEGE(]) form of these privileges permits the subjertVILEGE access to column "I" of a
table or view.

Eachr databasecatalog, and schema hassm that specifies the distribution eEAD,
WRITE, EXEC, NULL, andGRANTNULL privileges.

When calculating a user's effective privileges to the objectuhe privilege negates all other
privileges. TheNULL privilege overrides all other privileges and explicitly denies all access by the
subject to the object. For instance, if a user hasghecTandNULL privileges on the columns of

a table, theyuLL privilege takes precedence and the user will not be able to select from the table.
If the NULL privilege were revoked, the user would then have the ability to select from the table.
Because th&iuLL privilege removes all access to an object it has no corresponwdingsRANT
OPTION. To grant theluLL privilege to someone, theRANTNULL privilege is required. Giving

the GRANTNULL privilege on an object ges a user the ability to deny others access to that object
TheGRANTNULL privilege does have wITH GRANT OPTIONassociated with it.

Each privilege, with the exception of tRELL privilege, has an associate&ANT privilege
which specifies if the useramy give the privilege away. The distribution of object access
privileges to various users and groups of users is specified in the access contal Jist (
attached to the object. Each record inAbe obeys one of the following three formats:

U : UseriD : maxprivs : columgbitmap

G : GroupID : maxprivs : columibitmap

PUBLIC : maxprivs : columsbitmap

The U, G, oruBLIC field designates thecL type. The Usem and GroupD fields identify the

useror group who is granted the privileges. The maxprivs field stores the sum of all privileges the
particular user or group has to that object along with information on whether the user may grant
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the privilege to other users. The colwmitmap field is useddr tables and views. The various
column privileges are stored in this field along with information on whether the user may grant
the privilege to other users. It should be noted that there can only be aasinfte any specific
UserID or GroupiD.

It should also be noted that table rows arebxat controlled objects im rusTep
R uBIX . However table columns apac controlled objects. Users access table rows by
referencing the specified table and table columns in a query.

R permits theR DBA to operate with special authorizatiomalfix.dac.® which allows for
superceding theAc policy for specific operations. There are specific authorizations that allow
for INSERT, UPDATE, DELETE, SELECT, CREATE, DROP, GRANT, ard REVOKE on objects without
regard for theAc privileges. For more information oR  authorizations seection 5.1

TheR DAC policy is described in Chapt@rof theR  Security Features User's Guide

4.4 Mandatory Access Control ( MAC)

Mandatory security is enforced® by associating sensitivity labels with users and objects
and mediating all accesses based on those sensitivity labels. The set of sensitivity labels is
patially ordered by the dominates relationship. The set of sensitivity labels and the dominates
relation form a lattice.

Users are assigned a session sensitivity lablelcting the maximum sensitivity of the

information they are permitted to access. Otgj@re assigned an object sensitivity label

reflecting the sensitivity of the data contained within. In general, objects are sensitivity labeled
with the session sensitivity label of the creating user. Containers, other than rows, which hold
MAC protected objects (e.g., databases which hold tables) may contain objects equal to or greater
than the cont ai ®me daabases,eataofst schemas, yablds,aibwes,lindexes,
and rows are protected containers thatvexe sensitivity labetd. A user is permitted to read an
object at a particular object sensitivity label if the session sensitivity label of the user dominates
the sensitivity label of the object. A user is permitted to write an object at a particular object
sensitivity labelfithe session sensitivity label of the user is equal to the sensitivity label of the
object.

R provides mandatory access control features that are built atop the mandatory access control
primitives ofthe TOS The security latticdefined forthe TOSis used for the rustep
R uBIX protected objects and users

TheMAC policy enforcement irR  follows the six rules below:

1. Auser mayreada pieceiofnf or mati on i f the wuserds
the object sensitivity label of the information.

2. If a user creates a piece of information, that information is sensitivity labeled with tF
session sensitivity label of the user.

3. Auser can mdify a row of a table if its session sensitivity label equals the object
sensitivity label of the information. There are no provisionrin for an untrusted user
to write a piece of information to a
sensitivity label (a writeip).
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4. When two pieces of information are combined, the object sensitivity label of the res
information must be chosen to dominate the object sensitivity labels of the original |
of information. This is accomplished bgking the higher of the two hierarchical
classifications and combining both sets of categories.

5. When a piece of information is extracted from another piece of information, it inheri
sensitivity label that dominates the label of the original piegefofmation

6. Containers holding othenAc protected objects (all containers except rows) may cont
objects with sensitivity | abels equal

All objects inR  are immediately and automatically protectedMay at creation time. For

example, when a database is created by executir@RETE DATABASE command, it is

immediately assigned an jelt sensitivity label which matches the user's session sensitivity label.

As another exampl e, if the user inserts a row ir
sensitivity label.

There may be times when users wish to access data at avigriabbel higher than th€OS
session sensitivity label with which they connected to the databaseprovides facilities to
dynamically alter ther  session sensitivity label. The user must have one of the
rubix.mac.setsessauthorizations to perform this operation.

4.4.1 Row Polyinstantiation

R associates each database object on the system with a sensitivity label. This sensitivity label
is stored in theROWLABEL' hidden column associated with each révihen the object is created,

the sensitivity label of the objeis set to the sensitivity label of the subject; i.e., the login

sensitivity label of the user who created the object.

There are three distinct methods of polyinstantiation that a relatiene may support

(counting no support as ondhe first, callel POLYLOW, consists of replicating RIGH key at

LOW when aLOW subject attempts to insert a row whose key matches that of an existent
row. This action is taken to close the key collision covert chafig.second method, called
POLYHIGH, entails reintroduction afow keys atHIGH by aHIGH subject who, although fully
aware of the existence of thew row, chooses to rimstantiate the key anyway because that is
considered a semantically meaningful actibhe last is to not support polyinstantiation.

It is not possible to haveoLYHIGH behavior withouPoLYLOW. Furthermore, once a table has
been created and the requisite polyinstantiation discipline declared, it is not possible to change
that discipline ér the remainder of the table's lifetime.

If POLYLOW is specified with respect to a given table, then a subject may insert a row into that
table if and only if no rows with that key that are dominated by the subject's sensitivity label
exists in the tabldn contrast, ifPOLYHIGH is specified, then a subject may insert a row into that
table only if no row with that key exists in the table at the subject's security sensitivityflabel
row with the same key exists at a higher (or-nomparable) user ssitivity label, then the row

is polyinstantiated.

If POLYNONE s specified, then the attempted creation of a record with the same key as that of an
existing record, will fail.

The consequence of inserting multiple key instances into a polyinstantigedtdiat, when
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data is read from the table, there may be various competing instances of a given row's key from
which therDBMS must choose. The record with the highest sensitivity label that is dominated is
read. In addition, you may use thiEw BY POLYINSTANTIATION construct to CAausgELECTS from
polyinstantiated tables to return all rows that are dominated by the reader's sensitivity label.

ThePRIMARY KEY constraint is variously affected by the multilevel security architecture
depending on theOLYINSTANTIATION method that a user selects for a taBI&NIQUE constraint
iN T RUSTED R UBIX is enforced to b&NIQUE within a sensitivity labelln other words,

a set of columns which are defined tour@QUE will be UNIQUE at the sensitivity label. Using a
check constint on theROWLABEL field it is possible for to limit the sensitivity labels from which
data can be added to a particular table.

NOTE

Multilevel security affects foreign keys in much the same manner as it affagise
constraints. The datafezenced by the foreign key must exist at the same sensiti
label as the data being inserted. In other words, the combination of every foreig
value and its sensitivity label must match the primary key at the same sensitivit
All affected talbles must have the sarReLYINSTANTIATION policy in effect. See the
R SFucGfor details on this feature.

4.5 Security Audit

R provides an extensive audit mechanism. This includes auditing of all significant events
including all security related actions initiated by the user. The general user has no control over
defining or manipulating audit events. The user whssesses the Audit Administrator
authorizations exclusively deals with audit mechanisms and takes the necessary actions when
required. General auditformation is found inChapter 7

The audit operations are discussed under Audit Administrator commenditrpt and
rxauditset(seethe TR AdministrativeCommands Guidir more information) These operations
are used to maintain the  audit subsystem and to viewetdata collected by it.

R alsois flexible in its auditing policyr ~ supports separate administrative authorizations

for the management of auditing privileges. The audit authorizations confer upon the grantee the
privilege to perform functions that ilkee generating audit reports, setting audit criteria, and
listing, deleting, and setting audit log files. The information on the audit authorizations can be
found inSection 5.1.3

Whenever the mandatory or discretionary security pai¢ggvoked, the event is logged in the

audit trail. Also, the system audits any action that can potentially cause access to, generation of,
or effect the release of classified or sensitive information. The audit data is selectiviigdcq

based on the auditing needs of the installation and/or application. The audit data is captured with
enoughgranularitiego trace the events to a specific individual. The audihts/are tabularized

in Chapter7.

T RUSTED R UBIX enables the administtive user to track or account for user actions,
determine a userodos data access, det ect suspiciol
action such as removing his privilege and privileges and reversing all modifications performed by

the user.

© 2010Infosystems Technology, Inc. 6.0 REVISION 5



Trusted Facility Manual F

4.6 Trusted Recovery

R handles three common failure conditions thaB®s may encounter and recovers it back to
a consistent and secure state afterlarfai

- Atransaction failure;
- Aninconsistent state of main memory (system failure); and
- A primary disk error (media failure).

4.6.1 Logging

INR , logs are used to record operations that have been submitted to the database. These logs
are used to restore the database to a consistent state after one of the previously mentioned failure
conditions occurs.

R has two types of logs:

- the rollback/recovery log and - the restore log.

The rollback/recovery log is used t@wower from transaction and system failures. One such log is
maintained for each database and the files corresponding to this log are stored in the database
directory. The restore log is maintained in an administrdébined location and is used to
recoverfrom a media failure. The state of each log is placed on persistent storage at proper times
in order to guarantee the database can be placed back in a correct state following a failure.

4.6.2 Transaction Failure and Recovery

A transaction failure is due to a partially executed transaction performing an operation that
violates the notion of correctness (i.e., serializability) defined for transactions. Examples of this in
theR system ee read/write conflicts. When this condition is detected, the effects of the
transaction are removed from the database and the transaction is marked as aborted. This is
known as a "transaction rollbackthe need for transactiaollback is detected br  and the

rollback is performed automaticallyransaction rollback may also be initiated by the user.

Transaction recoverig performed o#line automatically by th&k  system as transaction

failures occur. Rollback is executed by reading back through the rollback/recovery log and
removing the effects of all changes the transaction made to the database. Sufficient disk space
must be available for maintenance of the rollback/recovery log.

4.6.3 System Failure and Recovery

The second failure condition is an inconsistent state of main memory due to a system failure. This
can result from an abnormal shutdown of the system or a programming error that cannot be
recovered from usinthe state of main memory. In this case, the system is recovered using the
state of the primary disk(s). The need for system recovery is detectedldy:op

R uBIX and is performed automatically. Typically, system recovery should not seriously

delay the execution of transactions.

System recovery is performed automatically on adagabase basis as the database is initially
opened. During the recovery process, namsactions may execute. The recovery process takes
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the current state of the database on persistent storage along with the rollback/recovery log and
produces a correct database state reflecting the updates of all transactions that committed prior to
the sygtem failure.

Sufficient disk space must be available for maintenance of the rollback/recover|

4.6.4 Media Failure and Restore

The third failure condition is a primary disk error (media failure). Examples ctbia

physically damaged hard drive or an abnormal shutdown that results in a partial disk write. In this
case, the system is generally recovered using the state of a back up storage device sueh as a non
primary disk or tape drive. This is known as "memdistore."

Media restore is the responsibilitftherR  Operator ¢P) and can delay transaction processing
Prior to a media failure, an image of the database is dumped tepin@ny disk or tape by the
OperatorIf a media failure occurs, the media is first checked for fatal defects and, if found,
replaced. The previously dumped database image is then restored and the contents of the restore
log are added by the  operator.

4.6.5 Backup

It is important to consider accidental data loss and/or loss of data integrity, while installing any
computer systemR  comes with a set of utilities to recover from catastrophic IBss

provides Operators flexibility in implementing their backup paradiggmOperator can fully

backup databases, to tape or disk, at selected intefva(Sperator can also log all database
transactions between full system backups to tape orldigk , operators are assigned the task
of performing a full backuprhe command must be issued at the highest level at which data will
be retrieved. Thus, the invoker mustiRe to guarantee the backup of all data.

It is also advisable to make full archives as opposed to full backupd archive is a backup

that will not be overwrittenFull backups are only valid until the next backup is producad

newer backup supersedes the older backup, whereas, archiving can be used for recording database
status at appropriate times in the life of a database archive prodwsd can be kept as a

permanent record, and can be used at a later date should the need arise.

The full backup schedule that is selected is determined by database .dttivéydatabase in
guestion is very dynamic, then backups should be more frequerfiothan equivalent relatively
static database.

4.6.6 Restore

The restoration of data is a tviold process in which the backup is restored and then, overlaid
with the transaction logging entries. Only theustep R uBIX Database Administrator
(DBA) is allowed to performhis operation.

The database must remain-tffe until the entire restoration process is completed. The
entire roll forward operation must be completed before any new transactions can be
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The roll forward is part of the restore procester the database has been restored from the dump
file, the log directory is searched for log files. Each log file is applied to the dat&lase all

the log files have been applied, tixeestorecommand ends and the database is restored and
ready to use.

4.7 Assurance

To meet high assurance database requiremBntshas integréed its security mechanisms with
the security mechanisms thfe TOS Only the unique combined security functionality provided
by a trusted operating system and a trus@siMs can yield true high assurance apgiica
development and tightly controlled assignment of security attributes. ToghthdQSandR
provide security functionality and strong access controls. The mandatory security mechanisms of
the TOSensure that subsystems cannot be bypassed, pravideans of ensuring the easer
that he or she is interacting with trusted software, and guarantees a mutually authenticated
channel.Such mechanisms may also be used tdine an application to a unique security
domain that is strongly separated from other domains in the system. Applications may still
misbehave, but the resulting damage can be restricted to a single security. ddnisaaibility to
confine security breackads critical to controlling data flows in support of a system security

policy.

Otherr  assurance features that are related to security mechanisms and that provide significant
security capabilities are:

- Transaction integrity, concurrency and integritystnaints, to assure the consistency and
integrity of cata held in a database.

- Secure import and export of data, into the same or different database, at the same or a
different sensitivity label, while maintaining data integrity and confidentigl8ge
Chapter6 for a complete description.)

- Backup and recovery at  databases, using specific separate administrative utilities
(seerxdumpandrxrestorein thetr ~ AdministrativeCommands Guidg

- Three levels of row polyinstantiation (s8ection 4.4.1).

Each of the following subsections provides a list of the names abihevaluation evidence as
security assurance measures for el class. It also lists the security assurance requirements
that aremet, a description of the assurance evidence, and the rationale demonstrating these
evidences meet the assurance requirements.

4.7.1 Configuration Management

The Configuration Managemerntn) system used for rustep R uBIX is the

automatedNIX configuration management system known as the Revision Control Systgm (
which tracks version changes®f product and'OE documentation. ThisM system provides

the capability to restrict file access to authorized individuals, which mitigates the potential for any
unauthorized changes to be introduced in the system. The Configuration Management Document
provided forrR istheR Configuration Maagement Manual. This manual includes the
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configuration management plan and procedures for usingvlsystem, including procedures for
checking source file revisions in and out, compilingtbe, and examining the history of file
revisions. The sourcepeesentation oR  is managed by RCS and is described indkie

Manual. Thecm manual also describes the procedures necessary to automatically generate a
binary representation of th®E using theuNix tools "imake", "make", and "makedepend".
Together, thse tools provide the capability to automatically detect changes in source
representation files when generating the binary representation wbthe

ThecM Manual provides a Configuration Itemi) list of uniquely identifiablétems that
comprisethe reeaseof R and documentsm and acceptance plans. Tadist uniquely
identifies each of the following types of files:

- TOEsource files, - "make" files, and
- APlinclude files, - online documentation files.

The method for establishing the unique identification for eaéhdocumented in them
Manual.Rcsprovides security features for ensuring that only authorized changes are made to
configuration items and supports the generation oftie Thecm Manual contains an
acceptance plan that describes the procedures used to accept modified or newly created
configuration items as part of thek.

ThecM Manual describes the methods and procedures used to tracbethmplementation
source files andtOE documentation including:

- design documents, - guidance documents, and
- test documents, - cMdocuments, - security flaws.

Security flaws are maintained in a wiehsed tool, which records needed changes in sufficient
detail to coordinate source code modification kept irrtbgtool.

4.7.2 Fully Defined External Interfaces

TheR Functional Specifiation document describes all of the external interfaces, which
include the functional application programming interfages)(and the administrative trusted
programs and command. It provides special details for secetéyant functionsTOE Security
Functions are identified and completely described while meminterfaces are described and
clearly indicated that they are not securigyevant functions. This document specifies all external
interfaces and provides complete details of all effects, ¢xeap and error messages. Since the
document contains a description of all external interfaces, including security functions, it
consequently contains a complete representation afsthe

4.7.3 Security Enforcing High Level Design

TheT rusTteD R UBIX High Level Design document describes the structure of $ién
terms of the following subsystems:

- Server Interface, - SQLEnNgine, - Kernel, and - Common Server.
All interfaces to each subsystem are described individually and identifiemEasternal or

external and eithersr-enforcing or nofTSF enforcing interfaces. It also describes the security
functionality provided by each subsystem of ti8€, such as the mandatory access conkrakty
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and discretionary access contmA€) security functions. This design document also identifies
the underlyingTOSMAC andbDAC functions and their relationship ®

4.7.4 Security Features User Guide (  SFUG)

TheR  Security Features User Guidgr(Q details the functions and interfaces available to
nonradministrative users. The guidance includes description, syntax, options explanation, and
example usage for each interface. Warnings associated with each security interface are offset in
boxes tancrease visibility. Thar  Reference Guide details the full syntax of all commands
accessible by users, including all security mechanismssfAibepresents all user responsibilities

for secure operation of th®E, including assumptions regarding usehavior. For example, the
SFuUGincludes the assumption that most users will authenticate at the highest privilege permitted
and record data at that level, even when the information does not require that level of protection.
In addition to describing theEOE security requirements, tlsEuGdescribes all relevant security
requirements for the environment. Specifically, theruGdescribes the dependencym®f on

the TOSfor database security labels.

4.7.5 Life Cycle Support

TheTR Life Cycle Support document describes the software development model, security
measures, and development tools used to construtothd he processes and procedures
described in the document provide the assurance that the software is developedtaidetiai
without adverse impact toE security functions. The document provides a description of the
physical and procedural countermeasures usead tat protect thaoe during development.

The traditional "Waterfall Model" is the lifeycle model used to develap . The document
illustrates each stage in the model and describes the activitpessforms during each stage. For
example, the Engineering Change Requesk)process descrisghe actions required to
incorporate new functionality inte . Specifically, the process describes the individual roles
and responsibilities in theCR process as well as the tools used to track the request.

Software development tools provide additibassurance thatoe Security Functions operate as
specified.ITl uses several tools for development and verification of software developed in the "C"
language. For exampla, usestools such asValgrind" and'Insure++" to verify correct

memory usage andetect memory overruns and uninitialized variables. Additionallytine
debugging tool "gdb" is used to trace software during runtime in an effort to locate defects and
assure correct execution.

4.8 Security -relevant Events

There are three security relevant events that the administraters ahust be prepared to
address. These are an ovewlof the audit logs, a crash of tiee  server, and updates to the
user base.

Management of the audit logs is discussed in SectibA.

Be prepared to restore the database in case of a system crash. The key to addressing a crash of the
T RUSTED R UBIX saver is to have a current backup of the database to perform a
restoration from. Backing up tliatabase is discussed in Section R&storing thelatabase is
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discussed irsection 6.2.

ManageDAC privileges. Updates of the user base must be coordinated witlOhe

administratorSinceR 0 BIAC policy and authorizations are fully integrated wite TOS

there is no need for database admiiation of theses mechanisms. However,0he security

mechanism oR  requires maintenance actions by the Database Administrator in case of a

user 6s access prUseriinadagement iddescussed inrSection 4urid Section
4.1.3describedow to listthebacpr i vi |l eges hel d by t hbac user . Once
privileges are known, the administrator must decide whether it is appropriate revakel(pr

the privileges, or grant them to another user.

4.9 Documentation

Just as important as the assurancethat operates correctly, is the documentation which
describes the operation of the trusted facility management tools aeffigtis of their use
Chapter 9of this manuailnforms administrative users of the identity and use (and potential
misuse) of the various administrative roles dreldperations perfored within their purview.
Chapter6 describes how theBA ensures the secure opevatiof R . Chapter Mescribes audit
administration@ols andprocedures, and Chap®@describes how to establigh initial
configuration.

In addition to being familiar with th&  Security Features User's Guidg(Q), theR
SQL/ODBC Tutorial and ther  SQL Reference Guigé¢he administrator should also have
available and be familiar with tRHEOS Trusted Facility ManualiEm), and theT OS SFUG
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CHAPTER 5 TRUSTED RUBIX AUTHORIZATIONS
AND ROLES

T RUSTED R UBIX exploits theRBAC mechanism provided by tHEOSto give users the
ability to execute special securitp@rations or supersetlee MAC and/orDAC security policies.
This provides the mechanisms by which authorized users may specify how to enfaeeuttity
policy of their organization and define administrative rates manner such that they support the
intent of the security policyl he individual authorizations are pressshin Section 5.1.

R provides a set of default roles each with-pssignedr  specific authorizations. The
default roles are automatically created during the installatian of. The default roles and their
associated authorizations are given inftilwing table.

Default R Role Authorizations

Audit Administrator rubix.audit.*
Database Administrato rubix.dac.* rubix.admin.*
Operator rubix.restore.backup.*ubix.restore.logs.Is*,
rubix.restore.logs.rm.*fubix.restore.logs.set.*
Security Administrator rubix.mac.* rubix.*.grant, rubix.restore.create.*
User rubix.user.*

The defaultR  security administrator role holds thebix.*.grantauthorization. A user who
assumes this role is therefore free to group authorizations and create nalatabase roles to
meet security requirements. The main reason for creating a role is to define an explicit job
responsibility that can esspecial commands and actions and hold any necessary privileges,
which need to be isolated from normal users.

The default roles are discussed in Section 5.2

5.1 Authorizations

Becauser uses thdRole Based Access Contr@iBAC) mechanism provided by tHeEOS, the
full robustness ofhe RBAC mechanism may hetilized in one seamless environment lhoth

TR  andthelTOS As a result, the site administrators may create roles with any combiniation
authorizations regardless of whethieose authorizations are fexr  , theTOS or any other
authorization type.

TheR authorization®nly have significance for operations ®n  software (i.e., they imply
no privilege for any other software).

For an authorization to be effective it must be present on the machine that conta
database being accessed. For more information on using authorizations see the
documentation

All of the T rusTeD R uBIX aut hori zat i ouwl iand theniproceed withh i
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more finegrained names. This is analogous to an internet domain address. The more general
name parts are to the left of the more specific name parts. If a user is givebixtie

authorization then he/she is given all of the authorizations availabte for If he/she is given
therubix.mac.*authorization then he/she is given all of the MAC authorizations.

TheR authorizations have been created to incorporate database names into them where
appropriatgSolaris based systems onlffor instance, theubix.mac.recl.upgrade.dbname
authorizatbn may be given to a user for only a specific database in the form
rubix.mac.recl.upgraddbnameor for all databases in the fommbix.mac.recl.upgrade.*This

allows site administrators to partition the trusted responsibilities across the physicateatofict

the databases. In order to use the database name in the authorizalios Security

Administrator must add appropriate authorizations, based upon the specific database names used
by the site, to théetc/auth_attifile (Solaris based systems ohly

If no additional authorizations are added after the initial install then the
authorizations given below may only be used without databaseaxderesions.

The ability to assign authorizations to users is controlled withuthie.*.grantauthorization
(Solaris based systems only)

5.1.1 Trusted RUBIX MAC Authorizations

TheR MAC authaorizationgrovide the ability to change the sensitivity label of a database row

and to change the database session sensitivititabae that is different from tHEOS session

label at the time ther ~ session was initiated. Each authorization type is partitioned into changing

| abel fupd, changing a | abel Afdowno, and changir
incompaable label technically falls into neither of these categories, the partitioning is done based

upon raising or lowering the hierarchical classification portion of the sensitivity label. Altering

the session label is further broken down into read only eaudfwrite categories. Note that the
rubix.mac.recl.*authorizations may be combined with tabix.user.imporawuthorization to

allow multilevel import operations.

Upgrade the Sensitivity Label of A Row

rubix.mac.recl.upgrade.dbname
Use theSQL UPDATE command to change the label of a row to one where the new label
dominates the rowds or i girubbadser.impoit.égbhame |l f t he user

authorization the user may use the nheNgl import facility to set the sensitivity label of the
database rows to one that is greater than their curf@isession label.

Downgrade the Sensitivity Label of A Row
rubix.mac.recl.downgrade.dbname
Use thesQLUPDATE commando chang the label of a row to one where the new label is

domi nated by the rowds or irgbix.oserlimportalnanie. I f the wu
authorization the user may use the multilevel import facility to set the sensitivity label of the

N
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database rows tone that is lower than their curren®S session label.

Change the Sensitivity Label o f A Row To An Incomparable

rubix.mac.recl.across.dbname

Use thesQLUPDATE commando change the label of a row to one where the new label is

incomparablevi t h t he rowds or i gi naiubixlugebireport.dbdamme t he wuser
authorization the user may use the multilevel import facility to set the sensitivity label of the

database rows to one that is greater than their cur@8isession label.

Raise Session Label For Read Only

rubix.mac.setsess.uprd.dbname

Use theALTER SESSION SET LBEL command to raise the database session label above the initial
logon database session sensitivity label and issue read only transactions. This is bounded by the
us er 6 sTOSsessiorecledrance.

Raise Session Label For Read/Write

rubix.mac.setsess.uprdvwdbname

Use theALTER SESSION SET LBEL command to raise the database session label above the initial
logon database session sensitivity label and issue read/write transactions. This is bounded by the
us er 0 sTOSsessioreckedrance.

Across Session Label For Read Only
rubix.mac.setsess.acrossrd.dbname

Use theALTER SESSION SET LBEL command to change the database session label to one
incomparable to the initial logon database session sensitivity label and issue read only
transactions. Thisis boundbdy t h e u sT®$séssionclearance.n t

Across Session Label For Read/Write

rubix.mac.setsess.acrossrdwrt.dbname

Use theALTER SESSION SET LBEL command to change the database session label to one
incomparable to the initial logon database sessiosithdty label and issue read/write
transactions. This i sTO®sessiondleachncb.y t he user 6s curr

Lower Session Label For Read/Write
rubix.mac.setsess.downrdwrt.dbname
Use theALTER SESSION SET LBEL command to lower the database session label below the initial

logon database session sensitivity label and issue read/write transactions. This is bounded by the
us er 0 sTOSsessioreckedrance.
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Grant Authorization

rubix.*.grant

Allows partitioning ofauthorizations between variows security rolegSolaris based systems
only).

5.1.2 Trusted RUBIX DAC Authorizations

TheT rusTteD R UBIX DAC authorizations give the privileged user the ability to perform
sQL commands without regafdr theDAC security policy. The authorizations are partitioned by
SQL operations.

SELECTability is implied forsQL operations that also may requ8eLECTaccess to a s
guery, such as thRSERT operations.by the given authorizationFor instance, the
rubix.dac.rxinsert.dbnamauthorization will give the user the ability to perform the
AINSERT INTOt1 SELECT* FROMt20 even i f t he WACSHECT 0 €
privilege on table2.

TheDAC authorizations do na@upersedéheDAC policy for write operations on specially
protected Definition Schema objects. These objects are containedsivsttem catalog and
include thesysSTEM catalog itself.

DAC Select

rubix.dac.rxselect.dbname

SupersedeAc privileges when performing SELECTcommand on a table or view.

DAC Insert

rubix.dac.rxinsert.dbname

SupersedeAc privileges when performing anSERT command on a table or view. Thac
policy is notsupersedetbr objects in thesysSTEM catalog.

DAC Update

rubix.dac.rxupdate.dbname

SupersedeAc privileges when performing avPDATE command on a table or view. Thac
policy is notsupersedetbr objects in thesySTEM catalog.

DAC Delete

rubix.dac.rxdelete.dbname
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SupersedeAc privileges when performing @acommand on a table or view. Tbhec policy is
not supersedetbr objects n theSYSTEM catalog.

DAC Create

rubix.dac.rxcreate.dbname

SupersedeAc privileges when performing @REATE Or ALTER TABLE ADD CONSTRAINT
/COLUMN command on any object. Tbec policy is notsupersedetbr objects in theSYSTEM
catalog.

DAC Drop

rubix.dac.rxdrop.dbname
SupersedeAc privileges when performing BROPor ALTER TABLE DROP CONSTRAIN /COLUMN

command on any object. Tbac policy is notsupersedetbr objects in thesYSTEM catalog
including theSYSTEM catalog itself.

DAC Grant

rubix.dac.rxgrant.dbname
SupersedeAc privileges when performing @RANT command (see Secti@) on any object.

TheDAC policy isnot supersedetbr objects in thesySTEM catalog including theYSTEM catalog
itself.

DAC Revoke

rubix.dac.rxrevoke.dbname

SupersedeAc privileges when performing REVOKE command on any object. Thac policy is
not supersedetbr objects in thesYSTEM catalog including theYSTEM catalog itself.

5.1.3 Trusted RUBIX Audit Authorizations

TheT rusTteD R UBIX audit authorizations provide the ability to perform functions
related to ther  audit mechanism. This includes generating audit reports, setting audit criteria,
and listing, deleting, and setting audit log files.

Audit Report

rubix.audit.report.dbname

Use therxauditrpt command to produce and view an audit report.

Audit Set Criteria

rubix.audit.setcrit.dbname

Use thexauditsetcommand to set the audit criteria
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List Audit Log Files
rubix.audit.logs.Is.dbname

Use therxlogscommand to list the audit log files.

Delete Audit Log Files

rubix.audit.logs.rm.dbname

Use therxlogscommand to delete audit logs.

Set Audit Log Directory/Files

rubix.audit.logs.set.dbname

Use therxlogscommand to specify the current directory to hold the audit log files.

5.1.4 Trusted RUBIX Restore Authorizations

TheR restore authorizations provide the ability to perform functions related te the
dump/restore mechanism. This includes producing backups of databases, performing database
restores, and listing, deleting, and setting restoréiliesy

List Restore Log Files

rubix.restore.logs.ls.dbname

Use therxlogscommand to list the restore log files.

Delete Restore Log Fi les

rubix.restore.logs.rm.dbname

Use therxlogscommand to delete the restore log files.

Set Restore Log Directory/Files

rubix.restore.logs.set.dbname

Use therxlogscommand to specify the current directory to hold the restore log files.

Backup Database

rubix.restore.backup.dbname

Use therxdumpcommand to perform a database backup.

Restore Database

rubix.restore.create.dbname
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Use therxrestorecommand to restore a database.

5.1.5 Trusted RUBIX Administrative Authorizations

TheT rusTteD R UBIX administrative authorizations provide the ability to perform
functions related to general administration. Currently this only includes the ability to drop a
database.

Drop Database

rubix.admin.db.rm.dbname

Use therxdb command to drop a database.

List Databases

rubix.admin.db.ls.dbname

Usetherxdb command to list the current databases.

Move (Rename) Databases

rubix.admin.db.mv.dbname

Use therxdb command to move (rename) the current databases.

Dispatcher St artup

rubix.admin.dspr.start

Use the rxsvrman commandstart ther  Dispatcher.

Dispatcher Termination

rubix.admin.dspr.term

Use the rxsvrman command to terminate®he Dispatcher.

Server Termination
rubix.admin.svr.term

Use the rxsvrman command to terminate a Server process.

5.1.6 Trusted RUBIX User Authorizations

TheR user authorizations provide the ability to perform functions given to typical users.
Currently this includes the ability to import data into and export data out of a database. If the user
holds any rubix.mac.recl.*authorization in addition to thibix.user.import.dbnamauthorization

the user may perform a multilevel impditited by his/her session sensitivity label.
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Export Data

rubix.user.export.dbname

Use therxexportcommand to export data from a table or view. If the user also holds the
rubix.dac.rxselect.dbnanauthorization th®Ac policy will be superseded

Import Data

rubix.user.import.dbnaméJse thaximportcommand to import data. If the user also holds the
rubix.mac.recl.upgrade.dbnantige user may use the multilevel import facilityset the
sensitivity label of the database rows to one that is greater than their qud®session labelf
the user also holds thebix.mac.recl.across.dbnantiee user may use the multilevel import
facility to set the sensitivity label of the database rows to one that is incomparable with their
currentTOSsession label. If the user also holds rillgix.mac.recl.downgrade.dbnarttee user
may use the multilevel import facility to set the sensitivity labehefdatabase rows to one that
is less than their curreMOS session label. If the user also holdstigix.dac.rxinsert.dbname
authorization the®Ac policy will be superseded.

5.2 Trusted RUBIX Default Roles

5.2.1 Audit Administrator

TheT rusTteD R UBIX default Audit AdministratorAuUD) role is responsible fo
administering ther  audit subsystem. This role is assigned the following authorizations at the
time of R installation:

rubix.audit.report.dbname
rubix.audit.setcrit.dbname
rubix.audit.logs.ls.dbname
rubix.audit.logs.rm.dbname
rubix.audit.logs.set.dbname

Please note that there is no requirement to group the audit authorizations all under the default
role, and the user is free, and encouraged, to create more limited roles by grouping the audit
authorizations to meéheir security requirement{Solaris based systems only)

Since an auditor has the capability to disable the recording of actions which he per
it is suggested that (given sufficient qualified staff), users capable of operating in th
not beallowed to operate in other administrative roles.

For details of thexlogs, rxauditsetandrxauditrptcommands sethetr  Administrative
Commands Guide

5.2.2 Database Administrator

TheT rusTED R UBIX default Database Administratavga) role is empowered to
perform all operations which maintain the consistency and integrityeaftored data. The
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Database Administrator is assigned the following authorizations at the time ahstallation:

- rubix.dac.rxcreate.dbname rubix.dac.xrevoke.dbname rubix.admin.db.rm.dbname
- rubix.dac.rxdelete.dbname rubix.dac.rxselect.dbname rubix.admin.dspr.start

- rubix.dac.rxdrop.dbname rubix.dac.rxupdate.dbname rubix.admin.dspr.term

- rubix.dac.rxgrant.dbnam - rubix.admin.db.ls.dbname - rubix.admin.svr.term

- rubix.dac.rxinsert.dbname - rubix.admin.db.mv.dbname

The authorizations granted to the defadn administrative role are largebac authorizations
which make him/hebAc exempt but notMAC exempt. For example, to alter the Access Control
Lists (ACLS) on a table, theBA must be operating at the table's label. IfmBa's label strictly
dominates the table's label then the talslelscannot be altered. If the table's label strictly
dominates theBA's label, then the table will not be visible to thea.

The exceptin to this generality is the admin authorization which permits usage fdbe
command which carriegAcC privilege to manipulate data.

For details of th@ rustep R usIx command see ther  AdministrativeCommands
Guide For more information on theac security policy see Chapt@rof therR  Security
Features User's Guide

5.2.3 Operator

TheR default Operatordp) role is authorized to perform functions related tomhe

dump/restore mechanism. This includes producing backups of databases, performing database
restores, and listing, removing, and modifying restore log files. This role is assigned the following
authorizations wherr s installed:

rubix.restore.logs.ls.dbname

rubix.restore.logs.rm.dbname
rubix.restore.logs.set.dbname
rubix.restore.backup.dbname

No other responsibilities are associated with this role. Although operators are able-tip tzanck
restore entire databasélsey hold no other special capability as far as reading or writing those
databases, (i.SELECTOr UPDATE) but are, in this respect, bound by the standsd andDAC
mechanisms. For details of thdogsandrxdumpcommanl see ther  Administrative
Commands Guide.

5.2.4 Security Administrator

TheT rusTteD R UBIX default Security Administratosg) role is responsible for all
operations which may arbitrarily determine the label of a database object. This role is assigned
the following authorizations wher s installed:

- rubix.mac.recl.upgrade.dbname - rubix.mac.setsess.downrdwrt.dbname
- rubix.mac.recl.downgrade.dbname - rubix.mac.setsess.acrossrd.dbname

- rubix.mac.recl.across.dbname - rubix.mac.setsess.acrossrdwrt.dbname
- rubix.mac.setsess.uprd.dbname - rubix.*.grant

- rubix.mac.setsess.uprdwrt.dbname - rubix.restore.create.dbname
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The®R MAC authorizations provide the ability to change the sensitivity label of a database row

and to change the database session sensitivity label tbairie differenfrom the TOSsession

label at the time th&®&  session was initiated. Each authorization type is partitioned into

changing a | abel Aupd and changing a | abel fidowr
label technically falls into neither of theseegories, the partitioning is done based upon raising

or lowering the hierarchical classification portion of the sensitivity label. Altering the session

labelis further broken down into read only and read/write categorid® tNat the

rubix.mac.recl.*authorizations may be combined with théix.user.imporauthorization to

allow multilevel import operations.

For details of thexrestore, rxrecl andrximport,commands sehet R  Administrative
Commands Guide

Altering Session Labels

TheTOSIlabel OSLABEL) of a user is the label that is assigned to that user by the underlying
operating system at login time. When a user conneats to, the label assigned is the session
label. By default the system label and session label start out @geadession label is used to
classify all objects inserted into any database. It is also used to enfoviee gdblicies. In effect,

R clears users within the databdsethe range of labels for which the user has been cleared
by theTOS.

There may be times when users wish to access data at a label higher than the label at which they

are connected thé databaser  provides facilities to dynamically alter the session label. The

user must possess thébix.mac.setsessauthorizations to perform this operation. In no case may

the session | abel str TQ@Stldkasancelo mi nat e the user 6s c

The fdlowing example is given to illustrate the effect of altering the session label ug@n a
SELECT. In this example, a table nampibjectsis assumed to contain project numbgnsd
classified with an ascending linear ordering of four sensitivity labelgdbel:

- UNCLASSIFIED, - CONFIDENTIAL, - SECRET and - TOP_SECRET

A user is assumed who will access the table at two different levels of access privilege, labeled:
SECRETandTOP_SECRET The table itself carries a classification (sensitivity label) of
CONFIDENTIAL.

The user first accesses the table with an access privilege (sensitivity ladetRaef, and the
only rows that will be visible to the user are the rows dominated by his/her access privilege.

SELECT rowlabel, pno
FROM projects;

rowlabel pno

UNCLASSIFIED FCS
SECRET MGS
CONFIDENTIAL PCS
SECRET TMK
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Note that there is no r ow TOMSEdREDe. VN oew awsi stuhmea tshee
user possessesbix.mac.setsess.uptdauthorization and a TO8earance ofoP_SECRET, and is
therefore permitted to alter his/her session lab&b® SECRET, by entering the command:

ALTER SESSION SET LABEL = 'TOP_SECRET",

In addition to returning a view of the rows shown abovesth&cTcommand will now also
return the rows labeled &abP_SECRET

SELECT rowlabel, pno

FROM projects;

UNCLASSIFIED | FCS
TOP_SECRET] IC
SECRET| MGS
CONFIDENTIAL | PCS
SECRET| TMK

Note that nowthereis r ow wi t ToP sSECRE@ bieh ®©Dhe 6vi ew. This i s be
modified their session label TmP_SECRETand their session sensitivity label now dominates the
sensitivity label of the record that is classifienP SECRET

All normal operations performed on any database object will proceed as if the user had logged in
at the new session label. For exampleNsERT will be labeled at the altered session lainet
the original session/systelabel All the normal security semantics apply.

I n addition, no pending transactions
terminate a transaction you must eitRer.LBACK or COMMIT the existing transaction.

To reset your sessioabelto your system label, enter the following command:

ALTER SESSION SET LABEL = OSLABEL;

Altering the session label does not alter the system label at which the user logged

Granting Authorizatio ns

The Security Administrator (holding thebix.*.grant authorization) may allocate

T RUSTED R UBIX authorizations to users in any way that satisfies their particular
security requirementSolaris based systems onlyhis gives the Security Administrator the
flexibility to partition the trusted responsibilities between any numb® of security roles.
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5.2.5 User Authorizations

The following authorizations are assignable to @&y user:

rubix.user.export.dbname
rubix.user.import.dbname

5.3 Operations Associated with Default

Roles

Operation

Audit
Admin.

Database
Admin.

Trusted RUBIX

Operator

Security

Adm

. User
in.

Produce Audit Report
Set Audit Criteria
List Audit Log Files
Delete Audit Log Files
Set Audit Log Directory/Files

DAC Exemption
CREATE, DELETE, DROP, GRANT, INSERT,
REVOKE, SELECT, UPDATE

Database Restore (create)
Drop Database
List Current Database
Move Current Database
Database Backup
List Restore Log Files
Delete Restore Log Files
Set Restore Log Directory
Alter Session Set Label (Lower)
Alter Session Set Label (Raise)

Alter Session Set Label (Raise - Read

Only)
Upgrade Row Label
Downgrade Row Label
Grant Authorizations
Multilevel Data Import
Data Export
Data Import
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5.4 Overview of Solaris Role Based Access Control

This section only applies to Trusted RUBIX hosted by the Trusted Solaris 8 or
Solaris 10 TX operating systemsFor information on other platforms see their OS
specific guides.

The Solarisoperating systeaprovides a general purpose Role Based Access Control Mechanism
which may be utilized by applications. Fundamental to the concept of Role Based Access Control
for Solarisare authorizations, execution attributes, and rights profiles

An authorization is a right assigned to users that is checked by certain privileged programs to
determine whether users can execute controlled functionahyauthorization mechanism

allows authorizations to be defined by the application deestoand checked at runtime by the
application progranmt rusTep R uBIX uses the authorization mechanism to control
which users may perform administrative functiamsisupersedéhe security policies.

An execution attribute is a set of safiributes associated with a specific executable program.
These attributes define the effective Useand Groupb and privilege set that the executable
programbs pr oc e s Bheeacaioniprofdeprovades similamfunctiomality to the
setuid and setgid bits onuNIX executable programs. Theféifence is that execution attributes
are given to specific users while theix execution bits apply to any user who executes the
program This restriction of functionality provides a higher degree of security uses the
execution attribute mechanismaontrol who may successfully execate programs.

Authorizations and execution attributes are generally bundled together into packages called rights
profiles. Each rights profile arresponds to a particular job responsibility, or role. These roles

may be a typical user or a trusted administrator. There are predefined righés piat

correspond to Solarfsinctionality andr  functionality. A user may have multiple rights

profiles associated with his/her accaurt uses the Solarigghts profile mechanism to

implementR  Roles.

Solarisprovides two types of login accounts:

- the basic user account and - the role account.

The basic user account corresponds to a typiged user account. The role accoistypically

used by users operating with special trusted abiliBetaris enforces additional security

restrictions on role accounts above and beybiose enforced on user accouRtsr instance, a

user may generally logon to a role account only from the console. Role accounts are associated
with user accounts and a user must first login to their user account and then login to a role
account. Rightprofiles may be assigned to both user accounts and role accounts.

In order for a rights profile to be effective for an account, the account must be created using one
of the special profile execution shellhe shdk that interpret profiles aggfcsh pfksh andpfsh

These are used when the account is created and correspond to the tragittocah ksh and
shshells.

© 2010Infosystems Technology, Inc. 6.0 REVISION 5



Trusted Facility Manual F

Confusion mayoccur between Solariele accounts and genefalrusteo R uBIX

administrative rolesThe former is a specific type of physical login account and is purely a

Solarisconcept. The latter is a concept that consists of logicalpgngs of abilities to perform

trusted functionality. The Solaris role account may or may not be used to implement an
administrativeroleFor t he remai nder of this document wunl es
specifically used th&®  administrative role igneant.

5.4.1 Manipulation of Authorizations, Execution Attributes, and

Rights Profiles

Solaris maintains information about authorizations, execution attributes, rights profiles in the
/etc/security/auth_attretc/security/exec_attand/etc/security/prof_attfiles respectively. It

maintains information about rights profiles assigned to a user or role accountdtcther_attr
file. Each of these may be used with other data sosumsEsas thelis map and the NIS+ table

These security database files may be edited directly to manipulate their associated security
information. However, with the exception of tletc/security/auth_attfile, this is generally
discouragedA more robusmethod is to use the Solaris Management Console.

5.4.2 Solaris Security Database Files

The set of authorizations recognized by the system are stored/@tdisecurity/auth_attfile.
WhenR s installed a default set ® authorizationss placed into this file. An example of
the entries for the default  MAC authorizations follows:

rubix.mec.:::Trusted RUBIXMAC Authorizations::help = mac.html

rubix.mac.recl::Trusted RUBIXMAC Reclassify Row Sensitivity Label Authorizations::he
= macrecl.html

rubix.mac.recl.upgrade:Trusted RUBIXMAC Upgrade Row Sensitivity Label
Authorizations::help= macreclup.html

rubix.mac.recl.downgrade:Trusted RUBIXMAC Downgrade Row Sensitivity Label
Authorizations::help = macrecldn.html

rubix.mac.setsessTrusted RUBIXMAC Set Session Label Authorizations::help =
macsess.html

rubix.mac.setsess.uprdTrusted RUBIXMAC Raise Session Label Read Only
Authorizations::help = macsessuprd.html

rubix.mac.setsess.uprdwrtTrusted RUBIXMAC Raise Session Label Read/Write
Authorizations::help = macsessuprdwrt.html

rubix.mac.setsess.downrdwriTrusted RUBIXMAC Lower Session Label Read/Write
Authorizations::help = macsessdnrdwrt.html

Each entry contains an authorization followed by an authorization name and an optional
associated help file. Each authorization has a #palti name which reflects its logical grouping.
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For instance, examining tmebix.mac.setsess.downrdvatithorizatiorreveals that it is part of
theT rusTeD R UBIX authorization group. It is further part of thieC authorization
subset This multipart naming allows the assignment of authorizations to be performed by
group. For instance, giving an account ithieix.mac.*authorization gives all authorizations
under thevAC subset.

Theauth_attrfile is the only security database file that may be edited direetly allows its
authorizations to be specified for specific databases. This allows an account the abilityrto per

the associated operation only for that database. Because the names of databases were not known
before hand these authorizations were not created during the installation off o use database
specific authorizations a new authorization should beadal theauth_attrfile with the database

name appended on the end. For instance to creatéxamac.setsess.downrdveithorization for

a dat abamyeBOname @& nii ry s hoauth dtrflleasfoloveied t o t he

rubix.mac.setsess.downrdvwut'DB::: TrustedrRUBIX MAC Lower Session Label Read/Write
Authorization formyDB ::help=macsessdnrdwrtmydb.htmi

Once the entry is added to theth_attrfile it will appear in thesul Solaris Management Console

and may then be assigned to a rights profiles. Database specific authorizations may only be used
for fully resolved authorization names. Therefore the authorizatioin. macMYDBis not valid

and would be ignored by programs.

Theexec_attffile stores attributes associated with an executable upon runtime. These attributes
include the effective Useb, the effective GroupgD, and the Trated Solaris 8 privilege set. Each
entry in theexec_attrfile corresponds to exactly one rights profile. An example of an entry in this
file follows:

Rubix Security Administrator :tsol:cmd:::/optiBIXserver/pub/bin/rxrecl:euid=rubix

This entry states that when an account withmhe Security Administrator rights profile
executes the prografapt/RuBixserver/pub/bin/rxrecit will run with an effective UselD of
rubix. There should be no reason to edit this file or mo#ify exection attributes in any way.

Theprof_attrfile stores rights profiles and their associated attributes. Each entry consists of the
rights profile, a descriptive name, an optional help file, and a set of associated attibutes
example of an entry in thide follows:

Rubix Security Administrator:::Rubix Security Administrator:help = rxsa.html;auths =
rubix.*.grant, rubix.mac.*

This entry states that the  Security Administrator rights profile has theix.*.grant
authorization and all of theibix.macauthorizations associated with it. This file should not be
edited directly. Any rights profile creations or modifications should be performed wituthe
Solaris Management Console.

Theuser_attrfile associates rights profiles with user and role aceoiiiough not
recommended, this file may also be used to directly assign individual authorizations to an
account An example of an entry in this file follows:

rxsa::::profiles=Rubix Security Administrator, Rubix User, Convenient Authorizations, Basic
Solaiis User;type=normal

This entry assigns four rights profiles to the normal (i.e.;nob@maccount) usaxsa
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- theT rusTeD R uBlIx - Convenient Authorizations, and
- Security AdministratorR  Usetr, - Basic Solaris User.

The first two arer  rights profiles and the latter two are Trusted Solaris 8 rights profiles. This
file should not be edited directly. Any assignment or revocation of rights profiles should be
performed with the Solaris 8 Management Consale

5.4.3 Using the Solaris Manage ment Console Gul

Becauser  security administration is fully integrated wiBlolarissecurity administrationr
administrative role creation and management is performed via the Solaris Management Console
function in he same way as tl&olarisrole administration. AlthougiR  specific authorizations

can be grouped by the user as needed to create administrativepmlegria¢ to the specific
application,R  does provide default administrative roles when it is installed.

The following screen displays illustrate the steps involved in adding (creating), managing, and
assigning ar  administrative rights profile.

The screen above shows the Solaris Security Management Cafithiallee menu item selected
that provides the interface to add (create) a rights profile.

The screen above is theéntace provided for managing rights profil&he rights profile helps to

define a useros security environmreuax at | ogin. I
Dat abase Admini st r a ted,anoumibesof admihistratite @aaionsc@mbe e s el ec
taken by clicking on the buttons at the top of the windows or by selecting the pull down menus.

For exampl e, clicking the Adel eteo button wild.l C
i pr op éuttdniwid gpén the profile for updates to be applied.

The screen above shows the rights editing screen. The bar at the top of the window identifies the
rights profilkReBexbai abasdi Aehi assfirator. 6 The wind
authorizaions that are not included in the profile, and the window on the right shows

authorizations that have been already been given to the profile. By selecting an authorization on

the | eft and clicking the Aaddoitdtnalt t on, t he sect
authorizations to the rustep R UBIX DBA rights profile. By selecting an authorization
on the right and clicking the firemoved button, t

authorizations grouped in tire  DBA profile. If an authorization is shadatien the user is not
entitled to manipulate the authorization. Thbix.*.grantauthorization must be held by the
security administrator to manipulaie authorizations.

The next screen illustrates how rights profiles are assigned to user and rolgsaccou

In the above screen the user fAtstusero has alreec
Aut hor i z aruBrohastdoa baansde AAd mi ni stratorod. By selectin
the Aaddd or fAdel eted but rrewvokedt he rights profil e
I f an entry in the AAvailable Rightso or AGrant e

entitled to grant or revoke that rights profile. For example, iSblarisadministrator does not
hold therubix.*.grantauthorization, altubix.* authorization based rights profiles would be shaded.
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CHAPTER 6 DATABASE ADMINISTRAT ION

This chapter discusses the following tasks that need to be performed as part of the secure

administration off rustep R uBIX databases:
- Bulk Loading - Restore
- Recovery - Row Reclassification
- Backup - Miscellaneous

6.1 Bulk Loading

R provides several mechanisms to support bulk traeéféata into and out of the database.
The mechanism used will differ depending upon the kind of data to be processed and the security
ramifications. The two basic data bulk loading requirements are:

- same label load
- different label load

These requirements are met by thienport administrative utility.

6.1.1 Same Label Load

Therximport program is used to process bulk data loads at the same level. It accepts text or
binary files and imports that data into the databébe data may be free form, or may be
accompanied by a format file.

If no format file is providedaximportreads the datéle in free form mode:
1. Each record of the data file produces one row of a table.

2. Within each record, successive fields are used as the input for successive clbltirares
are fewer fields on a record than there are columns, the unfilled columnarkedras
Unknown.

3. Successive fields must be separated by a delimiter

If a format file is provided, the formatted data files contain one or more input records for each
row to be loadedrl he format file indicates the position alethgth of each input column, as well

as the number of lines per row. Position is a function of line and column keywords which are set
to 1 initially.

WARNING

This command can only be executed on the server. To successfully use this comma]
invoker must have theubix.user.import.dbnamauthorization. They must also have the
INSERT privilege onTABLE or have theubix.dac.rxinsert.dbnamauthorization. The TOS
permissions of the invoker must all®&AD access to the TOS input files or the comma
terminates with an error message. When used in this manner, each record loaded in
database is assigned the sensitivity label of the person running the load operation.
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6.1.2 Different Label Load
There are two methods of assigning labels to the imported rows:

Data at tle same level: Whenximportis used in this manner, the session sensitivity label
must dominate the table sensitivity label and each record loaded into the database is
assigned the sensitivity label of the user session running the load operation. Qaly sing
level loading is available to a n@uministative DBMS user.To successfully use this
command, the user must haMsEeRT privilege on the targeted table aRdECUTE

privileges on the containing database, catalog, and schema or be operating within the
DBMS Database Administrator role.

Data at different levelsihe Security Administrator can load multilevel data using the
rximport command by specifyingthmmflag The r xi mport c-mthmand
option can only be used by a Security Administrator to import multilevel data into the
databaseData is loaded wit the row sensitivity label as the first column

Lo

wi t h

WARNING

The-m option can only be used by those with thbix.mac.recl.*authorization. The only|
constraint is that the session label of the security administrator must dominate the Ia|
the file used as input. Thabix.mac.recl.upgrade.dbnangeused to raise the sensitivity
|l abel of the row above that of the wus
rubix.mac.recl.downgrade.dbnariseused to lower the sensitivity label of a row below f{
user 6 s s es s iebTheruirg.ma.retl.across.dhnandeithdeization is used
where the new | abel is incomparable w
reqguirements are in addition to those

6.1.

3 Test rximport format file

rxformatis provided to test format files in advance of using thermdionport. It is not required

for arximport.

rxformatreads a file containing data and displays, alternately, lines from the file and the versions

of those lines which will be passedriamport.

See thar Administrative Commands Glgfor more information omximport andrxformat

6.2 Recovery

6.2.1 Background

In general, recovery brings the system back to a correct state after a failure. There are three

common failure conditions that a database system must address.

The first is a transaction failure. A partially executed transaction performs an operation that
violates the notion of correctness (i.e., serializability) defined for transactions. Examples of this in
theT rusTeD R UBIX system are read/write conflicts. Whdistcondition is detected,

the effects of the transaction are removed from the database and the transaction is marked as
aborted. This is known as a "transaction rollback." The need for transaction rollback is detected

by the database code and the rollbiagkerformed automatically.
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The second failure condition is an inconsistent state of main memory (system failure). This can
result from an abnormal shutdown of the system or a programming error that cannot be recovered
from using the state of main memohy.this case, the system is recovered using the state of the
primary disk(s). This is known as "system recovery." The need for system recovery is detected by
the database code and is performed automatically. Typically, system recovery should not
seriouslydelay the execution of transactions.

The third failure condition is a primary disk error (media failure). Examples of this are a

physically damaged hard drive or an abnormal shutdown that results in a partial disk write. In this
cas, the system is generally recovered using the state of a back up storage device such as a non
primary disk or tape drive. This is known as "media restore." Media restore is initiated by a user
with therubix.restore.create.dbnanaaithorization and can dgl transaction processing.

6.2.2 Logging

INR , logs are used to record operations that have been submitted to the database. These logs
are used to restore the database to a consistent state after one of the previously mentioned failure
conditions occurrR  has two types of logs:

- the rollback/recoverlog and - the restore log.

The rollback/recovery log is used to recover from transaction and system failures. One such log is
maintained for each database and the files corresponding to this log are stored in the database
directory. The restore log imaintained in a user defined location and is used to recover from a
media failure. The state of each log is placed on persistent storage at proper times in order to
guarantee the database can be placed back in a correct state following a failure.

6.2.3 Transaction Recovery

Transaction recovery is performed-lime automatically by the database system asstction

failures occur. Rollback is executed by reading back through the rollback/recovery log and
removing the effects of all changes the transaction made to the database. As will be discussed in
the next section, sufficient disk space must be avaifablmaintenance of the rollback/recovery

log.

6.2.4 System Recovery

System recovery is performed automatically on adatabase basis as the database is initially
opened. During the recovery process, no transactions maytex€be recovery process takes

the current state of the database on persistent storage along with the rollback/recovery log and
produces a correct database state reflecting the updates of all transactions that committed prior to
the system failure.

WARNING

System recovery requires that there be sufficient disk space to store the rollback/rec
log. If this is not so, then recoverability cannot be guaranteed. Because each operat
changes the state of the database is logged, the size of the log can be large. When
is closed normallyT rusteD R uBIX deletes the rollback/recovery log for that
database. Therefore, one way to control the size of the log is to periodicakyasid re
open the database.
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6.2.5 Media Restore ( rxrestore )

Media restore is the responsibility of the user(s) withrtioex.restore.*authorizations. Prior to a
media failure, an image of the database is dumped to-pnmoary disk or tape. If a media

failure ocarrs, the media is first checked for fatal defects and, if found, replaced. The previously
dumped database image is then restored and the contents of the restore log are added.

6.3 Backup

It is important to consider accidental data loss and/or loss of data integrity, while maintaining any
computer systemR  comes with a set of utilities to recover from catastrophic loss. A user
holding therubix.restorebackup.*authorization can fully backup databases, to tape or disk, at
selected intervals. A user holding thubix.restore.logs.set.&an also log all database

transactions between full system backups to tape or disk.

INR , operators are assigned thsk of performing a full backup. Any facility usirg  has
to assess which databases are important and should be backed up. Anything that you can't do
without should be backed up.

It is also advisable to make full archévasopposed to full backups. For the purposes of this
discussion, a full archive is a backup which will not be overwritten. Full backups are only valid
until the next backup is produced. The newer backup supersedes the older backup, whereas
archiving can be &l for recording database status at appropriate times in the life of a database.
For instance, a full archive might be appropriate at payroll time, or at the posting of quarterly
earnings. The archive produced at this time can be kept as a permanentaet aah be used at

a later date should the need arise.

WARNING

The full backup schedule that is selected should reflect database activity. Theoreticg
possible to safeguard the entire database from the time of its creation until its destru
with nothing but restorbpgging. Althoughpossible, this strategy is discouraged. It wou
be impractical to restore a database using the logging information alone due to proc
time constraints. If the database in question is very dynamic, then backups should b
frequent than for an egualent relatively static database.

Another factor in backup scheduling is the nataraéscence time of the system.
Although, the archive system suppliedbyusten R uBIX allows a backup to by
perfamed at any time on a fully operational database, it is advisable to schedule bag
duringslowtimes. Such times as thadnightshift and weekends are prime candidates
full backups. Not only will the backup proceed more quickly, but users widtdslikely
to be inconvenienced by possible slowdowns caused by massive data movement.

The last factor that the  administrator should take into account is the availability of
resources. Prime times are less likely to have resources such as a dealieated/¢ and
an operator with the proper authorization to conduct a full backup. In all cases, a reg
backup schedule should be maintained. This will reduce the effort of restoring inforn
and making sure information, is in fact, saved.
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To better convey th& archive methodology, it will be described in the following components:

- Latest Consistent MomertdM) - Full Database Backupxdump
- Log Book - Full Database Restorex(estorg
- Tape Rotation - Manage Logsrklogs)

Physical secure countermeasures must be used to ensure backup media are safegy
from destruction or theft. Backup media must be protected at the highest level of
classification of the data on the media.

6.3.1 Latest Consistent Moment

All backup functionally is centered around the concept ofatest consistent momefatcm).

Any transactions which are later than the backup transactiomtrefiected in the backup. For
this reason, the database can be active during a full baekupmaintains thecm, and displays
it on the operator console when backups are initiated.

6.3.2 Log Book

For efficient and timelyestorations it is important that an operator have immediate access to
when and where backups and transaction logs were made. This may take the formlagiean on
table or a backufmgbook

It is suggested that the logbook not belioe (orthat frequent printouts or backups occu
to that table). This precaution averts the danger of having a damaged onlamel file
corrupt database to restore; they usually occur at the same time.

Each entry in the log boaknd is corresponding tape should be labeled minimally with the name
of the database, dasamd time it was created and latest consistent moment. This information is
available from the output of thedumpcommand Thisinformation is used during database
restoration.

6.3.3 Tape Rotation

Part of the backup paradigm is to determine how often backup tapes are-ttsbd.r&his is a
siteindependent function. Some siteayrelect to save all backups, thus making all backups full
archives. However; this is probably not the optimal path. As indicated above, only certain
operations need be saved as an archive. Most other backups carsbd.réhe tape rotation
schedule shdd be based on some periodic, naturally occurring, schedule such as a monthly
basis.

6.3.4 Full Database Backup

This section deals with the usagenaumpand tke logging commands to save data to tape or
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disk. Most of the operations ofdumpdo not operate at a high level of data abstraction, because
it is more efficient to deal directly with binary information from the lower level database
functions. The commanahust be issued at the highest level at which data will be retrieved. Thus,
the invoker must beYSTEM HIGHto guarantee the backup of all data. A warning message will be
printed if the command is run at a sensitivity label lower 8¥8TEM HIGH

rxdumpdumps exactly one database to the specified output device. All records in the database
will be backed up as of them from the start of the program; only records whose timestamp is
less than or equal to them will be written For this reason a perfectly consistent baeked

dataset can be attained while theusteo R uBIX system is up and runnin@nly a

user with theubix.restore.backup.dbnanaeithorizatiormay perform this command.

When saving to a bulk device such as tapa@mprequires exclusive use of the media.

Frequently, trusted systems require users to access devices via special command. It is a good idea
to designate a backup device which contains a removable medium. {§hereay to indicate to
rxdumpto change the name of the output device once a backup has been initiated.) Backups can
also be performed to a regular file. Obviously, this file must be at the level of the user.

For accountability, the invoker of the backpyperation should be logged irttte TOSas himself.
TheTOSUserib and GroupD of the user is recorded onto the media. Onfy a user with the
rubix.restore.*authorizations is permitted to perfo this action.

- Steps

1. Mount a fresh tape. It will be written upon immediately without asking the
operator to confirm, so make sure it's right the first time. Make sure the tape is not
write-protected.

Issue thexdumpcommand.

. Copy the information displayed onto a blank label and place this near the tape.
When the tape is completed affix the label to that tape.

4. If more than one tape is requiregddumpwill prompt for more tapes. Make a fresh
label withthe information which is supplied mydump

5. Record the fact that this job has been performed in the official logbook. Remember
to record time, by whom, and the latest consistent moremt)

6. Clean up the old log files. Log files thatnsist entirely of records with timestamps
prior to theLcm of the dump should be archived or deleted.

6.3.5 Restore Logging

T RUSTED R UBIX full backups are useful for bulk writings, but after a few moments of
ortline activity are oubf-date Even if the database is slightly out of date, data safety cannot be
assuredThe solution is restore loggingverysQL operation which modifies the database is
logged through th& restore logging system.

Logging is performed by theog Module in the Common Server Subsysté&ime log records are

written to aTOSsequential file created in the log directdBad file consists of a header and a
set of log recordsThe name of the sequential file is:
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log - YYYYMMDD NNN

whereyyyy is the yearmm is the monthpp is the day, andiNNis a sequential number starting
at 001 and increments feach file createdrhe current log is closed and a new log file is opened
when the maximum file size is reached.

- Updating Logging Parameters
The user is allowed to change information concerning the logging of an existing database

Therxlogscommand gives authorized users the ability to list, delete, move, and set audit and
restore log files for a specific database. The log files are created as operations that are performed
on a database. Over time these files may need to lmeveehto free up disk space.

rxlogs  Z [a|r] [I|d FILENAMEJALL] [m|s NEWPATH] DATABASE

The user has the ability to change the maximum size of the logBitesetting a small size, the
number of records in the file is srhdf the number of records in the file is small, there is a

chance that the timestamps of the records are in sequiénsenakes handling old log files

easier If the timestamps of the records are in sequence, the file can be deleted or archived when
thed u mpdwvsds greater than the close time of the log. fifsyou have large log files, the range

of timestamps is greater and the life of the log file increddes value oSIzE must be at least

50K bytes.

The ugr can specify a shadow directory for loggiimpis causes the same log file to be written in
both the log directory and the shadow directditye benefit of using a shadow directory is that it
provides redundant storagehe shadow directory should exist on a different disk than the
databaseThis increases the likelihood of being able to recover the database in the event of a disk
crash If the disk with the database does crash, the integrity of the log files storedsamibe

disk as the database becomes questiona@bles, in the event of a disk with the database

crashing, the user can rebuild the database using the dump from tape and the log files in the
shadow directory.

- Type of Logging
Logging information is saved anperdatabase basig other words, every active
database with logging enabled on the system has its own transaction loggingTheput
implication behind this assumption is that there are separate lodjgiagories and files
for eachdatabase.

6.4 Restore

This section deals witthe restoration of data. This is a tf@d process in which the backup is
restored and then, overlaid with the transaction logging entries. Only those with the
rubix.restore.create.dbnanae allowed to perform this operation.

The database must reimaff-line until the entire restoration process is completed. If th
database is brought @éme while a restoration is underway, there is a substantial risk ¢
corrupting the database and the loss of database integrity. The entire roll forward op
must be completed before any new transactions can be applied.
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Do not delete any information (especialigoOP DATABASE) until the new restoration is
complete and verified.

The roll forward is part of the restore proceBse directory where the log files reside is passed to
therxrestorecommand with thel option. By default, log files are stored in the database directory.

After the database has been restored from the dumphi#éog directory is searched for log files.
Each log file is applied to the databadéhen all the log files have been applied, tkrestore
command ends and the database is restored and ready to use.

Restoring data is a twimld process in which the backup is restored and then, overlaid with the
restore logging entries. Only those with thibix.restore.create.dbnanger an authorization
which dominates this permission, suchrabix.restore.’ are allowed to perform this operation.

The entire roll forward operation must be compldbefore any new transactions can be
applied.

rxrestorerestores exactly one database from the specified file into the current dir@ttery
database name must not already exdstlefined in the current directory. Only users with the
rubix.restore.create.dbnanaee allowed to use this command.

For more information on thexrestorecommand refer tthe Trusted RUBIX Commands Guide

- Steps:
Mount the first tape of the full backuppe. Make sure the tape is wifimtected.

Issue thexrestorecommand. You will need to specify theoption with the name of
the new database.

You will need to specify thel option with the directory where the log files exist.
Record the fact that the restoration has been performed in the offieiaten
R uBIX logbook Remember to record time, by whom, and to what directory.

Both in nor mal mode and verify only mode, tape r
the restorationAny other tape manted will cause an aboth header only mode, any tape can be
mounted and it's header displayBaurt of the header will display what tape number it is.

No other application or user should be using the given database during the castésati
enforcement, each of the relations in the database will be locked exclusively during i
restore operation.

Each time a new tape is mounted, all header information for the tape is chactteridorrect
values (i.e., tape two must be mounted after tape one).
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6.5 Row Reclassification

The ability to change the sensitivity label of stored rows in a {ablag the SQL UBATE
commando update theowlabelfield) is a critical component

In anMLS environment, it is necessary for security officers, administrators and other site
specified privileged users to perform administrative funct{tike performing a full database

export and import, or relabeling of row information). To enable bypassing sfatheolicy of

the TOS (without breaking the overall security policy), it is necessary to provide facilities for
privileged user's to read up (read higher sensitivity label data), write up (write to higher
sensitivity label data), write down (write to lower sensiyivébel data) and write across (write to

an incomparable sensitivity label) within the database. This process of reclassification of data is
described by two operations:

- Upgrade- raise the sensitivity label of the data
- Downgrade lower the sensitivitydbel of the data
- Acrossi change the sensitivity label of the row to an incomparable label

T RUSTED R UBIX associates each database object on the system with a sensitivity label.
This sensitivity label is stored in the hiddBOWLABEL' column associated witeach rowWhen

the object is created, the sensitivity label of the object is set to the sensitivity label of the subject;
i.e., the session sensitivity label of the user who created the object.

To enable the manipulation of sensitivity labels as patt@fiAC policy, it is necessary to have
one of theubix.mac.recl.*authorizations.

The trusted relassification toolxrecl has been implemented as a standalone program which
links directly to thevac kernel and ros on the machine where time  server has been installed.

Reclassification ofowsis accomplished by ®  Security Administrator issuing an update on
therowlabelfield using the SQL UPDATE command.

Row reclassification inR  is governed by the polyinstantiatiomethod used when the table

was created. In thBOLYNONE case, any row can be-ctassified, because the row with the
specified primary key is unique. In tReLYHIGH case, the relassificationis rejected if the table
already contains a row with the same primary key at the new level. hotheow case, the re
classification is rejected if the table already contains a row with the same primary key at a level
eqgual to or dominated by the newéée

6.6 Miscellaneous

6.6.1 Drop, list, or move (rename) a database

Therxdb command is used to list, drop, or move databagdb.may be used to drop a database
even when the database is corrupted and will not open.

To list a databaséé database sensitivity label must be dominated by the Ti§¥8'session
sensitivity label and the user must havertltex.admin.db.ls.dbnameuthoization. To move
(rename) a databatiee database sensitivity label must equal the uE&Ssession sensitivity
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label and the user must have thbix.admin.db.mv.dbnanathorizationTo drop a database the
user must have thebix.admin.db.rm.dbnameuthorization.

For more information on thexdb command, sethetr  AdministrativeCommands Guide
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CHAPTER 7 AUDIT ADMINISTRATION

This chapter discusses the administration ofrthesteo R uBIX audit subsystem. The

R audit subsystem provides a means to assure that all users and administrators are accountable
for their actions withinR , in accordance with the Common Criteria #a4. We begin with a
description of events in the  audit trail and the fields saved for each audit event.

The events to be audited can be broken into two parts. The first part is handling interaction with
the underlying Trusted Computing Baseg). The auditing of these events is done bythe.
Whenever the mandatory or discretionary security policy is invoked, the event needs to be logged
in the audit trail.

Secondjs the capability for an authorized person to access and evaluate the accountability
information by a secure means. The system must audit any action that can potentially cause
access to, generation of, or cause the release of classified or sensitivatioforirhe audit data

is selectively acquired based on the auditing needs of the installation and/or application. The audit
data must be captured with enough granularity to trace the events to a specific individual.

7.1 Audited Events

In order to meet the Common CritedaL4 requirementsR  needs to audit the introduction

and deletion of objects. The Audit Administrator can selectively audit the actions of any one or
more users based on individual identity and/or object sensitabigl| The following types of

event are recorded by

- introduction of subjects t*  ;

- introduction of objects into a user's address space;

- deletion of objects;

- actions taken by computer operators and other administrators;

- operations (updates, retridsaand inserts) initiated by untrusted users;
- discretionary and mandatory access control policy decisions mase hy
- creation and modification gfcLs;

- use of commands in an administrative role;

- other security relevant events.

There are certain auditiebevents that may occur automatically when the user executes a
command osQL statement that may not seem directly related to thaahldievents. Those
events are:

- open database, - commit transaction, - cursor operand
- create transaction, - rollback transaction, - cursor close.

Any time a user issues asypL operation on a database or executes the import and export
commands the database is opened. This may result in the database open beind haditetit
data for this operation is:

- event namésgl_db_open), - session sensitivity label - processp,
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- userip, - operation status,
- groupip, - timestamp,
- currently open database nam - transactionp,

sessionp,
target database label,
target database name.

When a user performs any operation on the database which requires transactions, a transaction is
automatically created. Furthermore, depending on the configuration isihelient any open
transactions will be automatically rolled back or committed vthemsQL program terminates.

Theaudit data for these events is:

- event name - user, - session sensitivity label - transactionD,
(sql_trans_create, _ groupip, - operation status, - processp,
sql_trans_commit,

sql_trans_rollback database name, - timestamp, - sessionp.

When a user issuessgLECT statement on the database a cursor is created which represents the
structure of thesSELECT statement. This cursor may represent arbitrary queries on multiple tables
and views. The cursor defines both the physical objects selected from and the particular columns
actually viewedT rusTeD R uBIX only audits those columns which the user actually
seesas a result of his query. When tsLECT statement is issued a cursor is created and the

cursor is removed upon session termination. These actions may result in a cursor open or cursor
close audit event. Theudit data for cursor open is:

- event name (sgtursor_open) - operation status - cursor label,

- userid, - timestamp, - current catalog name,
- groupip, - transactionp, - current schema name,
- database name, - processD, - Cursor name,

- session sensitivity label, - sessionp, - cursor definition.

Theaudit data for cursor open is:

- event namésql_cursor_close) - session sensitivity label - processp,

- userip, - operation status, - sessionD,

- groupip, - timestamp, - cursor label,
- database name, - transactionp, - Cursor name.

7.2 Trusted RUBIX Audit Events

R audits all security relevant actions relative to the objects which it manages. It also audits
other internal actions which may have security relevant side effects. The seglangnt actions
audited byr  are listed below.

They are grouped by the typéobjects manipulated:
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Database Audit Events

Event

Symbolic Name

Description

Create Database

sql_db_create

an attempt was made to create a database (e.
the CREATE DATABASE command)

an attempt was made to destroy a database
via therxdb command)

Open Database

sql_db_open

an attempt was made to open a database
database is opened prior to ag. command
being executed on that database The datab:
also opened wherximport andrxexportare
issued.

Catalog Audit Events

Event

Symbolic Name

Description

Create Catalog

Drop Catalog

sql_catalog_create

sql_catalog_drop

an attempt was made to create a catalog (e.g., Vi
CREATE CATALOG command)

an attempt was made to destroy a catalog (e.g
theDROP CATALOG command)

Schema Audit Events

Event

Symbolic Name

Description

Create Schema

Drop Schema

sgl_schema_create

sqgl_schema_drop

an attempt was made to create a schema (e.¢
the CREATE SCHEMAcommand)

an attempt was made to destroy a schema (e.c
theDROP SCHEMACOMmMand)

Defined View Audit Events

Event Symbolic Name Description
Create View sql_view_create an attempt was made to create a defined view (e
via theCcREATE VIEW command)
Drop View sql_view_drop an attempt was made to remove a defined view (
via theDrROP VIEW command)
Relation Audit Events
Event Symbolic Name Description

Create Relation

Drop Relation

sqgl_rel_create

sql_rel_drop

© 2010Infosystems Technology, Inc.

an attempt was made to create a relation witt
database (e.qg., via tlo@EATE TABLE command)

an attempt was made to remove a relation f
within a database (e.g., via thROP TABLE
command)
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Relation Audit Events

Event

Symbolic Name

Description

Alter Relation

sql_rel_alter

an attempt was made to change the structure
relation (e.g., via theLTER TABLE command)

Index Audit Events

Event

Symbolic Name

Description

Create Index

sql_idx_create

create an auxiliary index for a relation (e.g., via
CREATE INDEX command)

Drop Index sql_idx_drop destroy an auxiliary index for a relation (e.g., via
DROPINDEX command)
Transaction Audit Events
Event Symbolic Name Description

Create Transaction
Commit Transaction
Rollback Transaction

Savepoint Declare

sql_trans_create
sql_trans_commit
sql_trans_rollback

sql_svpt_declare

an attempt was made to start a new transaction
via theSETTRANSACTION command)

an attempt was made to terminate a transaction
via thecommiT command)

an attempt was made to terminate a transaction
via theROLLBACK command)

an attempt was made to establish a named save
within a transa@n (e.g., via theAVEPOINT command)

an attempt was made to release a previously dec
savepoint (e.g., via tHRELEASESAVEPOINT command

Savepoint Rollback

sql_svpt_rollback

an attempt was made to undue all updates perfol
since the specified savepoint, while at the same
preserving updates performed prior to that p
(e.g., via theROLLBACK TO SAVEPOINT command.

Row Audit Events

Event

Symbolic Name

Description

Create Row

sql_row_create

an attempt was made to insert a new row in
relation (e.g., via theysERT command)

an attempt has been made to delete a row fror
current representation of a relation (e.g., via
DELETE command)

Update Row

sgl_row_update
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an attempt has been made to modify one or r
elements of a row within a relation (e.g., via
UPDATE command)
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Miscellaneous Audit Events

Event

Symbolic Name

Description

AcL Modify

sql_acl_modify

an attempt has been made to modify a privilege
subject (e.g., via therANT command)

an attempt halseen made to fetch a row from a ta

(e.g., via theseLecTcommand)

sql_cursor_open

an attempt has been made to open a cursor (e.¢

theseLecTcommand)
" CursorClose  sql_cursor_close  an attempt has been made to close a cursor (e.¢
theseLecTcommand)
Administrative Audit Events
Event Symbolic Name Description
Audit Modify sql_audit_modify an attempt has been made to modify the audi

events, turn auditing on, or turn auditing off us
rxauditset

an attempt has been made to review the audit
usingrxauditrpt

sgl_import

sql_export

an attempt has been made to import data L
rximport

an attempt has been made to export data t
rxexport

an attempt has been made to backup a dat:
usingrxdump

an attempt has been made to restore a database
rxrestore

an attempt was made to alter the session sensi
label (e.g., via theLTER SESSION SET LBEL command)

an attempt was made to manage audit or restor
files using thexlogscommand

Drop, List, Move
(Rename) Database

an attempt was made to drop, list, or move (rene
a database using timedb command.

Manipulate SPM
Policies

an attempt was made to manipulate the SPM pol
using therxpolmancommand.

SPM custom audit ever

sqgl_spm_event

7.3 AUDIT DATA

A custom SPM audit event has occurr

Lo

The audit data consists tfo types of data. The first type is audit information common to all

audit records. The second type is event specific data and varies according to the event being
audited. The following tables list the information that is audited. It should be noteldtatier

of information, which appears in the tables, is the same order that data appears in the audit record.
Information enclosed in brackets is optional, depending upon the specific operation being audited.
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Event name

User ID

Group D

Database name
Session sensitivity label
Operation status

Timestamp

Transaction D

Process D

Common Audit Information

Name of thelr rusTED R uBIX audit event
UserID of the subject who submitted the operation
GroupID of the subject who submitted the operation
Nameof the currently opened database

The database session sensitivity label

Outcome of the audited operation

Time when the operation occured

Transactiond of the current transaction.

ProcessD of the process that is auditing the event.

Session ID|Process session of the process group that is auditing the ev

The common information saved for all audit records is:

Database Events Audit Information

Event : Audit Information

Create Database | database label, database name
Drop Database | database label, database name
Open Database | processp, sessionp, target database label, target database

Catalog Events Audit Information

Event ! Audit Information

catalog label, catalog nan
catalog label, catalog nan

Create Catalog
Drop Catalog

Schema Events Audit Information

Event 1 Audit Information

Create Schema :schema label, catalog name, scheman
Drop Schema | schema label, catalog nansehema nam

Defined View Events Audit Information

1
Event 1 Audit Information

Create View | view label, catalog name, schema name, viame, view structure, view definitic
Drop View | view label, catalog name, schema name, view name
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Create Relation | relation label, catalog name, schema name, relation name, relation structt
Drop Relation | relation label, catalog name, schenaane, relation name

Relation Events Audit Information

Event : Audit Information

Alter Relation | relation label, catalog name, schema name, relation name, relation structt
1 operation type, [new relation structure]

Index Events Audit Information

Event : Audit Information

Create Index | index label, catalog name, schema name, relation name, index name, index dt
I

Drop Index | index label, catalog name, schema name, relation name, index name

Transaction Events Audit Information

Event :Audit Information

Create Transaction 1 None

Commit Transaction : None

Rollback Transaction : None
Savepoint Declare : Internal savepoint name, user defined savepoint r
Savepoint Release i internal savepoint name, user defined savepoint r
Savepoint Rollback ! internal savepoint name, user defined savepoint r

Row Events Audit Information

Event : Audit Information

Create Row ' row label, catalog name, schema name, relation name, row data
1
Delete Row : row label, catalog name, schema name, relation name, row data
Update Row !row label, catalog name, schema name, relation name, old row data, new r

Miscellaneous Events Audit Information

Event : Audit Information

AcL Modify | ACL label, operation type, olacL bitmap, newacL bitmap, grantor | revokee, object nar
1
Fetch ' composite row label, current catalog, current schema, cursor definition, composite
1

Cursor Open ' cursor label, current catalog, current schema, cursor name, cursor definition
1
Cursor Close ! cursor label, cursor name
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Administrative Events Audit Information

Event : Audit Information

Audit Modify | database label, command line arguments
Audit Review | database label, command liakguments

Import (per row) , relation label, catalog name, schema name, relation name, unix import file
I name, row data
1

Export (per row) rrelation label, catalog name, schema name, relation name, unix export file
, name, row data

Dump | database label, commalie arguments
Restore , database label, command line arguments

Alter Session Set : new session label
label :

Reclassify Row ; old row label, new row label, catalog name, schema name, relation name,
y input file, row data

Manage Log Files , database labetommand line arguments

Drop, List, or Move | database label, command line arguments

(Rename) a Database |

Manipulate SPM ! database label, command line arguments
policies |

Custom SPM event 1 Dependent on the configuration of the security policy obligatieating the
| custom event

7.3.1 ACL Information

TheAcL information has five fields:
- UserID of grantor
- bitmap of privileges held by the grantee
- bitmap of privilege that grantee may give to others
- UseriD of grantee

- GrouplID of grantee

AbitmapofacLpr i vi | eges oOroo msgi sotfs soofmea mnufimber of t he

Privilege  Value Privilege  Value Privilege  Value

insert 0X0001 delete 0X0020 exec 0X1000
references 0X0002 null  0X0100 read 0X2000
select 0X0004 refview 0X0200 write  0X4000

update 0X0008 grantnull 0X0400 admin 0X8000
crview 0X0010

7.4 Audit Administration (rxauditset and rxauditrpt )

TheT rusTED R UBIX audit administrator is responsible for managingwhe audit
subsystem in a manner that ensures thak all users are held accountable for their actions in
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accordance with the agsincerequirements of the Common CriteHaL 4 Level and the security
policy of their organization. Auditing of database operations is performad orserver
machine. Ther  auditing subsystem provides the mebpsvhich the audit administrator may
accomplish this goal. It consists of four components:

audit event detection and recording functions

N

a utility for managing which auditable events are to be recorded
3. a utility for examining the recorded audit events
4. procedures for managing audit data

TheT rusteD R uBIX auditing subsystem provides tools which allow an Audit
Administrator (or auditor) to specify which audit events are to be recorded and to analyze the
recorded data.

The utility used to specify the (pekction) criteria, which determine the auditable events to be
recorded, is thexauditsetcommandThis utility allows the auditor to specify which events are to
be recorded on a systemde basis, as well as thoseli® recorded for specific users, far

objects residing at a specific sensitivity label andror objects residing within a range of
sensitivity labels. The utility used to specify the (pesiection) criteria, which determine the
recorded events taetdisplayed, is thexauditrpt command. It allows an auditor to specify which
recorded events are to be displayed based on a variety of criteria.

R attempts to record an event when it detects that a securitanelgetion has taken place
which warrants auditing. Wher  calls the audit event recording function, it determines if the
event is auditable based on whether it meets thegieetion criteria established by the audit
administrator. This function thertampts to record the relevant information about the subject,
object(s), and other event specific information intothe audit trail using ther  audit
recording functions. If any operation fails to write required audit data to the auditing trail the
following series of events happen:

- All active transactions are rolled back;
- The server process closes all open objects and exits;

- The client is given an audit record storage error code.

R provides the audit administrator with the ability to specify Whagents are to be selected
for recording by the audit recording function through the definition efplection criteria.
When a security relevant event occurs which meets thegbeetion criteria, it is recorded into
ther audit trail. It is then pssible for the auditor to obtain a subset of previously recorded
audit data through the use of pesiection criteria.

7.4.1 Pre-Selection Criteria

The audit subsystem provides an audit administrator with the capability to limit the amount of
audit data collected. This is accomplished by allowing the auditor to specify criteria which allow
ther audit subsystem to select which audit events abe t@corded in the audit trail. The
criteria (known as prselection criteria) available to an audit administrator to specify which
events are to be recorded include the following:

- events to be recded systenwide at all times
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- events to be recorded based on the event types

- events to be recorded based on the identity of the user/group performing the action
- events to be recorded based on the sensitivity label of the subject

- events to be recorded basmdthe sensitivity label of the object(s) involved

- events to be recorded based upon the database being operated upon.

- turn on or off the auditing system without effecting the other audit criteria

As mentioned earlier, the utility for managing the-pedtion criteria is thexauditse

command. This command allows an auditor to specify the events which are to be recorded on a
systemwide basis, for a specific user/group or set of users/groups, and for a speeificonbj

subject sensitivity label and/or range of sensitivity labels.

Therxauditsetcommand allows a user with the appropriate privileges to spectisplay the

criteria which determine whether an auditable event is eligibbe recorded by rusTep

R uBIX in the audit trail. Any updates made to the audit event list will not affect existing

server processes. All new invocations of the database server will use the updated audit event list.

The following examples illustrateelimplementation of common audit tasks.

Audit criteria must often be set to monitor access to sensitive information. The following two
commands wi |l |l initiateTsdt hekeatmadoni t oring of accesse
rxauditset  Za sql_fetch
rxauditset  Zm ZL TS sql_fetch

The first command initiates (adds) the global monitoring of all data accesses. The list of audit

events is then modified by T80hes emnesddnd/idgogmrhaarbk It c
which a fetch is performed. By usingete two commands the Audit Administrator can identify

al | users who attempt edrsot os eencscdeasisviitryf drarbaetli.on wi

Another common task is to audit the creation of rows of a table. The following two commands
would add an audit event fordltreation any row of information in a table:

rxauditset  Za sgl_db_create

rxauditset Zm ZR C-TS sqgl_db_create

As in the previous example, the first command initiates (adds) the global monitoring of all
database creation events. The second command madtiesidit event to only monitor the
creation of dat abatskss avi giht itviet yi ClRaak éhir @ n Qe Aus e
option is a short hand for the following three commands:
rxauditset  Zm ZL TS sql_db_create
rxau ditset Zm ZL +S sql_db_create
rxauditset  Zm ZL +C sql_db_create

Other common events to audit are database creation, dropping a database, creating a table
(relation), and dropping a table (relation). All of these audit events can be defined globally with
the following command:

rxauditset  Za sql_db_create,sql_db_drop,sql_rel_create,sql_rel_drop
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Sometimes it is desirable to audit a particular user. The following two commands would add a

monitoring event for changes to thec privilege for the specificusefsmar yo and fbobod:

rxauditset  Za sqgl_acl_modify
rxauditset ~ Zm Zu mary,bob sql_acl_modify

As before, the first command creates an audit event facalmodifications, and the second
command modi fies the audit evernto lamd ftboo bodn.l y

For more information about the use of tRauditsetcommand, see the description of the
rxauditsetcommand irthe Trusted RUBIX Commands Guide

7.4.2 Post-Selection Criteria

T RUSTED R uBIX provides an audit data reduction utility which allows the auditor to
limit the scope of data extracted from the audit trail. The criteria (known asglestion
criteria) available to an audit administrator to specify which events are to be extracted from the
audit trail include the following:

- eventtype

- event status (success/failure)

- identity of the ser performing the action

- sensitivity label of the subject performing the action

- sensitivity label of the object(s) involved

- time of first record to extract

- time of last record to extract

The utility which provides this capability, tleauditrpt command, gives the auditor the ability to
specify the criteria which identify the set of records to be selected for extraction

The Audit Administrator angenerate a report of all row fetches that have been audited with the
following command:

rxauditrpt Ze sql_fetch

These commands can be precise:

rxauditrpt Zuroot AU Z 2006 -01-31-12-08-01:2007 -01-31-13-08-01 Ze
sql_acl_modify

The above command reports mnC privileges granted or revokedliyr o ot 6 dufid ng t he
interval of January 31, 20G6 12:08:01 to Jaruy 31, 2007t 13:08:01, and only users with a
AUO sensitivity | abel

Therxauditrpt utility can display audit information in an orderly manner if the user is a trained
Audit Administrator. Sorting is not an explicit option m&uditrpt Sorting, however, can be
done by invokingxauditrpt multiple timeswith a combination of options.Sorting in the order of
object sensitivity label can be done by invoking rxauditrpt with tiiedption and specifying

Top Secret, for example:

rxauditrpt ATS
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This can be followed by invokingauditrpt with the “I" option for Secret and Confidential as
shown below:

rxauditrpt ZS
rxauditrpt A C

These three commands, executed in successiminid list all audited actions at thes", "S" and
"C" sensitivity label. By generating a report for each label in the database, a listing of the audit
log contents for each sensitivity label can be produced.

This same method works for sorting the aueliiart by user labels-'" option) and different
specified events {&" option) to display audit information in the order of the labels and events in
each database.

For more information about the use of tRauditrpt command, see the description of the
rxauditrptcommand irthe Trusted RUBIX Commands Guide

7.4.3 Audit Log Familiarization

Audit log information is specific to each event type recorded. The common audit ititorisa
was previously showralong with separate tables which give the event specific information.

Audit Administrators should consider auditing the creation of databases. A user who is collecting
information will often do so in a private database. Thoegg the creation of a database is often a
tip-off that a user warrants additional attention. The audit report for the creation of a database is
given below:

rxauditrpt Ze sqgl_db_create

sql_db_create

UID: cjfoo (2046)

GID: user (500)

Database: master

Session label: U

Operation Status: Success

Timestamp: 12:43:03:31:01:2003

Transaction ID: UNDEFINED

Process ID: 611

Session ID: 9908

Object label: U

Database: d

The first line gives the command for generating a report of all databases created. The following
lines show the report produced by the command, given the events recorded by prawidiiset

commands. This report s h o wgabasdnasteramlbhdsab ase Ndo we
classificat i on masterddiabaseis aNpetiabdathdase automdtieally created

and used by rusteD R uUBIX for special operations such as creating and dropping

databases.

Another @mmon auditing task is to list all users who have accessed a particular object. This type
of report is useful when a piece of information is mislabeled and it is necessary to determine the
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scope of the breech. This type of report can be generated assfollow

rxauditrpt -L TS Zdd sql_fetch
sqgl_fetch
UID: Mary (2041)
GID: user (500)
Database: d
Session label: TS
Operation status: Success
Timestamp: 12:55:56:31:01:2003
Transaction ID: 1044051231.297888
Process ID: 4746
Session ID: 9908
Object label: TS
Catalo g: default_catalog
Schema: default_schema
Cursor definition: DECLARE FIXEDNAME CURSOR Fcgelect * from t FOR READ ONLY
Row data: 23

sql_fetch
UID: Hal (2043)
GID: user (500)
Database: d
Session label: TS
Operation status: Success
Timestamp: 17:13:51:31:01:2003
Transaction ID: 1044051973.318001
Process ID: 12115
Session ID: 19704
Object label: TS
Catalog: default_catalog
Schema: default_schema
Cursor definition; DECLARE FIXEDNAME CURSOR Fagelect * from t FOR READ ONLY
Row data: 23

As before the command that generates the report is given in the first line. (The report assumes

that the audit information was recorded, usingyauditsetcommand). This report shows that in

dat abase nAdo, two us@xs) abletgdandf Halhheadtéssadt
separate transactions. The cursor definition shows that the entire contents of the table were

accessed. Thus if there has been a breach of security by improperly releasing information at the

ATSO sensitivit ylimtedtbthese tworusetsabl e At o0, it i s

Commonly, selected contents of a table will disappear. This type of problem can be isolated by
reporting deletes done on the object table.

rxauditrpt -t 2003 - 01- 31- 15- 00:2003 -01- 31- 15-30 Zd d Zt employee
sql_row_delete
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sql_row_ delete
UID: Joe (2046)
GID: user (500)
Database: d
Session label: U
Operation status: Success

Timestamp: 15:27:19:31:01:2003
Transaction ID: 1044044832.29340

Process ID: 24591
Session ID: 9908

Object label: U

Catalog: default_catalog
Schema: default_schema
Table: employee

Row data: Frank

sql_row_delete
UID: Joe (2046)
GID: user (500)
Database: d
Session label: U
Operation status: Success

Timestamp: 15:27:19:31:01:2003
Transaction ID: 1044044832.29340

Process ID: 24591
Session ID: 9908

Object label: U

Catalog: default_catalog
Schema: default_schema
Table: employee

Row data: Hal

The first Iline
fifempl oyeeod. One

users AFranko and

gi ves t

del

et e

iHal

he command t hat |l i sts al
woul d be sBhown flef etedr
0. |t should be noted th

deletes through manipulation of mac privileges. Assuming that the Database Administrator

agrees, the f ol
table.

owi

rxauditrpt Zu Joe sqgl_acl_modify

sgl_acl_modify
UID: Joe (2046)
GID: user (500)
Database: d
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