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Security Policy Management Tutorial !

1 OVERVIEW

This tutorial demonstrates the features of the TrusTED Ru®mIx Security Policy Manager (SPM)
and its basic operations. The T SPM uses an XML policy language based upon the policy language of
the XAcML standard. The language is referred to as Security Policy Markup Language (SPML) and is used
to implement an extremely flexible and powerful Attribute Based Access Control (ABAC) security model.

The tutorial uses four examples and the document is intended to be read sequentially. That is, procedures
are covered in the earlier sections that are assumed in the latter sections. It is anticipated that the reader
will want to refer to the TRusTED Rumix Security Policy Manager Reference Guide for
further details. As a minimum, it is recommended that the reader first become familiar with the
introduction in the reference guide for an overview of the sPML language.

The first example focuses on the procedure to create, apply, update, and delete a simple security policy.
Also, it demonstrates global policy features such as MAC override and subtree/node scopes. It also shows
the behavior of operating on an sQL view that references a table with an associated SPM policy.

The second example focuses on cross domain policies. The MAC override is used to create policies that
allow highly controlled information flows between incomparable MLS domains. The example also
demonstrates how to use the setfield obligationtoc r eat e a ficover storyo for

The third example constructs a white list of IP addresses for table access. It demonstrates how normal row
data may be used to control the behavior of a security policy. In this case, a special table is constructed to
hold the 1P white list which may be updated normally using SQL operations. The SPM is used to tightly
control access to the IP white list table.

The last example uses the SPM to restrict access by users to rows they created. It uses the setfield
obligation to store the creator of a row into a reserved column as the row is inserted. The reserved column
is then used to restrict access. Updating of the reserved column is prohibited.

Each example gives complete SPM policy code listings and step-by-step instructions for implementing
the security behavior. Also, example behavior is demonstrated using the RXISQL database client.

© 2010 Infosystems Technology, Inc. 6.0 REVISION 5
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2 HOST AND DATABASE INITIAL IZATION

The tutorial uses a common set of users and database objects for many of the examples. This section
describes the steps required to initialize the hosts supporting the TrusTED Ru=mIix Software and
the database used for the tutorial. Note that if you do not wish to configure your environment exactly as
described in the following steps you will need to use equivalent elements (security labels, user names, and
database objects) and make appropriate changes to the sPML policy configuration files and SQL database
scripts presented in this tutorial. Generally, you will need to replace the literal values in the SPML and sQL
code with values that match those used in your system.

2.1 Host Initialization

A trusted server host must be configured with the =R DBMS product installed. At least one remote client
host should also be configured to execute I clients and connect to databases on the server host. The
client host may be trusted (i.e., run a trusted operating system) or not. If the client is not running a trusted
operating system then the network configuration of the trusted server should recognize the client at a
fixed sensitivity label of Unclassified. Much of the tutorial may be performed using only the server host.

The OS-MAC policy of the client and server host operating systems used is assumed to have at least the
following labels:

- Unclassified (U),
- Confidential Able (C Able), and
- Confidential Baker (C Baker).

Confidential strictly dominates Unclassified. If the client host does not run a trusted operating system it
should be recognized as Unclassified by the server host.

Operating system users should be created named spmadminspmuserland spmuser2Their group
membership is not relevant to the tutorial. Each user should be capable of acquiring a session label of
Unclassified (U), Confidential Able (C Able), and Confidential Baker (C Baker). To simplify the tutorial,
the spmadmiruser should be given all & authorizations (i.e., rubix.*).

2.2 Database Object Initialization

The database objects should be re-created for each example in the tutorial. The creation of all database
objects should be performed by the spmadmiruser. Note that the operating system shell prompt of all
examples displays the user performing the operation and the current session label (e.g., spmadmigU)>).
The TrusTED RuBIx RXISQL client will always have a prompt similar to rxsql:1>.

First ensure the db database does not exist and then create the db database with the following commands:

spmadminU) > rxdb Zdf db
spmadminU) > rxisql Zd master
rxsql:1> create database db;
rxsql:2>q

spmadmin(U) >

© 2010 Infosystems Technology, Inc. 6.0 REVISION 5
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At this point it is recommended to create all SPML policy files, add them to the Trusted Policy

.

Repository, and apply them to the database objects. This step is specific to each tutorial example and the
exact steps are given during the discussion of each example. In practice, it is advisable to apply policy to
objects before the object is created to ensure the object is always protected by the policy. The exception
to this rule is the database object (i.e., from the create database statement). Because the database object is
needed to store policy application mappings, it must be created before any policy may be applied. Note

that during this time the database is protected by the DAC and OS-MAC security policies.

Next we create the cat catalog, schschema, and tab table. To simplify the tutorial, we will give required

DAC permissions for all objects to public.

spmadminU) > rxisqgl Zd db
rxsql:1> create catalog cat;
rxsgl:2> create schema cat.sch;

rxsql:3> create table cat.sch.tab (name varchar(20), pay_grade integer,
organization varchar(20));

rxsql:4> grant exec on database to public;
1 privilege granted.

rxsql:5> grant exec on catalog cat to public;

1 privilege granted.

rxsql:6> grant exec on schema cat.sch to public;

1 privilege granted.

rxsql:7> grant all privileges on table cat.sch.tab to public;
32 privileges granted.

rxsql:8> commit;

rxsgl:9 >q

spmadminU) >

The cat.schtab table represents a simplistic representation of government employees. The table contains
three columns name pay_gradeand organization Note that the hidden column rowlabelalso exists.

© 2010 Infosystems Technology, Inc.
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3 CREATING, EDITING, A ND APPLYING A BASIC POLICY

3.1 The user -contro/ Policy

The following is the usercontrol policy used for this example. To construct the usercontrol.spmispmL
policy configuration file the following text should be placed into a file named usercontrol.spml Note
that the line numbers are added for convenience and should not be included in the actual policy
configuration file. Editing may be performed using any XML editor or an unformatted text editor. It is
recommended that the TrRuUsTED RumIix Policy Editor be used. A line-by-line explanation is
given after the code listing.

© 2010 Infosystems Technology, Inc. 6.0 REVISION 5
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13 </Description>

15 <Target/>

17 <Rule Ruleld="allow - users" Effect="Permit">
18 <Target> <Subjects>
19 <Subject>

24 </Subject>
25 </Subjects> </Target>
26 </Rule>

28 <Rule Ruleld="deny - others" Effect="Deny">
29 <Target/>

30 </Rule>

31 </Policy>

1 <?xml version="1.0" encoding="UTF -8"?>

2 <Policy

3 xmins="http://www.rubix.com/2008/RXSPMLSchema"

4 xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”

5 xsi:schemalocation="ht  tp://www.rubix.com/2008
RXSPMLSchema.xsd"

6 Policyld="user -control"

7 RuleCombiningAlgld="ordered - permit - overrides">

8

9 <Description>

10 For all operations:

11 Allow users included in the allow - users rule target

12 Deny all other u sers .

IRXSPMLSchema

(only spmadmin)

20 <SubjectMatch Matchld="equal">

21 <Attribu teValue DataType="string">spmadmin </AttributeValue>
22 <SubjectAttributeDesignator Attributeld="subject - name"/>
23 </SubjectMatch>

Line 1 of the policy contains a standard XML declaration. This declaration should be included at the top of

every sPML policy configuration file.

Lines 2-7 contain the opening <Policy> element for the usercontrol policy. Because this <Policy>

element is the top-level XML element in the file it is special.

© 2010 Infosystems Technology, Inc.
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From an XML perspective it is special because it contains XML namespace and schema declarations.
From an SPML perspective it is special because its Policyld attribute (or PolicySetldif this were a
<PolicySet element) defines the policy name in the Trusted Policy Repository.

Also, the top-level <Policy> or <PolicySet element may contain MacOverrideor Scopeattributes
which have implications for all sub-elements.

Lines 3-5 contain the XML namespace and schema declarations. In general, this should be included in all
top-level <Policy> or <PolicySet elements. In our example, the location of the SPML schema file
(RxsPML8hema.xspis assumed to be in the same directory as the sPML policy configuration file being
edited. If it is desired to place the sPML schema file in a different location then line 5 would need to be
changed accordingly.

Line 6 contains the required Policyld attribute and is set to usercontrol This value will define the name
of the policy within the Trusted Policy Repository, define the name of the sPML file that is created when
the policy is extracted from the repository (usercontrol.spmilin this case), and define the identifier used
to include the policy in policy sets by reference (i.e., using the <PolicyldReference element).

Line 7 contains the required RuleCombiningAlgldttribute and is set to ordered-permitoverrides This
attribute defines how multiple rules are combined to form a single policy decision. For our example, the
rules will be evaluated in order and if any rule evaluates to Permitthen our policy immediately evaluates
to Permitand no other rules are evaluated. The policy will evaluate to Denyonly if at least one rule
evaluates to Denyand all other rules evaluate to NotApplicable If all rules evaluate to NotApplicablethen
our policy will evaluate to NotApplicable

Lines 9-13 contain an optional, free-form text description of the policy. The description is ignored during
evaluation.

Line 15 contains the <Target> element for the policy. The target specifies a set of attributes for which the
<Policy> element will apply. If a target does not match a given evaluation environment then the
<Policy> element evaluates to NotApplicable In our case the <Target> element is empty specifying that
the <Policy> element is applicable to all evaluation environments.

Lines 17-26 contain the allow-usersrule. This rule contains the basic logic for our policy which permits

all operations for the spmadmiruser and denies all operations for all other users. The Effectattribute of

the <Rule> element defines the outcome of the rule if the target is matched by the evaluation

environment and the rul ebs &Effentaltiibttdare Rermitand Demyu e . Pos
In our case, the rule will evaluate to Permitif the target is matched and the condition is true.

Lines 18-25 contain the target for the allow-usersrule. While a target may specify a set of subject,
resource, action, and environment attributes our target only specifies a single subject attribute, the
spmadmiruser. All unspecified attribute categories (resource, action, and environment for the allow-users
rule) match all possible attributes. The subject is specified by testing for equality (line 20) between the
literal string spmadmir(line 21) and the subjectnamesubject attribute (line 22).

The allow-usersrule contains no Conditionattribute; therefore, the condition is implicitly always true. All
of the logic for the rule is contained within its target. If the Targetelement evaluates to Matchthen the
allow-usersrule will evaluate to Permit

Lines 28-31 contain the denyothersrule. This is a simple rule with an empty target and no condition.

Therefore it matches all evaluation environments and always has a true condition. If it is evaluated, it will
always evaluate to its Effect Denyinthiscase. Not e t hat because of the polic)
algorithm (orderedpermitoverrideg the deny-others rule will only be evaluated if the allows-usersrule

© 2010 Infosystems Technology, Inc. 6.0 REVISION 5
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does not evaluate to Permit Therefore, this rule will cause the policy to evaluate to Denyfor all users
other than the spmadmiruser.

The sequence of steps that will occur when evaluating the usercontrol policy follows:
1. Evaluate policy target (line 15): Because it is empty it always evaluates to Match
2. Evaluate allow-userrule (lines 17-26):

a. Evaluate rule target (lines 18-25):
Evaluates to Matchif the subjectnameattribute equals spmadminotherwise, it evaluates
to NoMatch If it evaluates to NoMatd the rule evaluation stops immediately and the rule
evaluates to NotApplicable

b. Evaluate the rule condition:
Because the rule condition is missing, it always evaluates to true and the policy evaluates
to Permit When the rule evaluates to Permit the policy evaluation stops immediately and
the policy evaluates to Permit

3. Evaluate denyothersrule (lines 28-30):

a. Evaluate the rule target (line 29):
Because it is empty it always evaluate to Match

b. Evaluate the rule condition:
Because the rule condition is missing, it always evaluates to true and the rule will
evaluate to Deny Because there are no other rules to evaluate after the denyotherrule,
the policy will evaluate to Deny

Note that the usercontrol policy is applicable for all evaluation environments. In other words, for any
possible evaluation it will reach a policy decision of Permitor Denyand will never evaluate to
NotApplicable It is therefore suitable to control access to an object on its own. If a policy (or policy set)
were to have evaluation environments that evaluate to NotApplicablethen it should be combined with
other policies (or policy sets) in a policy set before being used to control access to an object. While a
policy evaluation of NotApplicablewill cause an operation to be denied, it is not good practice to rely on
this behavior. Instead, policies should be written that cover all possible evaluation environments.

3.2 Database and Policy Initialization

The database should first be initialized as described in Section 2.2 (Database Object Initialization). Note
that in practice, the policy should be applied to the RDBMS object(s) before they are created. Next the
sPML policy configuration file usercontrol.spmidescribed in Section 3.1 should be created. Note that the
policy configuration file may be created and edited on any platform using any XML or plain text editor.
Once the sPML policy configuration file has been created and edited it should be placed on the server host
platform with read access given to the spmadmiruser. In practice, this is the time when the SPM Security
Administrator would visually examine the policy configuration file for final verification.

The user-control.spmipolicy configuration file will now be added to the Trusted Policy Repository. The
Trusted Policy Repository stores verified SPML policy configuration files in a protected directory so that
updating and applying sPML policies may be tightly controlled. The Trusted Policy Repository stores
sPML policy configuration files in the RUBIXHOMHetc/security/policieslirectory. Individual policy
configuration files are named for their top-level Policyld or PolicySetldvalues (in our case usercontrol).

© 2010 Infosystems Technology, Inc. 6.0 REVISION 5
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We will first check the syntax of our usercontrol policy by using the rxpolmani s administrative
command. This command makes syntax checks beyond those made by a schema checking XML editor. It
should be noted that even if a policy passes the syntax check it may still produce errors at runtime. The
following operations check the syntax of a policy configuration file. Note that if there had been errors in
our syntax appropriate error messages with lines numbers would have been displayed. Also note that the
syntax is automatically checked when a policy is created or updated.

spmadmin(U) > rxpolman -s ./user -control.spml
RXPOLMAN: Policy in file *./user - control.spml’ has correct syntax
spmadminU) >

Next, we will ensure that there is no current usercontrol.spmipolicy file in the Trusted Policy
Repository. Then, we will create the new policy in the repository. This is accomplished using the
rxpolman-c administrative command. The rubix.policy.createuthorization is required to add files to the
repository. To delete a policy from the repository we use the rxpolmani d administrative command. The
rubix.policydeleteauthorization is required to remove files from the repository. Note that if the user
control policy already exists in the repository you will receive different output from the rxpolmani d
usercontrol operation. Also note that the current working directory is assumed to contain the user
control.spmiffile.

spmadminU) > rxpolman -d user -control
RXPOLMAN: Policy 'user - control 'does not exist

RXPOLMANDelete failed with error 20001 (policy or policy assignment
does not exist)

spmadminU) > rxpolman -c ./user -control.spml
RXPOLMAN: Created policy 'user - control'

RXPOLMAN: Policy created from file './user - control.spml’
spmadminU) >

The usercontrol policy may now be applied to RDBMS objects. Once applied to an object, the policy will
control access to that object and optionally subordinate objects in the database object tree. Note that the
policy may be applied to multiple objects and all applications will reference the same sPML policy
configuration file. This allows the policy behavior of all objects associated with the policy to be updated
simply by updating the single sPML policy configuration file. The policy is applied to an object using the
rxpolmani a administrative command. The rubix.policyapplyauthorization is required to apply policies
to RDBMS objects. For our example, we are applying the usercontrol policy to the cat.sch.taliable

object. Notethat t he user dés session | abel must equal

spmadminU) > rxpolman -auser -control -o db.cat.sch.tab
RXPOLMAN: Operating on DBMS Object: 'db.cat.sch.tab’
RXPOLMAN: Policy 'user - control' assigned to DBMS object
spmadminU) >

We can verify which policies are in the Trusted Policy Repository and which objects they are assigned to
using the rxpolmani | administrative command. The rubix.policylist authorization is required to list
policies in the repository and list policy assignments. This is demonstrated by the following operations.

© 2010 Infosystems Technology, Inc. 6.0 REVISION 5
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spmadminU) > rxpolman -1
RXPOLMAN: Listing policies:
‘'user - control
RXPOLMAN: Listed 1 policy
RXPOLMAN: Listing was successful
spmadminU) > rxpolman -1 -odb
RXPOLMAN: Operating on DBMS Object: 'db’
RXPOLMAN: Listing po licy assignments for database 'db’
‘'user - control' assigned to 'db.cat.sch.tab’
RXPOLMAN: Listed 1 policy  assignment
RXPOLMAN: Listing was successf ul
spmadminU) >

At this point the cat.sch.taldable should be created (please refer back to Section 2.2). Applying the policy
before creating the RDBMS object ensures that the object is always under the control of the policy.

3.3 Initial Policy Behavior & Single User Permitted

The usercontrol policy simply permits all operations to the spmadmiruser and denies all operations for
all other users. To demonstrate this we will begin by inserting some records into the cat.sch.takiable.

First, the spmadmiruser.

spmadminU) > rxisql  Zd db
rxsgl:i1>i nsert ET OT AAOt OAEt
1 record inserted.

O

rxsgl:2> insert into cat.sch.tab values pspmuserlR, 9, PpCIAR,
1 record inserted.
rxsgl:3> insert into cat.sch.tab values pspmuser2R, 5, pDISAR;

1 record inserted.
rxsql:4> commit;
rxsqgl:5 > select * from cat.sch.tab;

tab.name | tab.pay grade | tab.organization
|- e [

spmadmin | 11 | NSA

spmuserl | 9| CIA

spmuser2 | 5 | DISA

3 records displayed.

rxsgl:6 >q

spmadminU) >

A OALDAPNSRODI AAT E

All operations succeed as expected. Now we will attempt to perform similar operations using the

spmuserliser:

© 2010 Infosystems Technology, Inc.
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spmuserl(U) > rxisql Zd db
rxsql:1> insert into cat.sch.tab values psmith R, 8, pPpDISAR;
insert into cat.sch.tab values psmith R 8, PpDISAR

N

security policy access violation (RA013)
rxsql:2> select * from cat.sch.tab;
select * from cat.sch.tab

N
security policy access violation (RA013)
rxsql:3>q
spmuserl(U) >

All operations on the cat.sch.tai abl e fail with a Asecurity policy
Internally to the server, when an sQL operation is executed on the cat.sch.takiable, the cat catalog and

schschema objects are successfully opened. These objects have no sPm policy assigned to them and are

therefore only under the DAC and OS-MAC policies. Since these policies are satisfied, the catalog and

schema opens are successful. Then an attempt is made to open the tab table. This fails because the

spmuserliser does not have permission according to the useraccessolicy. Similar behavior will occur

for any user other than the spmadmiruser.

3.4 Updated Policy Behavior 90 Adding P ermitted Users

We will now update the useraccessolicy to include a new permitted user. While it is possible to edit the
useraccess.spnfile that exists outside the Trusted Policy Repository, it is good practice to first extract
the current policy file from the repository for update. This ensures we are updating the most recent
version of the file. We extract a policy file using the rxpolmani e administrative command. The
rubix.policyextractauthorization is required to extract policies from the repository. The policy file will
be created with a name equal to the Policyld or PolicySetldattribute of the top-level XML element. In our
case, it will create a file named usercontrol.spmlin our current working directory. The file will be read-
writable only by the user performing the extraction. Note that there must not be a pre-existing file in the
current working directory with the same name. The following operations demonstrate extracting our user

control policy.

spmadminU) > cd /home/spmadmin/policies

spmadminU) > rxpolman -e user -control

RXPOLMAN: Policy 'user - control' extracted to
‘fhome/spmadmin/policies/user - control.spml’

RXPOLMANPolicy 'user - control' extracted to current working directory
spmadmir(U) >

We will now edit the usercontrol.spmiffile to add a new permitted user. A code listing of the new policy

configuration file follows.

© 2010 Infosystems Technology, Inc.
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24
25
26
27
28
29
30
31
32
33
34
35
36
37

<?xml version="1.0" encoding="UTF -8"?>
<Policy
xmlns="http://www.rubix.com/2008/RXSPMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance”

xsi:schemalocation="http://www.rubix.com/2008/RXSPMLSchema
RXSPMLSchema.xsd"

Policyld="user - control"

RuleCombiningAlgld="ordered - permit - overrides">

<Desription>
For all operations:
Allow users included in the allow - users rule target (only spmadmin).
Deny all other users.

</Description>

<Target/>

<Rule Ruleld="allow - users" Effect="Permit">
<Target> <Subjects>
<Subject>
<SubjectMatch Ma tchld="equal">
<AttributeValue DataType="string">spmadmin</AttributeValue>
<SubjectAttributeDesignator Attributeld="subject - name"/>
</SubjectMatch>
</Subject>
<Subject>
<SubjectMatch Matchld="equal">
<AttributeV alue DataType="string">spmuserl</AttributeValue>
<SubjectAttributeDesignator Attributeld="subject - name"/>
</SubjectMatch>
</Subject>
</Subjects> </Target>

</Rule>

<Rule Ruleld="deny - others" Effect="Deny">
<Target/>
</Rule>

</Policy>

© 2010 Infosystems Technology, Inc.
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The new policy file is the same as the original with lines 25-30 added. This adds a new <Subject>
element to our <Subjects>element in the target. In order for a <Subjects>element to evaluate to Match
at least one of its <Subject>elements must evaluate to Match So the new target behavior will evaluate to
Matchif the subjectnameis spmadmiror spmuserl

We update the policy in the repository using the rxpolmani u administrative command. The
rubix.policyupdateauthorization is required to update policies in the repository.

spmadmin(U) > cd /home/spmadmin/policies

spmadminU) > rxpolman -u./user - control.spml
RXPOLMAN: Updated policy 'user - control'

RXPOLMAN: Policy updated from file './user - control.spml’
spmadminU) >

The policy behavior has now been updated and the behavior will become effective with the next database
transaction that starts after the policy update was performed. Note that if other policy sets were
referencing the usercontrol policy their behavior would also be updated.

We can verify the new policy behavior by performing a select on the cat.sch.taliable using the spmuserl
user as follows.

spmuserl(U) > rxisql Zd db

rxsgl:1> select * from cat.sch.tab;

tab.name [tab.pay_grade | tab.organization
| e

spmadmin | 11 | NSA

spmuserl | 9 | CIA

spmuser2 | 5 | DISA

3 records displayed.

rxsgl:i2 >q

spmuserl(U) >

As expected the spmuserhas been permitted access to the tab table.

3.5 Updated Policy Behavior & Hiding the Existence of
Objects

We will now update the usercontrol policy so that it will hide the existence of objects for which a user is
not permitted to access. This is accomplished using the seterror-codeobligation. An obligation is an
action that is taken in concert with a policy decision. The execution of an obligation may be predicated
upon a Permitor Denyoutcome of the policy containing the obligation. In our case, we wish to execute
the obligation if the policy has a Denyoutcome. A code listing of the new policy configuration file
follows.
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1 <?xml version="1.0" encoding="UTF -8"?>

2 <Policy

3 xmins="http://mww.rubix.com/2008/RXSPMLSchema"

4 xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"

5 xsi:schemalocation="http:/Mww.rubix.com/2008/RXSPMLSchema RXSPMLSchema.xsd"
6 Policyld="user - control"

7 RuleCombiningAlgld="ordered - permit - overrides">

8

9 <Description>

10 For all operations:

11 Allow users included in the allow - users rule target (only spmadmin ).
12 Deny all other users.

13 </Description>

14

15 <Target/>

16

17 <Rule Ruleld="allow - users" Effect="Permit">

18 <Target> <Subjects>

19 <Subject>

20 <SubjectMatch Matchld="equal">

21 <AttributeValue DataType="string">spmadmin</AttributeValue>

22 <SubjectA ttributeDesignator Attributeld="subject - name"/>
23 </SubjectMatch>

24 </Subject>

25 <Subject>

26 <SubjectMatch Matchld="equal">

27 <AttributeValue DataType="string">spmuserl</AttributeValue>

28 <SubjectAttributeDesignator Attributeld="sub ject -name"/>
29 </SubjectMatch>

30 </Subject>

31 </Subjects> </Target>

32 </Rule>

33

34 <Rule Ruleld="deny - others" Effect="Deny">

35 <Target/>

36 </Rule>

37

38 <Obligations> <Obligation FulfilOn="Deny" Obligationld="set - error - code">
39 <ErrorCode ErrorCodeld="object - not - found"/>

40 </Obligation></Obligations>

41

42 </Policy>
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The new usercontrol.spmipolicy file differs from the previous version only in the addition of the
<Obligations>element of lines 38-40. Within the <Obligations> element we have a single
<Obligation> that will be executed when the enclosing policy evaluates to Deny The particular action
taken by the obligation is specified by the Obligationldattribute, seterror-codein our case. Obligations
never change the PermitDenybehavior of a policy, so our policy will still only allow spmadmirand
spmuserXhccess to the cat.sch.taliable. The change in behavior we will see is the SQL error code
returned when access is denied to the table. The new policy may be added using the rxpolmani u
command, just as in the previous section. The new policy behavior is shown with the following
commands. Note that they are executed by the spmuser2iser.

spmuser2(U) > rxisgl Zd db
rxsql:1> select * from cat.sch.tab;
select * from cat.sch.tab
AN
named relation is inaccessible or non - existent (RR005)
rxsql:2>q
spmuser2(U) >

Note that the error message returned is n o wiam@d relation is inaccessible or non-existent (RR005)0

where before we added the obligati omeudtypdleyni ed use
access violation (RA013). ®his is useful when security requirements dictate that the existence of an

object be hidden from users.

3.6 Updated Policy Behavior & Controlling a Subtree

We will now change the behavior of the policy so that it controls access to an entire subtree of RDBMS
objects. TmRusTED RuUuBIx (atabase objects are organized as an inverted tree. At the root of the
tree is the database, the database contains catalogs, catalogs contain schemata, and schemata contains
views, tables, and indexes. Currently our usercontrol policy is assigned to and controlling only the
cat.sch.tatliable. The scope of a policy is controlled through the PolicyScopeattribute of the top-level
<Policy> or <PolicySet>element. The PolicyScopeattribute may be Node which is the default, or
Subtree When the PolicyScopss set to Nodethen the policy only controls behavior of the object to
which it is assigned. If the PolicyScopes set to Subtreethen it controls behavior for all subordinate
objects that have no associated policy. When an object has multiple ancestor objects with Subteescoped
policies, the closest ancestor is chosen.

To set our usercontrol policy to have a PolicyScopef Subtreewe change the <Policy> element as
follows. The remaining code in the policy remain the same.
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<Policy

1
2 xmins="http://www.rubix.com/2008/RXSPM LSchema"

3 xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
4

xsi:schemalocation="http://www.rubix.com/2008/RXSPMLSchema
RXSPMLSchema.xsd"

Policyld="user - control"

RuleCombiningA Igld="ordered - permit - overrides"

~

Policy Scope="Subtree" >

The new PolicyScopattribute value is specified on line 7. The new policy may be updated using the
rxpolmani u administrative command. While the usercontrol policy is assigned to the cat.sch.taliable
no difference in behavior will be noticed. This is because the tab table cannot have subordinate objects.
However, if we assign the new usercontrol policy to the cat.sch schemtnen the schschema and all
objects inside the schema (including the tab table) will be protected by the policy. We can accomplish this
as follows.

spmadmin(U)> rxpolman -a user-control -o db.cat.sch
RXPOLMAN: Operating on DBMS Object: 'db.cat.sch’
RXPOLMAN: Policy 'user-control' assigned to DBMS object
spmadmin (U)> rxpolman -a NULL -o db.cat.sch.tab
RXPOLMAN: Operating on DBMS Object: 'db.cat.sch.tab’
RXPOLMAN: Assignment removed from DBMS Object
RXPOLMAN: Policy 'NULL' assigned to DBMS object
spmadmin (U)>

We first assign the new policy to the cat.schschema object. Next, we remove the assignment from the

cat.schtai abl e by assiNgLnd npgo Itihcey .s pNeoctiea It hiat si nce we
schema and then remove it from the table the table is always protected by the policy. Had we first

removed it from the table then there would be a period of time when the table was not under the policy.

When we now attempt to select from the table as spmuserand we receive the following results,

spmuser2(U) > rxisql Zd db
rxsgl:1> select * from cat.sch.tab;
select * from cat.sch.tab
N
named schema is inaccessible or non - existent (3F001)
rxsql:2>q
spmuser2(U) >

note that the error message now indicates the schema does not exist whereas in the previous example of
the policy behavior on the previous page, the error message indicated the table did not exist. This is
because we moved the policy to the schema and it now covers the cat.schschema object. Internally the
catalog is successfully opened but the open on the schema fails. Because the schema is not opened, no
operations may be executed on any object inside the schema. This includes our tab table and any new
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objects that are created inside the schema. This provides a powerful mechanism to create default policy
behavior for new objects. This behavior is demonstrated with the following operations performed by the
spmuseraliser.

spmuserl(U) > rxisql Zd db
rxsql:1> create table cat.sch.MyTable (MyData varchar(50));

rxsgl:2> insert into cat.sch.MyTable values pOnly spmadmin and spmuserl
can see this! R

1 record inserted.
rxsql:3> commit;
rxsgl:i4 >q
spmuserl(U) >

The spmuserds permitted to create the table in the cat.schschema, as expected. The usercontrol policy

is automatically associated with the new MyTablet a bl e because t h @olicySchopefma 6 s
Subtreeas noted in the example at the top of the previous page. The following operations demonstrate

that the spmuser2s denied access to the new table. Note that we did not make any new policy

assignments after we created the MyTabletable.

spmuser2(U) > rxisgl Zd db
rxsgl:1> select * from cat.sch.MyTab;
select * from cat.sch.MyTab
N
named schema is inaccessible or non - existent (3F001)
rxsql:2>q
spmuser2(U) >

As expected the spmuseriser is completely denied access to the cat.schschema and any object it
contains. But the spmadmiruser is permitted to select from the table, as follows.

spmadminU) > rxisql Zd db
rxsgl:1> select * from cat.sch.MyTable;
MyTable.MyData

Only spmadmin and spmuserl can see this!
1 record displayed.

rxsql:2>q

spmadminU) >

The usercontrol policy could be assigned to the catalog or database to increase its scope of control.
Default policy for an entire database may be enabled simply by assigning subtree scoped policy to the
database object. It should be noted that while it is possible to put all policy for all database objects into a
single subtree scoped policy configuration file and then assign it to the database, this is discouraged for all
but very simple policies. This is because there is a performance benefit from partitioning policy logic into
separate configuration files and assigning them to more discrete objects. Also, policy logic that is
partitioned into separate configuration files eases modular policy construction and administration.
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3.7 Updated Policy Behavior 3 MAC Override

by

Our last modification to the usercontrol policy will be to give it MAC override permission. When a policy
has MAC override permission the underlyingMaCcp ol i cy wi | | effectismel y
policy will be relied upon for security behavior. It should be noted that new abjects (i.e., through a create
or insert operation) will always be labeled with the session label irrespective of whether the policy has
MAC override permission. Before we add MAC override permission we will first demonstrate some MAC
behavior without override enabled. Note that the following operations are performed with a session label

of Confidential Able

spmadmin(C Able)> rxisql 1d db

rxsql:1> insert into cat.sch.tab values &ConUserg 12, CIAG
1 record inserted.

rxsql:2> commit;

rxsql:3> select tab.rowlabel, tab.* from cat.sch.tab;

tab.rowlabel | tab.name | tab.pay_grade | tab.organization
| | |
| | |
U | spmadmin | 11| NSA
U | spmuserl | 9|CIA
U | spmuser2 | 5| DISA
|

C ABLE | ConUser
4 records displayed.
rxsql:4>q

spmadmin(C Able)>

12| CIA

Note that we now have a row with a C Ablerow label. While this is visible from a session label of C
Able, it is filtered out by the MAC policy when a user selects from a session label of U, as demonstrated

below.
spmadmin(U)> rxisql Zd db
rxsql:1> select tab.rowlabel, tab.* from cat.sch.tab;
tab.rowlabe |tab.name |tab.pay_grade | tab.organization
----------- | | J s
U | spma dmin | 11 | NSA
U | spmuserl | 9 |CIA
U | spmuser2 | 5 | DISA
3 records displa  yed.
rxsql:2> q
spmadminU)>

We will now add the MAC override permission for the usercontrol policy. This is accomplished by

modifying the MacOverrideattribute of the top-level <Policy> or <PolicySet>element. The

MacOverrideattribute may take a value of false the default, or true. We will set it to true by modifying

the <Policy> element as follows. Note that the remaining policy code does not change.
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1 <Policy

2 xmlns="http://www.rubix.com/2008/RXSPMLSchema"

3 xmins:xsi="http://ww w.w3.0rg/2001/XMLSchema - instance"

4 xsi:schemalocation="http://www.rubix.com/2008/RXSPMLSchema
RXSPMLSchema.xsd"

5 Policyld="user -control"

6 RuleCombiningAlgld="ordered - permit - overrides"

7 Policy Scope="Subtree"

8 MacOverride ="true ">

The policy should be edited and updated in the repository. The MacOverride attribute is on line 8.The
usercontrol policy will now cause operations to execute with MAC override permission as demonstrated
by the following operations.

spmadmin(U)> rxisql Zd db

rxsql:1> select tab.rowlabel, tab.* from cat.sch.tab;

tab.rowlabel |tab.name |tab.pay grade | tab.organizatio n
------------ | | [ o
U | spma dmin | 11 |NSA

U | spmuserl | 9 |CIA

U | spmuser2 | 5 | DISA

C ABLE | ConUser | 12 | CIA

4 records displayed.

rxsql:2>q

spmadmin(U)>

Note that the spmadmiruser is operating with a session label of U and the select returned the C Ablerow.
Care should be taken when constructing policies with MAC Override permissions. The MAC access control
policy is turned off for all operations on objects covered by the policy; therefore, thought must be given to
the desired behavior of all operations on these objects and the sPM policy must constructed accordingly.

3.8 Relationship Between Policy and Views

Views are essentially named, stored select statements on underlying tables. Views do not contain rows as
tables do but merely provide a pre-configured way of looking at the rows of tables they reference. The set
of rows that a view may operate on is completely dependent upon the policies of the referenced tables.
SPM policy may only directly control the creating, opening, and dropping of a view object. The sPM
policies on the underlying tables control which rows a view may access and whether the underlying table
may be opened. This means that once a policy is established on a table, there is no danger that a view may
circumvent that policy.

To demonstrate this we will create a view over the cat.sch.takiable. Note that the view object does not
reside in the schschema and has no sPM policy associated with it.
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spmadmin(U)> rxisql Zd db
rxsgl:1> create schema cat.view_sch;

rxsql:3> create view cat.view_sch.na me_view as select name from
cat.sch.tab;

rxsql:4> commit;
rxsql:5> select * from cat.view_sch.name_view;
name_view.name

ConUser

5 records displayed.
rxsql:6 >q
spmadmin(U)>

Note that the MAC override behavior of name_view s  u n dcatrsdh.talialmegpplies when we select
from the view. Now we attempt to select using spmuser2

spmuser2(U)> rxisql Zd db
rxsql:1> select * from cat.view_sch.name_view;
select * from cat.view_sch.name_view
N
named schema is inaccessible or non - existent (3F001)
rxsgl:i2 >q
spmuser2(U)>

Note that the spmuserds denied access just as they would when selecting from the cat.sch.takliable.
Internally, the select of the view causes a select to be initiated on the underlying table. When the
underlying table is opened the operation fails as access to the schschema is denied.

3.9 Deleting the wser-control/ Policy

We will now demonstrate how to delete the user-control policy from the Trusted Policy Repository. This
is accomplished using the rxpolmani d administrative command. The rubix.policydeleteauthorization is
required to delete policies from the repository. We will attempt to delete the policy as shown below.

spmuser2(U)> rxpolman - d user - control

‘'user - control' assigned to ‘db.cat.sch’
RXPOLMAN: Delete failed with error 20000 (policy is in use)
spmuser2(U)>

The delete has failed because it is still assigned to the db.cat.schobject (see top example on page 14). We
must first remove the policy assignment and then we may delete the policy.
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spmuser2(U)> rxpolman -a NULL - o db.cat.sch;
RXPOLMAN: Operating on DBMS Object: 'db.cat.sch’
RXPOLMAN: Assignment removed from DBMS Object
RXPOLMAN: Policy ‘NULL'" assigned to DBMS object
spmuser2(U)> rxpolman -1 -odb

RXPOLMAN: Operating on DBMS Object: 'db’
RXPOLMAN: Listing policy assignments for database 'db'":
RXPOLMAN: Lsted O policy assignments

RXPOLMAN: Listing was successful

spmuser2(U)> rxpolman  -d user - control
RXPOLMAN: Removed policy 'user - control'
RXPOLMAN: Policy 'user - control' deleted
spmuser2(U)> rxpolman #

RXPOLMAN: Listing policies:

RXPOLMAN: Listed O policie s

RXPOLMAN: Listing was successful

spmuser2(U)>

The user-control policy is no longer in the repository and the database objects are now not under an SPM
policy but are still protected by the DAC and MAC security policies.
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4 CROSS DOMAIN RELEASABILITY POLICY

This example will demonstrate a simple cross domain releasability policy. In this example we will have
two distinct security domains, domainland domain2 We will use the OS-MAC policy to provide the
basic separation between domanl and domain2and use the sPM to write highly specific rules to allow
controlled information flows between the two domains. The requirements of the security behavior are:

- Two domains: domainland domain2

- domain3lstatically connected from the Confidential Abldabel

- domain2statically connected from the Confidential Baketabel

- Assume that spmadmirand spmuserfre from domainland spmuserds from domain2

- Single table in domainlcontaining US government employees with three columns: name
pay_gradeorganizatbn

- Read-write access by domainlto all rows of table
- Read-only access by domain2to a subset of rows in the table where pay_gradeis less than ten

- Users from domain2must not see actual values of organization(e.g., NSA, CIA, etc) but shall see
a A c ofWe Government

- The rows domain2sees must be audited

- No access by domain2to remainder of rows in the table where pay_gradds greater than or equal
to 10

4.1 Database Object Initialization

The database objects will be initialized from domainl The creation of the db database and the application
of the policies should be performed by the spmadmiruser operating at a session label of Unclassified
The creation of the cat catalog, schschema, tab table, and the rows in the table should be performed by
the spmadmiruser operating at a session label of Confidential AbleNote that this database object
initialization is the same as the previous example (on page 3) except that some objects are created at
Confidential Abé. First ensure the db database does not exist, create the db database, and grant database
privileges with the following commands:

spmadminU)>rxdb Zdf db
spmadmin(U> rxisql  Zd master
rxsgl:1> create database db;

rxsql:2> q
spmadminU> rxisql Zd db
rxsqgl:1 > grant all privileges on database to public;

5 privilege s granted.
spmadmin(U)>
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Next we create the cat catalog, schschema, and tab table. Note that we use a session label of Confidential
Able To simplify the tutorial, we will give required DAC permissions for all objects to public. In general it
is recommended to create and add policy before the objects are created but to simplify the presentation we
will forgo creating and adding the policy until the next step.

spmadminC Able )> rxisql Zd db
rxsql:1> create catalog cat;
rxsgl:2> create schema cat.sch;

rxsql:3> create table cat.sch.tab (name varchar(20), pay_grade integer,
organization varchar(20));

rxsgl:4 > insert into cat.sch.tab values pspmadmirk, 11, PpNSAKR,
1 record inserted.

rxsqgl:5 > insertinto cat.sch.tab values pspmuserlR, 9, PpCIAR,
1 record inserted.

rxsgl:6 > insert into cat.sch.tab values pspmuser2R, 5, pDISAR;

1 record inserted.

rxsqgl:7 > grant exec on catalog cat to public;

1 privilege granted.

rxsqgl:8 > grant exec on schema cat.sch to public;

1 privilege granted.

rxsqgl:9 > grant all privileges on table cat.sch.tab to public;
32 privileges granted.

rxsgl:10 > commit;

rxsgl:11 >q

spmadminC Able )>

The database objects are now initialized and we may proceed to creating and adding policy.
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4.2 Policy Initialization

by

This example will introduce modular policy construction. Our global policy sets will consist of smaller

policies, each in their own policy configuration file.

4.2.1 The deny and mac -check Policies

To start, we will create two very simple policies, the denypolicy and the maccheckpolicy. Note that

these Abuilding blocko policies

ma 'y

be

used

n

an

The denypolicy simply always evaluatestoDeny |t i s u-akbdoasoadBogtabcess
when other policies in the policy set did not explicitly permit access. Its use will become clear as the

tutorial progresses. The listing of the deny policy follows.

11 </Description>

13 <Target/>

15 <Rule Ruleld="deny -all* Effect="Deny">
16 <Target/>

17 </Rule>

18 </Policy>

1 <?xml version="1.0" encoding="UTF -8"7>

2 <Policy

3 xmins="http://www.rubix.com/2008/RXSPMLSchema"

4 xmins:xsi="http://www.w3.0rg/2001/ XMLSchemdnstance"

5 xsi:schemalocation="http://www.rubi X.com/2008/RXSPMLSchema
RXSPMLSchema.xsd"

6 Policyld="deny"

7 RuleCombiningAlgld="ordered - deny- overrides">

8

9 <Description>

10 Deny all operations
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by

The denyrule matches all evaluation environments and has a single rule that always evaluates to Deny
Note that a rule with no condition always evaluates to its Effectand that an empty target always evaluates

to Match

The maccheckrule performs an access check for the current operation and object against the operating
s y s t @SHAVBAE security policy. The policy will evaluate to Permitif the current operation is permitted
according to the OS-MAC policy. If the OS-MAC policy would deny the operation then the maccheck

policy evaluates to NotApplicable

1 <?xml version="1.0" encoding="UTF -8"?>
<Policy
xmlns="http://www.rubix.com/2008/RXSPMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema

a A W N

RXSPMLSchema.xsd"
Policyld="mac - check"

RuleCombiningAlgld="ordered - permit - overrides"

© 00 N O

<Description>
10 Perform an OS MACcheck

12 </Description>

14 <Target/>

16 <Rule Ruleld="mac - check- pass" Effect="Permit">
17 <Target/>

18 <Condition>

19 <Apply Functionld="MAC - check"/>

20 </Condition>

21 </Rule>

22 </Policy>

- instance"

xsi:schemalocation="http://ww w.rubix.com/2008/RXSPMLSchema

>

11 Permitif M AC check passes; Not Applicable otherwise
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The targets of both the policy (line 14) and the rule (line 17) are empty, specifying that they both match
all evaluation environments. The maccheckpassrule (lines 16-21) has a single function in its condition,
the MAC-checkfunction (line 19). Note that if the condition evaluates to falsethe rule will evaluate to
NotApplicable

The MAC-checki unct i on automatically performs 8OfMACccess ¢
security policy for the current operation and current object. The function returns true if the operation

would be permitted by the OS-MAC policy and falseotherwise. The MAC-checkfunction also sets an

appropriate error code for the operation when the OS-MAC policy would deny the operation. The error

code is consistent with the OS-MAC information flow requirements in that it will hide the existence of

objects that are not dominated by the session label.

The denyand MAC-checkpolicies as shown in the listings should be placed into policy configuration files
and added to the repository with the rxpolmani ¢ administrative command.

4.2.2 The xdomain -open and xdomain -select Policies

The next two policies control the behavior for the two operations that domain2may perform in domaini
open and select. Our security behavior requirements specify that domain2be able to select certain rows
from the cat.sch.taldable in dormainl. To accomplish this the domain2users will need to open all
database objects in the path to the tab table and to perform the select. Because the sensitivity label of the
domainZlobjects (C Ablg is incomparable with the session label of domain2(C Bakei) the MAC override
permission must be given to domain2

The xdomainopenpolicy will permit domain2to open the required objects (db database, catschema, sch
schema, and tab table).

The xdomainselectpolicy will permit domain2to select the allowable rows.

Both policies will evaluate to NotApplicableif the current operation is not domain2performing an open
(xdomainoper) or select (xdomainselec).

A listing of the xdomairopenpolicy follows.
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1 <?xml version="1.0" encoding="UTF -8"?>

2 <Policy

3 xmins="http://www.rubix.com/2008/RXSPMLSchema"
4

5

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance”

xsi:schemalocation="http://www.rubix.com/2008 /IRXSPMLSchema
RXSPMLSchema.xsd"

Policyld="xdomain - open"
RuleCombiningAlgld="ordered - permit - overrides">

<Description>

10 Allow domain2 user to open domainl object
11 Not Applicable for all others

12 </Description>

13

14 <Target>

15 <Subjects> <Subject>

16 <SubjectMatch Matchld="equal">

17 <AttributeValue DataType="label">C Baker</AttributeValue>

18 <SubjectAttributeDesignator Attributeld="session - label"/>
19 </SubjectMatch>

20 </Subject> </Subjects>

21

22 <Actions> <Action>

23 <ActionMatch Matchld="equal">

24 <AttributeValue DataType="string">open</AttributeValue>

25 <ActionAttributeD  esignator Attributeld="action - type"/>
26 </ActionMatch>

27 </Action> </Actions>

28 </Target>

29

30 <Rule Ruleld="allow - open" Effect="Permit">
31 <Target / >

32 </Rule>

33 </Policy>

All of the policy logic for the xdomairopenpolicy is in its target (lines 14-28). The target matches an
evaluation environment with a session label of C Baker(lines 16-19) and an operation type of open(lines
23-26). If the target matches the evaluation environment then the allow-open rule of lines 30-32 is
evaluated which always evaluates to Permit. Note that the allow-openr u ¢ tagét is empty, which
matches all evaluation environments, and the condition is missing, which implicitly evaluates to true.

A listing of the xdomainselectpolicy follows.
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1 <?xml version="1.0" encoding="UTF ~ -8"?>

2 <Policy

3 xmins="http:/Avww.rubix.com/2008/RXSPMLSchema"

4 xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"

5  xsi:schemalLocation="http://www.rubix.com/2008/RXSPMLSchema RXSPMLSchema.xsd"
6  Policyld="xdomain - select"

7  RuleCombiningAlgld="ordered - permit - overrides">

8

9  <Description>

10 Allow domain2 user restricted select access to domain2 table

11 Only see rows with pa  y_grade less than 10

12 The organization field will be set to "US Government"

13 Rows selected will be audited including the name column

14 </Description>

15

16 <Target>

17 <Subjects> <Subject>

18 <SubjectMatch Matchld="equal">

19 <AttributeValue ~ DataType="label">C Baker</AttributeValue>

20 <SubjectAttributeDesignator Attributeld="session - label"/>
21 </SubjectMatch>

22 </Subject> </Subjects>

23

24 <Actions> <Action>

25 <ActionMatch Matchld="equal">

26 <AttributeValue DataType="stri ng">row - select</AttributeValue>
27 <ActionAttributeDesignator Attributeld="action -id"/>

28 </ActionMatch>

29 </Action> </Actions>

30 </Target>

31

32 <Rule Ruleld="allow - select" Effect="Permit">

33 <Target/>

34 <Condition>

35 <Apply Functionld="less -t han">

36 <AttributeSelector RequestContextPath="db.cat.sch.tab.pay_grade" DataType="integer"/>
37 <AttributeValue DataType="integer">10</AttributeValue>

38 </Apply>

39 </Condition>

40 </Rule>

41

42 <oObligations>

43 <Obligation FulfillOn="Permit" Obligationld="set - field">

44 <AttributeValue DataType="string">db.cat.sch.tab.organization</AttributeValue>
45 <AttributeValue DataType="string">US Government</AttributeValue>
46 </Obligation>

47

48 <Obligation FulfillOn="Permit" Obligationld="audit">

49 <AttributeSelector RequestContextPath="db.cat.sch.tab.name" DataType="string"/>
50 </Obligation>

51 </Obligations>

52

53 </Policy >
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The xdomainselectpolicy contains the bulk of the logic for our security behavior. The policy target
matches an evaluation environment with a session label of C Baker(lines 18-21) and an operation of row-
select(lines 25-28). If the policy target is matched then the allow-selectrule (lines 32-40) is evaluated,;
otherwise, the policy evaluates to NotApplicable The allow-selectrule evaluates to Permitif the
db.cat.sch.tab.pay_graaelumn value (as specified by the <AttributeSelector>of line 36) is less than a
value of 10. Internally, this policy will be evaluated against every possible row in a result set and rows
that do not result in a policy evaluation of Permitwill be filtered out. Thus, a select from the C Baker
session label will result only in rows whose pay_gradss less than 10.

The xdomainselectpolicy also has two obligations (lines 42-51). Both obligations are executed only if

the xdomainselectpolicy evaluates to Permitand the top-levelpolicy set evaluates to Permit The is

specified by the FulfillOn attribute of the <Obligation> elements. Note that if a select operation occurs

where our xdomainselectpolicy is not applicable (e.g., from the C Ablesession label) then the

obligations will not be executed. Thus, an obl i gat i o tiedtsthedogieotthet i on i s i
containing policy.

The first obligation, a setfield obligation (lines 43-46), will set the value of the organizationcolumn of

each row that is in the permitted result set. Conceptually, a setfield obligation sets the column value after

the row has been read (for select operations) and before the row has been written (for insert and update

operations). Note that if a select on a table is performed as part of an sQL insert or update statement, our

setfield obligation will still be executed. The setfield obligation takes two arguments. The first specifies

the column whose value is to be set. In our case the <AttributeValue>element of line 44 specifies the
db.catsch.tab.organizatioc ol umn val ue. The second argument i s t
Government . o0 Note that the secon @oreamgelsitmaybé need n
calculated from sPML functions or be one of the attribute selector elements.

The second obligation, an audit obligation (lines 48-50), will create an audit record. The audit record will
always contain a default set of attributes, such as the subject name, operation type, and session label.
Optionally, a customized string value may be included in the audit record. This is accomplished by adding
a single, optional argument to the audit obligation, in our case the value of the db.cat.sch.tab.name
column (line 49). Note that multiple values may be easily combined into a single value using the
concatenatdunction.

The xdomainropenand xdomainselectpolicies as shown in the listings should be placed into policy
configuration files and added to the repository with the rxpolmani ¢ administrative command.

4.2.3 The open -obj and table -obj Policy Sets

We now introduce the policy set construct to our tutorial. Policy sets combine the outcome of multiple
policies or policy sets into a single outcome. Policies and policy sets may be explicitly included or
referenced by identifier. In our case, we will be referencing our previously defined policies by their
identifier. Policy sets may also contain obligations, but may not contain any rules. The policies and policy
sets are combined according to a policy combining algorithm, which is very similar to a rule combining
algorithm.

Our example includes two policy sets, the openobj and table-obj policy sets. Both policy sets are top-
level and will be assigned to objects. Both contain the MAC override permissions needed for cross level
operations, as seen by the MacOverrideattributes of the <PolicySet>elements. Note that none of the
previously defined policies have the MAC override permission. The MAC override permission is only
meaningful for a top-level policy or policy set and applies to all policies under it. The operobj policy set
contains all of the logic for opening the database, catalog, and schema objects. The table-obj policy set
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contains all of the logic to open and select from the table. Note that the logic in both policy sets covers
both the inter-domain case and the intra-domain case.

A listing of the openobj policy set follows.

1 <?xml version="1.0" encoding="UTF -8"7>

2 <PolicySet

3 xmins="http://www.rubix.com/2008/RXSPMLSchema"

4 xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
5

xsi:schemalocation="http://www.rubix.com/2008/RXSPM LSchema
RXSPMLSchema.xsd"

6 PolicySetld="open - obj"

7 MacOverride="true"

8 PolicyCombiningAlgld="ordered - permi t - overrides">
9 <Description>

10 Logic for opening an object

11 First, permit if passes MAC check

12 Second, permit if allowable cross domain context

13 Third, deny all others

14 </Description>

15 <Target/>

16 <PolicyldReference>mac - check</PolicyldReference>
17 <Policyl dReference>xdomain - open</PolicyldReference>
18 <PolicyldReference>deny</PolicyldReference>

19 </PolicySet>

The MAC override permission is specified on line 7. The policy set uses an orderedpermitoverrides
policy combining algorithm. This causes the policies to be evaluated in order and the policy set
immediately evaluates to Permitif any included policy evaluates to permit. Note that each included
policy, other than the denypolicy, either evaluates to Permitor NotApplicable Therefore, the denypolicy
will only be evaluated if all other policies evaluate to NotApplicable Because the denypolicy always
evaluates to Deny; it causes our policy set to evaluate to Denyif no other policy is applicable. The open
obj policy set has an empty target (line 15) so it matches all evaluation environments. It will first evaluate
the maccheckpolicy (line 16).

If the operation passes the MAC check (i.e., it is an intra-domain operation) then our policy set evaluates to
Permit, otherwise, the xdomairopenpolicy (line 17) is evaluated.

If the xdomainopen policy evaluates to Permit(i.e., it is an inter-domain open operation) then our policy
set evaluates to Permit, otherwise, the denypolicy (line 18) will be evaluated and our policy set will
evaluate to Deny

The openobj policy set as shown in the listing should be placed into a policy configuration file and added

to the repository with the rxpolmani ¢ administrative command. It should then be assigned to the db
database, db.catcatalog, and db.cat.sctschema objects using the rxpolmani a administrative command.
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Note that we could have used a scope of Subtreefor this policy set and then simply assigned it to the db

database object. However, this would give domain2open operation access to all of domain® s

A listing of the table-obj policy set follows.

object .

1 <?xml version="1.0" encoding="UTF -8"7>

2 <PolicySet

3 xmins="http://www.rubix.com/2008/RXSPMLSchema"

4 xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”

5 xsi:schemalocation="http://www.rubix.com/2008/RXSPMLSchema ../common -

scripts/RXSPMLSchema.xsd"
6 PolicySetld="table - obj"
7 MacOverride="true"
8 PolicyCombiningAlgld="ordered - permit - overrides">
9 <Description>

10 Logic for table object

11 First, permit if passes MAC check
12 Second, permit if allowable cross domain select
13 Third, permit if allowable cross domain open

14 Fourth, deny all others

15 </Description>

16 <Target/>

17 <PolicyldReference>mac - check</PolicyldReference>

18 <PolicyldReference>xdomain - select</PolicyldRef erence>
19 <PolicyldReference>xdomain - open</PolicyldReference>

20 <PolicyldReference>deny</PolicyldReference>

21 </PolicySet>

The table-obj policy set is very similar to the previously discussed openaobj policy set. The only

difference is the addition of the xdomainselectpolicy. Note that including policies by reference allows
for efficient code reuse as our maccheck xdomainopen and denypolicies are used in both policy sets. It
may also be noted that the table-obj policy set will work properly as a substitute for the openobj policy
set. This is because the xdomainselectpolicy will always evaluate to NotApplicablefor operations on
databases, catalogs, and schemata. Thus, we could only have a single policy set for our security behavior.
For our simple example this is attractive. In practice care must be taken to avoid excessive complexity in

the policy logic especially when additional logic may be added in the future.

The table-obj policy set as shown in the listing should be placed into a policy configuration file and added
to the repository with the rxpolmani c administrative command. It should then be assigned to the db.cat.sch.tab
table object using the rxpolmani a administrative command. Note that applying policy to a database must

be performed with a sessi on MUeclssifiedinehi oase.l

t o
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4.3 Policy Behavior

The expected behavior of our example will be for users from domainl(spmadmirand spnuserl
operating at C Ablg will be able to read/write all rows in the cat.sch.taliable while users from domain2
(spmuseradperating at C Baker) will be able to read a subset of the rows (where pay_grade< 10).

Furthermore, for domain2users the organizatoncolumn  wi | | be sgGotviecranlnieyn tsoe ta ntdo

the rows accessed will be audited.

First, we shall demonstrate the domainl behavior by selecting from the table using spmuserZt a session
label of C Able

spmuserl(C Able )> rxisql Zddb

rxsgl:1>  select rowlabel, tab.* from cat.sch.tab;

tab.rowlabel | tab.name | tab.pay grade | tab.organization
------------ | | |
C ABLE | spmadmin| 11 | NSA

C ABLE | spmuserl | 9 | CIA

C ABLE | spmuser2 | 5 | DISA

3 records displayed.

rxsq l:2 >q

spmuserl(C Able)>

As expected all rows are accessible in to the domainluser. We now demonstrate the cross domain
behavior by selecting from the table using a domain2user, spmuser2t C Baker

spmuser2(C Baker)> rxisgl Zd db

rxsgl:1> select rowlabel, tab.* from cat.sch.tab;
tab.rowlabel |tab.name |tab.pay_grade |tab.organ ization

C ABLE | s pmuserl | 9 | US Government
C ABLE | spmuser2 | 5 | US Government
2 records displayed.

rxsql:2>q

spmuser2(C Baker)>

When the spmuseraiser selects from the table they only receive rows where pay_gradsis less than 10
and the organizationcolumnh as been set t o @ US Tksomatehas oumdesired o
security behavior. The rows selected were also audited as shown below. The audit records contain the
standard auditdataandth e A Opt i onal Dat a0 f nhamkcdumoas axgected. n s
Note that the spmadmiruser must perform the rxauditrpt operation at a label that dominates the audit
records, preferably system high.
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spmadmin(C Baker)> rxauditrpt -ddb

sql_spm_event
UID: spmuser2
GID: user
Database: db
Session label: C BAKER
Operation status: Success
Timestamp: 11:44:30:05:06:2008
Transaction ID: 1212659070.863591
Process ID: 626
Session ID: 261
Operation: row - select
Resource name:

db.cat.sch.tab.name:db.cat.sch.tab.pay grade:db.cat.sch.tab.organization:db.cat.sch.t
ab.rowlable

Resource label: C ABLE

SPM Outcome: PERMIT

Optional Data: spmuserl

sqgl_spm_event
UID: spmuser2
GID: user
Database: db
Session label: C BAKER
Operation status: Success
Timestamp: 11:44:30:05:06:2008
Transaction ID: 1212659070.863591
Process ID: 626
Session ID: 261
Operation: row - select
Resource name:

db.cat.sch.tab.name:db.cat.sch.tab.pay_grade:db.cat.sch.tab.organization:db.cat.sch.t
ab.rowlable

Resource label: C ABLE

SPM Outcome: PERMIT

Optional Data: spmuser2

spmadmin(C Baker)>

When a policy is created for a select operation it controls the reading of records from any SQL operation,
including the insert operation as demonstrated below.
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spmuser2(C Baker)> rxisql Zddb

rxsql:1> create catalog d2_cat;

rxsql:2> create schema d2_cat.d2_sch;

rxsql:3> create table d2_cat.d2_sch.d2_tab (hame varchar(20), pay_grade
integer, organization varchar(20));

rxsql:5> insert into d2_cat.d2_sch.d2_tab select * from cat.sch.tab;

2 records inserted.

rxsql:6> commit;

rxsql:1> select rowlabel,t ab.* from d2_cat.d2_sch.d2_tab ;
d2_tab.rowlabel |d2_tab.name |d2_tab.pay grade |d2_tab.organization

C BAKER | spmuserl | 9 | US Government
C BAKER | spmuser2 | 5 | US Government
2 records displayed.

rxsql:2>q

spmuser2(C Baker)>

Here we have created a duplicate catalog, schema, and table, each with a d2_prefix. We then inserted all
available rows from cat.sch.takinto d2_cat.d2_sch.d2_tablote that only rows permitted for domain2to
read from cat.sch.talwere inserted into d2_cat.d2_sch.d2_tallso note that the organizationcolumn
has been set t WhilandtShowadhe $QL msenteoperationtalso produced audit records
for the select from cat.schtab. Similar behavior would occur if the cat.sch.taliable were read from to
satisfy an sQL delete operation or if it were referenced through an sQL view.
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5 INDIVIDUAL TABLES WI TH IP ADDRESS WHITE LISTS

This example will use the sPM to create a white list of 1P addresses for individual tables. The white list
will map a named table to a set of 1P addresses from which users are allowed to access the table.
Furthermore, the white list will be maintained in a special table and will be updatable using standard sQL
operations. Updates to the white list table are restricted to an administrative user from the localhost

5.1 Database Object Initialization

The database should first be initialized as described in Section 2.2. Next, the spmadmiruser should create
the policy_data_taliable as follows:

spmadmin(U)> rxisql Zd db

rxsql:1> create catalog policy data_cat;

rxsql:2> create schema policy_data_cat.policy_data_sch;
rxsql:3> set schema policy_data_cat.policy_data sch;

rxsgl:4> create table policy data_tab (table_name varchar(150),
ip_address varchar(50));

rxsgl:5> grant exec on catalog policy data_cat to public;

1 privilege granted.

rxsgl:6> grant exec on schema policy data_cat.policy_data_sch to public;
1 privilege granted.

rxsgl:7> grant all privileges on
policy_data_cat.policy_data_sch.policy_data_tab to public;

24 privileges granted.

rxsql:8> commit;

rxsgl:9> q

spmadmin(U)>

Policy data is any DBMS table data used to make security policy decisions. It should be considered
security critical data, much like the shadow passwdfile on an operating system. Here we intend to isolate
our policy data into its own catalog, schema, and table. This is good practice allowing easy policy control
of updates. Note that we have granted DAC privileges to public. This is done because we want to
emphasize the behavior of the SPM and not the DAC policy. In practice, it would be better to assign DAC
privileges only to administrators of the policy data.

Our policy_data_tatable will contain one row for each allowable table name / IP address mapping. If a
row exists in the table then the IP address given by the ip_addressolumn is permitted to access the table
given by the table_nameolumn. Note that the values in the ip_addressolumn must adhere to the syntax
for the sPM6 BAddresddata type and the values of the table_nameolumn must be the fully specified
table names (e.g., db.cat.sch.tap

5.2 The policy -data Policy Set

The policy-datapolicy set will control access to the entire policy_data_catatalog subtree. In practice,
controlling the entire subtree with a single policy will make it secure and easy to add more types of table-
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stored policy data. In this policy set, we introduce explicitly including a policy within a policy set. The
same technique may be used for explicitly including a policy set within another policy set. Note that we
re-use the denypolicy defined in Section 4.2.1. It should be present in the policy repository for this
example to function properly. A listing of the policy-datapolicy set follows.
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<?xml version="1.0" encoding="UTF -8"?>

<PolicySet
xmins="http://www.rubix.com/2008/RXSPMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="http://www.rubix.com/2008/RXSPMLSchema
PolicySetld="policy - data"
PolicyScope="Subtree"
PolicyCombiningAlgld="ordered - permit - overrides">
<Description>

Policy for any operation within the policy_data_cat

All ow op only if administrator from localhost

Deny all others
</Description>

<Target/>

<Policy Policyld="policy - data - admin" RuleCombiningAlgld='

<Target>
<Subjects> <Subject>

<SubjectMatch Matchld="equal">

RXSPMLSchema.xsd"

‘ordered - permit - overrides">

<Attribu teValue DataType="string">spmadmin </AttributeValue>

<SubjectAttributeDesignator Attributeld="subject
</SubjectMatch>

<SubjectMatch Matchld="equal">

-name"/>

<AttributeValue DataType="ipAddress">127.0.0.1</AttributeValue>

<SubjectAttributeDesignator Attributeld="i
</SubjectMatch>
</Subject> </Subjects>
</Target>

<Rule Ruleld="permit - all" Effect="Permit"> <Target/></Rule>

</Policy>

<PolicyldReference>deny</PolicyldReference>

36 </PolicySet>

p- address"/>
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The policy-data policy set has a scope covering a subtree (line 7). The policy set uses the previously

described orderedpermitoverridespolicy combining algorithm. The two enclosed policies will be

evaluated in order and any Permitoutcome will take precedence. The policy set contains two policies, the

explicitly included policy-data-adminpolicy of lines 16-32 and the denypolicy which is included by

reference (line 34). The general policy logic is that either the policy-datazadminpolicy evaluates to

Permitor the denypolicy will evaluate to Deny As before, thedenyp ol i cy i s waddd adsora afinc
evaluation environment that does not produce a Permitfrom any of the other policies.

All logic for the policy-data-adminpolicy is contained in its target of lines 18-29. The <Subject>element
contains a conjunctive sequence of <SubjectMatch>elements. Therefore, all <SubjectMatch>elements
must evaluate to Matchfor the <Subject>(and <Target>) to evaluate to Match In our case, the subject
namemust be spmadmirand the ip-addresamust be 127.0.0.1 (localhost).

If the target evaluates to Matchthen the permitrule rule of line 30 causes the policy (and policy set) to
evaluate to Permit

If the policy-dataadminpolicy evaluates to NotApplicablethen the denypolicy referenced on line 34 will
cause the policy set to evaluate to Deny.

The policy-datapolicy set as shown in the listing should be placed into a policy configuration files and
added to the repository with the rxpolmani ¢ administrative command. It should then be assigned to the
dbpolicy_data_catatalog using the rxpolmani a administrative command.

5.3 The user -table Policy Set

The usertablepolicy set performs the lookuptodete r mi ne i f Iptaddressissapprovede ct 6 s
according to the rows in the policy_data_taltable. If the 1P address is approved for the table being
accessed it permits the operation; otherwise, it denies the operation.

This policy set introduces importing database column values into a policy. Importing database columns
into a policy is the act of extracting all values of any database column whose rows pass a predicate-filter.
The column import process produces results analogoustothesQLs t a t e me importdotumnfrenc t
importtable where filter-predicate= true. ternally, all rows in the import table are iterated upon and
the predicate-filter is applied. If a row passes the predicate-filter then the value of the import column is
added to the multi-valued bag. The predicate-filter may reference any column value in the iterated row
using the <ImportFieldSelector>element. The values used for the predicate-filter may come from any
column from the table whose column is being imported.

In our example, the SQL statement that is equivalent to our column importis i s e Ip eaddtesdrom
policy data_tatwhere table _names tablename where table-nameis the resource attribute containing
the name of the table currently being operated upon (db.cat.sch.tap In our policy, the resultant multi-
valued bag will be examined, using the is-in function, to test if the subject attribute ip-addresss present.
Presence of the ip-addresscontext attribute in the bag implies the operation is permissible. A listing of
the usertable policy set follows.
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<?xml version="1.0" encoding="UTF -8"?>
<PolicySet
xmins="http://www.rubix.com/2008/RXSPMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="http://www.rubix.com/2008/RXSPMLSchema RXSPMLSchema.xsd"
PolicySetld="user -table"
PolicyCombiningAlgld="ordered - permit - overrides">
<Description>
Policy for any operation on the user table.
Allow op only if from allowed IP address as configured in policy_data_tab.
If a row in policy_data_tab has table_name column equal to the user table name
then the corresponding value of the ip - address column
specifies an allowed IP address for the user table.
Deny all others.

</Description>

<Target/>
<Palicy Policyld="user - table -ip - list" RuleCombiningAlgld="ordered - permit - overrides">
<Target/>
<Rule Ruleld="ip -list -rule" Effect="Permit"><Target/>
<Condition>

<Apply Func tionld="is -in">
<SubjectAttributeDesignator Attributeld="ip - address"/>

<ImportColumnSelector

RequestContextPath="db.policy_data_cat.policy_data_ sch.policy_data_tab.ip_address"

DataType="ipAddress">
<Apply F unctionld="equal">
<ImportFieldSelector
RequestContextPath="db.policy_data_cat.policy_data_sch.policy_data_tab.table_name"
DataType="string"/>
<ResourceAttributeDesignator Attributeld="table - name"/>
</Apply>
</ImportColumnSelector>
</Apply>
</Condition>
</Rule>

</Policy>

<PolicyldReference>deny</PolicyldReference>

</PolicySet>
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As with the policy-datapolicy set, the usertable policy set contains two policies. The first, usertable-ip-
list, will perform the IP address lookup in the policy_data_taliable. The second, deny will deny all
operations not permitted by the first policy. The bulk of the logic for the policy set is contained within the
<Condition> element of lines 21-35. The top-level element within the <Condition> is the is-in function

(line 22). The is-in function returns true if the first argument, the ip-address

<SubjectAttributeDesignator®f line 23, is contained within the multi-valued bag defined by the second

argument, the <ImportColumnSelector>f lines 24-33.

The <lmportColumnSelectorelement references the policy_data_tab.ip_addres®lumn as specified by
its RequestContextPatttribute of line 25. The <ImportColumnSelectorxontains a single argument
(lines 27-32) which defines the predicate-filter. The predicate-filter tests for equality between the value of
the policy_data_tab.table_ amecolumn (lines 28-30) and the table-nameresource attribute (line 31). The
value of the policy_data_tab.table_narmeelumn is extracted using the <ImportFieldSelector>element.
The <ImportFieldSelector>element extracts the table_nameolumn value from the current import table

row as the <lImportColumnSelectoroops through all rows in the table.

The usertablepolicy set as shown in the listing should be placed into a policy configuration file and
added to the repository with the rxpolmani ¢ administrative command. It should then be assigned to the

db.cat.sch.takiable using the rxpolmani a administrative command.

5.4 Policy Behavior

The expected behavior for the tab table is that only a user connecting from a permitted 1P address will be

able to perform operations. The expected behavior for the policy data_talable is that only the spmadmin

user connecting from the localhostwill be permitted to perform operations. Note that the policy_data_tab
table currently contains no rows. We will attempt some operations by the spmuserXonnecting from the

localhoston both tables. Note thattheiPra d dr ess has been

added

to t

spmuserl(U,127.0.0.1 )> rxisql Zddb
rxsql:1> select * from cat.sch.tab;
select * from cat.s ch.tab
N
security policy access violation (RA013)
rxsql:2> select * from policy _data_cat.policy _data_sch.policy data_tab;
select * from policy_data cat.policy data_sch.policy data tab

security policy access violation (RA013)
rxsgl:3> q
spmuserl(U,127.0.0.1 )>

As expected access to both tables has been denied. We will now add a row in the policy data_tab

permitting access from localhostto the tab table.
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spmadmin(U,127.0.0.1)> rxisql Zddb

rxsqgl:1 > insert into policy_data_cat.policy_data_sch.policy data_tab
values 'db.cat.sch.tab’, '127.0.0.1";

1 record inserted.

rxsgl:2 > commit;

rxsql:3>q

spmadmin(U,127.0.0.1)>

As expected the spmadmiruser is permitted to access the table from localhost Next, we will verify that

access to the cat.schtab table is now permitted for spmuserXrom localhost

spmuserl(U,127.0.0.1)> rxisgl Zd db

rxsqgl:1> insertinto cat.sch.tab values pspmadmirk, 11, PpNSAKR,
1 record inserted.

rxsgl:2> insert into cat.sch.tab values pspmuserlR, 9, PpCIAR,
1 record inserted.

rxsgl:3> insert into cat.sch.tab values pspmuser2R, 5, pDISAR;

1 record inserted.
rxsql:4> commit;
rx sql:5> select * from cat.sch.tab;

tab.name | tab.pay_grade | tab.organization
| e

spmadmin | 11 | NSA

spmuserl | 9 |CIA

spmuser2 | 5 | DISA

3 records displayed.

rxsql:6>q

spmuser1(U,127.0.0.1)>
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Next, we will add a second permitted IP address to the policy_data_takiable. Note that you must have a
remote host configured to connect to the TrusTED Ru®BIx database for this part of the example.
We will use the Ip address 192.168.1.1. You should use the IP address that corresponds to your remote
host.

spmadmin(U,127.0.0.1)> rxisql Zddb

rxsql:1> insert into policy_data_cat.policy_data_sch.policy data_tab
val ues 'db.cat.sch.tab’, '192.168.1.1 "

1 record inserted.

rxsql:2> commit;

rxsql:3> select * from policy _data_cat.policy_data_sch.policy data_tab;

policy data tab.table name | policy_data_tab.ip_address
................................. - | .
db.cat.sch.tab | 127.0.0.1

db.cat.sch.tab | 192.168.1.1

2 records displayed.

rxsgl:4> q

spmadmin(U,127.0.0.1)>
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Lastly we will verify that spmuserInay access the tab table from 192.168.1.1.

spmuserl(U, 192.168.1.1)> rxisql Zd db @dbserver
rxsgl:1> select * from cat.sch.tab;
tab.name | tab.pay grade |tab.organization

spmadmin | 11 | NSA
spmuserl | 9 | CIA
spmuser2 | 5 | DISA
3 records displayed.

rxsql:2>q

spmuserl(U, 192.168.1.1)>
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6 ROW ACCESS RESTRICTED TO ROW CREATOR

The example will use the SPM to control access to rows in a table so that only the user who inserted the
row will be able to access it. We will refer to the inserter of the row as its creator.

6.1 Database Object Initialization

The database objects should be initialized as described in Section 2.2.

6.2 The user -table -table -ops Policy

The use-table-opspolicy allows all table based operations (e.g., table-open). As it is not the intent of this
example to control table based operations all are allowed. A listing of the usertable-table-opspolicy
follows.

<?xml version="1.0" encoding="UTF -8"7>
<Policy
xmIns="http://Awww.rubix.com/2008/RXSPMLSchema"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"

1
2
3
4
5 xsi:schemalocation="http://mww.rubix.com/2008 IRXSPMLSchemd&XSPMLSchema.xsd"
6 Policyld="user -table -table -ops"

7 RuleCombiningAlgld="ordered - permit - overrides">

8

9 <Description>

10 Allow all table operations.

11 </Description>

12

13 <Target> <Actions> <Action>

14 <ActionMatch Matchld="regexp - match">

15 <AttributeValue DataType="string">table - *</AttributeValue>

16 <ActionAttributeDesignator Attributeld="action -id"/>

17 </ActionMatch>

18 </Action> </Actions> </Target>

19

20 <Rule Ruleld="allow - all" Effect=" Permit"> <Ta rget/> </Rule>

21 </Policy>
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The policy simply uses a regular expression match (regexpmatchfunction on line 14) to target all
operations with a prefix of i t ad Theeallow-all rule (line 20) permits all operations that match the
target.

The usertable-table-opspolicy as shown in the listing should be placed into a policy configuration file
and added to the repository with the rxpolmani ¢ administrative command.

6.3 The user -table -insert Policy

The usertableiinsertpolicy defines security behavior for the row-insert operation. All inserts are
permitted and the setfield obligation is used to set the namecolumn to the value of the subjectname
subject attribute. The result will be that all rows in our table will contain their creator in the namecolumn.
A listing of the usertable-insertpolicy follows.
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1 <?xml version="1.0" encoding="UTF -8"?>

2 <Policy

3 xmins="http://www.rubix.com/2008/R XSPMLSchema"

4 xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”

5 xsi:schemalocation="http://www.rubix.com/2008 IRXSPMLSchema
RXSPMLSchema.xsd"

6 Policyld="user -table -insert"

7 RuleCombiningAlgld="ordered - permit - overrides">

8

9 <Description>

10 For insert operations:

11 Allow all inserts.

12 Obligation that sets name column to subject - name of inserter.

13 </Description>

15 <Target> <Actions> <Action>

16 <ActionMatch Matchld="equal">

17 <AttributeValue DataType="string">row - insert</AttributeValue>
18 <Actio nAttributeDesignator Attributeld="action -id"/>

19 </ActionMatch>

20 </Action> </Actions> </Target>

21

22 <Rule Ruleld="permit - all" Effect="Permit"> <Target/> </Rule>

23

24 <Obligations> <Obligation FulfillOn="Permit" Obligationld="set - field">
25 <AttributeValue DataT  ype="string">db.cat.sch.tab.name</AttributeValue>
26 <SubjectAttributeDesignator Attributeld="subject - name"/>

27 </Obligation> </Obligations>

28

29 </Policy>

The usertable-iinsertpolicy target (lines 15-20) matches all row-insertoperations. The permitall rule of
line 22 will permit all evaluations that match the target. Therefore, all row-insertoperations will be
permitted. The obligation of lines 24-27 will use the setfield obligation to set the namecolumn (specified
on line 25) with the value of the subjectnamecontext attribute (specified on line 26). Note that the name
column will be set prior to the insert taking place in the database and will override any value that was
included as part of the SQL insert statement.
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The usertable-insertpolicy as shown in the listing should be placed into a policy configuration file and
added to the repository with the rxpolmani c administrative command.

6.4 The user -table -sel/-del-upd Policy

The usertable-setdelupdpolicy controls all row-select row-delete and row-updateoperations on our
table. The policy allows all operations that operate on a row created by the subject. Additionally, the
policy will deny any update operation that attempts to modify the namecolumn. Denying such updates is
necessary to maintain the integrity of the name column always representing the creator. This policy will
introduce the <VariableDefiniion> and <VariableReferencexlements. These two elements are very
useful for writing efficient and modular policy code. The named <VariableDefintion>element may be
used to represent any expression and the <VariableReferencexlement may be used to reference that
expression by name anywhere in the policy. Variable definitions may contain other variable definitions
and be nested. A listing of the usertable-seldelupd policy follows.
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<?xml version="1.0" encoding="UTF -8"?>
<Policy xmins="http://www.rubix.com/2008/RXSPMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="http://www.rubix.com/2008 /IRXSPMLSchem&XSPMLSchema.xsd"
Policyld="user -table -sel -del - upd"
RuleCombiningAlgld="ordered - permit - override s">
<Description>

Permit select, delete , and update operations only by row creator.

Do not permit name column to be updated.
</Description>

<Target/>

<VariableDefinition Variableld="is - creator">
<Apply Functionld="equal">
<SubjectAttributeDesignator Attributeld="subject - name"/>
<AttributeSelector RequestContextPath="db.cat.sch.tab.name" DataType="string"/>

</Apply> </VariableDefinition>

<Rule Ruleld="select - delete -rule" Effect="Permit">
<Description> select and delete only allowed by creator </Description>
<Target> <Actions>
<Action> <ActionMatch Matchld="equal">
<AttributeValue DataType="string">row - select</AttributeValue>
<ActionAttributeDesignator Attributeld="action -id"/>
</ActionMatch></Action>
<Action> <ActionMatch Matchld="equal">
<AttributeValue DataType="string">row - delete</AttributeValue>
<ActionAttributeDesignator Attributeld="action -id"/>
</ActionMatch></Action>

</Actions> </Target>

<Condition> <VariableRefer ence Variableld="is - creator"/> </Condition>

</Rule>

<Rule Ruleld="update -rule" Effect="Permit">
<Description>  Update only by creator; not permitted to update name column </Description>
<Target> <Actions> <Action> <ActionMatch Matchld="equal">

<Attribut eValue DataType="string">row - update</AttributeValue>

<ActionAttributeDesignator Attributeld="action -id"/>

</ActionMatch></Action> </Actions> </Target>

<Condition>
<Apply Functionld="and">
<VariableReference Variableld="is - creator"/>
<Apply Functionld="not">
<Apply Functionld="is -in">
<AttributeValue DataType="string">db.cat.sch.tab.name</AttributeValue>

<ResourceAttributeDesianator Attributeld="column - name"/>
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Lines 13-17 contain a variable definition expression that returns true if the current subject is the creator of
the current row; otherwise, it returns false A variable definition may contain any expression that
evaluates to a single or multi-valued bag. It may be referenced by name multiple times within its enclosed
policy. In our policy it is referenced on lines 32 and 44.

Our policy contains two rules which are combined with the orderedpermitoverridesrule combining

algorithm. The first rule, selectdeleterule (lines 19-33) controls all row-selectand row-deleteoperations

onour table. The target of lines 21-30mat ches all such ope@i®3consiss. The
of a reference to the is-creatorvariable definition of lines 13-17. The logic of the selectdeleterule rule is

to allow only select and delete operations on rows by its creator. The second rule, updaterule (lines 35-

49), controls all row-updateoperations on our table. It is similar to the sele¢-deleterule with the added

requirement that the namecolumn not be updated. Its condition uses and logic to combine the is-creator

variable reference (line 44) with a check of whether the name column is part of the update operationd s
columnnameresource attribute (lines 45-48).

The usertable-setdelupdpolicy as shown in the listing should be placed into a policy configuration file
and added to the repository with the rxpolmani ¢c administrative command.

6.5 The user-table Policy Set

The usertablepolicy set contains all of the policy logic for the db.cat.sch.taltable. It simply references
each policy previously discussed. It evaluates to permit if any policy evaluates to permit. Note that this
policy uses the denypolicy described in Section 4.2.1. A listing of the usertable policy set follows.
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<?xml version="1.0" encoding="UTF -8"?>

<PolicySet

xmlns="http://www.rubix.com/20 08/RXSPMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
xsi:schemalocation="http://www.rubix.com/2008 IRXSPMLSchem&XSPMLSchema.xsd"

PolicySetld="user - table"
PolicyCombiningAlgld="ordered - permit - overrides">
<Description>

Logic for user table object

First : permit if table - * operation

Second: permit sel  ect and delete if performed by owner (subject
equals name column)

and permit update if by creator and not updating name column.

Third : permit if insert, but force name colum n to be subject
attribute

Fourth : deny all others
</Description>
<Target/>
<PolicyldReference>user -table -table -ops</PolicyldReference>
<PolicyldReference>user -table - sel - del - upd</PolicyldReference>
<PolicyldReference>user -table - insert</PolicyldRefer ence>
<PolicyldReference>deny</PolicyldReference>
</PolicySet>

- name

- name

The usertablepolicy set as shown in the listing should be placed into a policy configuration file and
added to the repository with the rxpolmani ¢ administrative command. It should then be assigned to the
db.cat.sch.taliable using the rxpolmani a administrative command.

6.6 Policy Behavior

Our expected behavior is that users may only access rows which they created. Also, we expect update
operations to fail if they attempt to update the namecolumn.

First, we will insert a row using the spmadmiruser as follows.
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spmadmin(U)> rxisql Zd db

rxsql:1> insert into cat.sch.tab values ‘whatever’, 11, 'NSA’;

1 record inserted.

rxsql:2> commit;

rxsql:3> select * from cat.sch.tab;

tab.name | tab.pay_grade |tab.organization
| [

Spmadmin| 11 | NSA

1 record displayed.

rxsql:4>q

spmadmin(U)>

Note that the name column value correctly represents the creator of the row, spmadmindespite the insert
val ue of .Nexytvewilleosthe sarde with the spmuserliser.

spmuserl(U)> rxisgl Zd db

rxsgl:1> insert into cat.sch.tab values pfoobar R, 9, PpCIAR
1 record inserted.

rxsql:2> commit;

rxsql:3> select * from cat.sch.tab;

tab.name | tab.pay grade |tab.organization
| e

spmuserl | 9 |CIA

1record displayed.

rxsql:4>q

spmuserl(U)>

Again, note that despite the values used in the insert statement, the value of the namecolumn is properly
set to the creator. Also note that the select statement only received a single row despite the table having
two rows. This is our expected security behavior where only the creator may select a row and all other
rows will be filtered.

spnuser2 (U)> rxisql  Zd db

rxsql:1> insert i nto cat.sch.tab values pfoobartoo R 5, PpDISAR;
1 record inserted.

rxsqgl:2 > commit;

rxsqgl:3 > select * from cat.sch.tab;

tab.name | tab.pay_grade |tab.organization
__________ | [, | S
spmuser2 | 5 | DISA

1 record displayed.

rxsql: 4>q

spnuser2 (U)>

Finally, we see similar and proper behavior for the spmuseriser. Our table now has the three usual rows
in it. Next, we will demonstrate the update and delete behavior.
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spmadmin(U)> rxisql Zd db
rxsql:1> update cat.sch.tab set name = 'foobar' where name = pspmadmirk;
update cat.sch.tab set name = ‘foobar’ where name = p spmadmin p

N

security policy access violation (RA013)

rxsql:2> update cat.sch.tab set pay_grade = 12 where name = pspmadmirR;
1 record updated.

rxsql:3> commit;

rxsqgl: 4> select * from cat.sch.tab;

tab.name | tab.pay grade |tab.organization

___________ | [, | S,

spmadmin | 12 | NSA

1 record displayed.

rxsql:5> update cat.sch.tab set pay grade = 99 where name = pspmuserlR;

There were no records updated.
rxsqgl:6 > delete from cat.sch.tab;
1 record deleted.

rxsql:7 > select * from cat.sch.tab;
There were no records selected.
rxsqgl: 8>q

spmadmin(U)>

Our first update operation is denied because we are trying to update the namecolumn, which would

violate the condition that the namecolumn contains its creator. The second update operation succeeds

because we are updating a row created by spmadmirand we are not updating the namecolumn. The

update is verified by the next select operation. The next update, where spmadmirexplicitly tries to update

a row created by spmuserhe operation updates no rows. This is because the row created by spmuserl is

filtered from the result set when spmadmirreads from the table. Thus, whenthesQLoper at i on fAsear
for rows wherename= fAsprhwseone are found. This behavior ca
update would return a policy violation error using the seterror-codeobligation. Next, we attempt to

delete all rows in the table. Only one row is deleted, the row that spmadmircreated.
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