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CHAPTER 1 Trusted Database Concepts

Overview

T RUSTED R UBIX , @ Relational Database Management SystwBNiS) meets th&AL4
level of assurance as specified in the Common Criteria for Information Technology Security
Evaluation. TheAL4 level of assurance providesuwattured protection and allows true multilevel
secure database operation.

This document is th8ecurity Feature's Users GuidE(g) for R . It presents the security
protections provided by  to userslt also details the uses and interactions of the various

security protections with examples. This document illustrates security protection mechanisms, the
R Reference Guiddetails the full syntax of all commands used in this document.

The security ardtecture ofR  is layered atp the trustedperating systeraecurity and

provides additional access control with finer granulatitis important for a user to understand,
thatR is a subsystem of a host machiAe sich, it only protects information under its direct
control It works in cooperation with the underlying operating system to assure that the user data
inaR database is only accessible thromgh utilities and user applications that use the

libraries The underlying operating system stores and protects alldata and user data with the
granularity of a file The security features of the operating system can be found in the operating
systens administrative guideIhe®r  Trusted Facility Manuahstructs ther  administrator

on how to properly configur& for secure operations.

Recent advances in information technologies and the proliferation of computing systems and
world-wide networks have raised the level of concern about security irtHmfiublic and

private sectorsT hi s concern has been reinforced in the
Critical Infrastructure Protectio€cCIP and the associated Presidential Decision Directive 63

(PDD-63). Security concerns are motivateddny increasing use of information technology) (

products and systems throughout government and industry in a variety of &énaaselectronic

commerce to national defeng&onsumers have access to a growing number of seemtitgnced

IT products withdifferent capabilities and limitations and must make important decisions about

which products provide an appropriate degree of protection for their information.

To help consumern® select commercial ofthe-shelfIT products that meet their security
requirements and to help manufacturers of those products gain acceptance in the global
marketplaceNIST andNSA have established a program under the National Information Assurance
PartnershipNIAP) to evaluate IT produatonformance to international standartlee program,

officially known as theniaAp Common Criteria Evaluation and Validation Schemeatdecurity,

or Common Criteria Scheme in abbreviated form, is a partnership between the public and private
secbrs R hasbeen designed to meet thdvanced security technology and concepts to comply
with the protection requirements of the Common Criteria atAhd level of trust.

Chapterl of this document introduces trusted database condegéescribes the scopaad

intended audience for this documefitsummary of ther  architecture is presented, followed

by some basic definition3 he section ends by discussing the various security policies available
in R , highlighting their nature and utility.

Chapter2 dicusses howr  assigns and calculates privileges as part of discretionary access
control PAC). It then discusses eaciac object, separately detailing the operations each

© 2010Infosystems Technology, Inc. 6.0 REVISION 5



Security FeaturedJser's Guide

privilege controlsA summary of the rustep R uBIX operations and their required
privileges is provided.

Chapter3 examines the specific ramifications of mandatory access canxo) (n R , e.g.,
only the rows of a table are sensitivity labeled and subjeent All objects inrR  are
immediately and automatically protectedMscC at creation timeR  allows a user to retrieve
the creation sensitivity labels of alhc objects.

Chapter4 presents examples to delineate sensitivity label management for the rows af a table
R allows the use of Standas®L syntax to perform sensiity label comparisons, string
functions and aggregate functions onrinelabelfield. This chaptesummarizes howAc

effects variousR  SQL Statements.

Chapter5 describes polyinstantiatiolt discusses the use of varioes polyinstantiation
options available to a user at table creation and the effects of polyiatsbamon row selection
Examples are also provided.

Chapter6 describes how multilevel security affects integrity constraints inand presents
examples.

Definitions

The following definitions have been provided to facilitate the readers in understanding of this
document:

Access Controli the process of limiting access to the resources of a system only to authorized
programs, processes, or other systems (in a network). Synonymous witiledraccess and
limited access.

Authorized T possessing the rights, permission, and/or privileges necessary (in accordance with
the Target of EvaluatiormrQE) security policy) to perform an operation. A security policy defines
a set of rules that regulate how assets are managed, protected, and distributedraithin a

Classification 7 a designation attached to information that reflects the damage thabeould
caused by unauthorized disclosure of that information. A classification includes a sensitivity label
(unclassifieglconfidentia) secret or top secrétand a set of zero or more compartrsgptyto,

nuclear etc). The set of classifications, together with their hierarchical relation defining the
allowed information flows between labels, form a lattice. Most dissemination controls, such as
NATO, NOFORN andNOCONTRACTOR can be handled as additional compartmenteta

Clearance i the degree of trust associated with a person. This is established on the basis of
background investigations and the tasks performed by the person. It is expressediinethay
as classifications (i.e., a sensitivity label and a (pbssill) compartmenset).

Confidentiality

(1) The concept of holding sensitive data in confidence, limited to an authorized set of individuals
or organizations.

(2) The property that information is not made availabldisclosed to unauthorized individuals,
entities, or processes.
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Container i a multilevel information structure. A container has a classification and may contain
objects (each with its own classification) and/or other containers.

Covert Channeli any commuication channel that can be exploited by a process to transfer
information in a manner that violates the system's security pdliesre aréwo types of covert
channels:

- storage channels an - timing channels.

Covert storage channels include all vehittest would allow the direct or indirect writing of a
storage location by one process and the direct or indirect reading by a@atwent timing

channels include all vehicles that would allow one process to signal information to another
process by moduliiy its own use of system resources in such a way that the change in response
time observed by the second process would provide informé&BonrceDbob Trusted Computer
System Evaluation Criteria)

Data Confidentiality i the state that exists when d#&deld in confidence and is protected
from unauthorized disclosure.

Data integrity i the state that exists when computerized data is the same as that in the source
documents and has not been exposed to accidental or malicious alteration or destruction.

Databasei a database is a logical container that may contain many different kinds of data
arranged in tables, where the data contained in each table is in some way related to the data in the
other tables in that database.

DBMS data T data that th®BMS creates, maintains, and uses to operatesivs (e.g.,
configuration parameters, user security attributes, transaction log, audit instructions and records).

Discretionary Access Control DAC) T a means of restricting access to objects based on the
identity of the subjects and/or groups to which they belong. The controls are discretionary in the
sense that a subject with certain access privilege is capable of passing tlegep(pdrhaps
indirectly) on to any other subject (unless restricted by mandatory access control). In

T RUSTED R UBIX databases, catajs, schemas, tablegews, table columns, and view
columns are controlled byac.

Dominate i searity label (or sensitivity label) A is said to dominate security label (or
sensitivity label) B if the hierarchical classification of A is greater than or equal to that of B and
the nonhierarchical categories of A include all those of B as a subset.

Dominated Byi security label A is dominated by security label B if (1) the
clearance/classification in A is less than or equal to the clearance/classification in B, and (2) the
set of access approvals (e.g., compartrdesignators) in A is contained in the set of access
approvals in B (i.e., each access approval appearing in A also appear$hisBjominance is a
special case of partial order.

Dominatesi fisecuritylabel B dominates security labelbds synonymous witlfisecurity label A
is dominated by security label® SeefiDominated Byo

Equal 7 security labels (or sensitivity labels) are equal if the hierarchical label of both labels are
egual and the nonhiexchical category sets are equivalent.
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Evaluation AssurancelLevel (EAL) 1 a package consisting of assurance components from
Common CriteriagC) Part 3 that represents a point ontiagredefined assurance sca@Ls
provide an increasing scale that balances the level of assurance obtained with the cost and
feasibility of acquiring that degree of assurance.

Incomparable T security labels (or sensitivity labels) are incomparable if they are not equal and
neither label is ggater than the other.

Least Privilege i principle that requires that each subject be granted the most restrictive set of
privileges needed for the performance of authorized tasks.

Mandatory Access Control MAC) T a means of restricting access to objects based on the
sensitivity (as represented by a label) of the information contained in the objects and the formal
authorization (i.e., clearance) of subjects to access infimmat such sensitivity.

Multilevel SecureRDBMS i a multilevel secureMLS) RDBMS can store and process information
at multiple security labels and serve multiple users, some of whom may not be cleared for all the
information in the machine.

Multilevel Security (MLS) T concept of processing information with different classifications
and categories that simultaneously permits access by users with different security clearances, but
prevents users from obtaining accassformation for which they lack authorization.

Named Objecti an identifiable passive entity, usually with a file system representation, that
contains or receives information, and is associated with a single set of discretionary access
privileges by thacs for the purpose abAC. In T rusTep R uBIX , databases, schemas
relations (tables), columns, and views are the named objects.

Platform 7 the combination of software, hardware, and/or firmware layers underlying the
DBMS.

Polyinstantiation 7 a table integrityyAC security mechanism where several rows may exist for
the same primary key, as long as each has a differensensitivity label. The normal two
dimensional table structure coordinates of primary key and attribute is extended to include the
access class difie row.

Privilege i a right to perform certain operations which would normally violate the access control
policy of the underlying trustegperating system or  itself. In order to allow for the proper
administration ofR , certain privileges have bedefined which encompass the entire set of
operations needed.

Relation 7 arelation is a two dimensional (row and column) table of related data. Each table can
contain different kinds of data.

Relational Database Management Syster a relationabdatabase management system
(RDBMS) stores and manipulates data in the form of relations.

Resourcei anything used or consumed while performing a functidwe dategories of
resources are:

- time, - objects (information containers),
- information, - or processoréhe ability to use information).
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Specific examples are:

- CPUtime; - disk space;
- terminal connect time; - number ofi/orequests per minute, etc.
- amountof directly addressable memor

Role Based Access Control A method of access control that focuses on users and the jobs the
users performr rusTep R UBIX relies upon predefineduthorizations to support

mutually exclusive administrative roles for each administrative task. Intermediate layers, such as
authorizatios, profiles, and roles help to control the complexities of managing access control.

Security label T the combination of a hierarchical sensitivity label and a set diiaarchical
categories that represents the sensjtiof information. Same as sensitivity label.

Security Policyi a set of rules and practices that regulate securityn tmganization which uses
computers, the security policy determines how that organization manages, protects, and
distributes sensitive information stored in computems example, trusted systems often have a
policy that dictates that only the user holdihg appropriate authorizations can load and unload
multilevel dataSuch a policy is enforced by the trusted software running on the computer.

Security Relevant Eventi any event that attempts to change the security state of the system,
(e.g., change dcretionary access controls, change the security label of the subject, change user
password, etc.). Also, any event that attempts to violate the security policy of the system, (e.g.,
too many attempts to login, attempts to violate the mandatory accesd tionits of a device,
attempts to downgrade a file, etc.).

Sensitivity Label T a piece of information that represents the security label of an object that
describes the sensitivity (e.g., classification) of the datfagirobject. Sensitivity labels are used
by theTOE security functions as the basis for mandatory access control decisions.

Sensitivity Level i a set of classification$JUCLASSIFIED, CONFIDENTIAL, SECRET, TOP
SECRET) together with their hierarchical relation defining the allowed information flows between
levels.

Subject T an active entity, generally in the form of a person, process, or device that causes
information to flow among objects changes the system state. Technically, a process/domain
pair.

Target of Evaluation (TOE) T anIT product or system and its associated administrator and user
guidance documentation that is the subject of an evaluation. The entity that is evaluated as
defined by the Security TargetT). While there are cases wher&Ge makes up the entire

product, this need not be the case. The may be a product, a part of a product, a set of
products, a unique technology never to be made into a product, or comtsirgtadhof these, in

a specific configuration or set of configurations. This specific configuration or set of
configurations is called the evaluated configuration. Jhelearly describes the relation between
theTOE and any associated products.

Trusted Computing Base fcB) 1 the totality of protection mechanisms within a computer

system, including hardware, firmware, and software. The combination of these components is
responsible for enforcing a security policy.
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R Default Roles i a set of default roles installed and configuredroy during installation.

Audit Administrator( AUD) i aDBMS administrative role that is limited to those privileges
necessary to adminatand review theBMms audit trail.

Database Administrator (DBA) T aDBMS administrative role that is explicitly granted all
discretionary access privileges to manag®s objects in theBms covered by th®Bms
discretionary access control policy.

Database OperatorOpP) i a database administrative role whose permissions are limited to those
permissions necessary to operateBeis.

Security Administrator( sA) - abBMS administrative role that is explicitly granted the ability to
cause an information flow for information covered by &S mandatory access control policy
in order to perform administrative tasks operating on labeled iaftsmat multiple levels of
security within theoBms.

User - an authorize®BMS user who does not possess any trustds administrative rolesr
authorizations (e.g. audit administor, database administrator, database operator, security
administrator), but does possess authorizations for exporting and importing data.

Secure Usage Assumptions

WARNING

It is assumed that authoriz&drusten R UBIX users are familiar with applicabfe
security policies and procedures, are competent, and merit the trust placed in them.

WARNING

It is assumed that authorized users will protect themselves from loss of data by making
regular backups of data assets tigio therxexportcommand. Data should be backed up at le
when 15% of the content of a resource has been modified. The media on which data is bg
is classified at the level of the session sensitivity label it was genemaded Removable medid
must be labeled and protected in accordance with the site security policy.

It is assumed that the  is protected against disasters such as loss of power, fire, flood, a
destruction of facilities.
It is assumed thar , the OS, andr environment are protected from physical attack.

It is assumed that the environment protects information while in transit berveeand
components of the environment.
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It is assumed thak  works in cooperation with the underlying OS to assure that the user
aR database is only accessible through utilities and user applications that use the
libraries.

Database Architecture

ODBC RXISQL ODBC
Client Client Client
y y
A A A
Trusted RUBIX Trusted RUBIX Trusted RUBIX
Server Server Server

[ ‘ ]

X

Trusted OS

Figure 1 T rusTeED R uBIX Client Server Architecture

Figure 1 shows the client server architectureror . Each client is initiated by ® user. The
client process runs with the user 6s cificredenti al s.
database it createsra  server process.

The two different user interfacesxisQL andoDBC, give the user flexibility in invoking th

server. Th&XISQL programprovides an interactiveqQL interface to submit ad hoc queries to the

R SQLEnNngine. TheéDpen Database ConnectivityBC) module is an application

programming interfaceafl) for database access. It is an implementatiddofc r o s of t 6 s Op en
Database ConnectivityppBC) specification.

Identification and Authentication (I&A)

Trusted systems requitsers to identify themselves before beginning to perform any action that
is expected to be mediatethey dso maintain authentication data, i.e., passwords and
information regarding user clearance and authorization

R has fully integrated User Identification and Authenticati@mn) and themanagement of the
authorizationsequired to access administrative functionalitytwifie services provided by
trusted operating systerR  uses the Usab supplied by the operating systémidentify the
user with whom it is communicatin@®  uses the current group (Grolry to which the user
belongs to determine group privileges.
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WARNING

T RUSTED R UBIX relies solely on the 1&A mechanism of the operating sys
for user authentication. The inherent security risk of delegating I&A to the operati
system is it assumes the correct configuration and administration of it, in accorda
with the operating sysm’'s administrative documentation. Depending on the
configuration of theR  Server, the user may also be authenticated using the pas
maintained by the underlying operating system duringRhe Server or administrativ
command startup.

When a user logsnto the operating systetne/she is assignedchearance sensitivity labelhe

clearance sensitivity label represents the maxiraassion sensitivity label within which the user

may initiate sessions. The clearance sensitivit.y
accounts created and corresponds to the maximum level of trustworthohésat user.

Sessions, generally representing a login shell (i-shéll or kshell) and all processes initiated

from that shell, are assignedgesion sensitivity labeMWhile a user may have only one clearance

sensitivity label at a given time, they may have multiple concurrent sesgierating at different

session sensitivity labels. All programs and processes executed within the context of the session

are assigned the session sensitivity label.

When auser logs on successfully to the operating sysa¢ia given session sensitivity label, the
user is automaticallipgged on torR  at the same sensitivity label. They may only become
different if a authorize user changes the current operating system  session sensitivity
label during an execution @ . TheR  session sensitivity label is assigned to all objects
inserted into any database. It is also used to enforegalpolicies. In effectR  clears users
within the database for the range efsitivity labels for which the usdas been cleared by the
operating system

Unless otherwise noted, the term session sensitivity ialpdiles ther  session
sensitivty label.

The user, however, still needs either certain database privileges or authorizations to perform any
database operation. The use of operating systemavoids duplication of storage and
administratiorof passwords, and eliminates a potent avenue of attackimgki® This also

reduces the size of the Trusted Computing Bass)(without compromising security whidh a

critical issue in higher assurance evaluations.

R also provides a mechanism known as Secondary Authenticétloen configured (i.e.,

turned on) this feature prompts the user for their password upon the invocatien of a
programR then authenticates the user with the given password and the useroamtiedfr
process using the operating systelmgable Authentition Module If the R Security
Administrator has configured the secondary authentication mechaniem dbr the program
being executed you will automatically be prompted for a password upon invodatisn

password is the same password used to |ty the operating systertt is important to note that
Secondary Authentication is in addition to the authentication performed when the user logged
onto the operation systemlso, Secondary Authentication does not provide a means to change
the current user
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Concepts of Discretionary Access Control

The discretionary access congaf R  are characterized in terms of subjects, named ahject
and the operations which subjects@erform upon named objects.

INT RrusTED R UBIX a usercommunicates with the  Trusted Computing Bas&gB)
using a client process his client process identifies the user and associated list of tHe use
privileges to ther  TCB. The client procests the onlyrR  subject. When a database
application (client) communicates with , the UsenD and current Grou are supplied byhe
underlying operating systetu identify the user with whom it is communicating. The Upeaind
Grouppbar e used t o DAxpdvdeges. t he user 0s

All database information upon whic®c policy is applied is represented in the form of a named
object In R , the naned objects are tables, views, table columrey\dolumnsschemas,
catalogs, and databases.

A row is not a named object

Subjectshold certain access privileges with respect to the named objaattained byr
Privileges for a named object are establistitiier by a user holding database privilege on the
named object or by an administrator holding appropriate authorizalianeR table has an
access control listAcL) that specifies the distribution:of

- delete - updatél), - refview),
- selecfl), - refereneql), - NULL(l), and
- inser(l), - crview(l), - GRANTNULL(I) privileges.

EachRr view has amcL that specifies the distribution:of

- delete - updatél), - NuLL(D)
- selectl), - crview(l), and
- inser(l), - GRANTNULL(I) privileges.

ThePRIVILEGE(]) form of these privileges permits the subjertvILEGE access to columiil ¢ of
a table or view.

Concepts of Mandatory Access Control

Mandatory Access ContralaC) is a means of restricting access to objects based on the
sensitivity (as represented Byobject sensitivity labglof the information contained in the

objects and the formal authorization (as representedession sensitivity labebf subjects to
access information of such sensitivibevels are composed of a hierarchical security
classification and some number of categories. A level is saldrtinateanother level if the
classification of the first is equal to or greater than the classification of the second and all of the
categories of the second are included in the categoribs fift. A level is said tequalanother

level if the classification and categories are the same. If a level dominates but is not equal to a
second level, the first is said $trictly dominateghe second.
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Mandatory security is enforced® by associting sensitivity labels with subjects and objects
and mediating all accesses based on those sensitivity. [ibelset of sensitivity labels is
partially ordered by thdominategelationship The set of sensitivity labels and ttieminates
relationship form dattice.

Subjects are assigned a session sensitivity t@fietting the maximum sensitivity of the

information they are permitted to acce®bjects are assigned an object sensitivity label

reflecting the sensitivity of the data cairted within. In general, objects are sensitivity labeled

with the session sensitivity label of the creating subject. Containers, other than rows, which hold
MAC protected objects (e.g., databases which hold tables), may contain objects equal to or greater
than the contai.negred s <KReuvdxs i databasds,\catalogshsehkemas,
tables, views, indexes, and rows are protected containers whigA@gensitivity labeledA

subject is permitted to read an object at a particular object sensithvtiyifldhe session

sensitivity label of the subjedbminateghe sensitivity label of the objed subject is permitted

to write an object at a particular object sensitivity label if the session sensitivity label of the
subject is equal to the sensitiviabel of the object.

R provides mandatory access control features that are built atop the mandeg¢sisy@mtrol
primitives of the operating systerfihe security latticelefined for the operating systasnused
for theR  protected objects and subjects.

The clearest explanation giAC can be provided by reviewing an example from the defense
establishment. In the.s. Department of Defense (and, naturally, other nafidetense
establishments), information is assigned a sgcalassification which reflects the sensitivity of
that information i.e.UNCLASSIFIED, CONFIDENTIAL, SECRET, andTOP_SECRET These are also
referred to akierarchical securitglassifications because each di®minateé the previous.

Along with the security classifications assigned to informatsecurity clearancesre assigned
to people who may potentially access that informafldne security clearance represents your
authorizatiorto receive information ofertainsensitivity Whether or not you can access the
information depends upon your netegknow.

Fundamentally, it is recognized that the more sensitive a piece of information, the more tightly it
should be controlled. For example, even if you haver SECRETsecurity clearace, you

probably have no business accesgiog SECRETmissile targeting information if your job
description is intercepting and translating enemy communicafidresway that this problem is
addressed is to embellish the security classifications with éxdicators that show specifically
what audience should be granted access to the data. The security classifications are typically
augmented bgategoriegalso known as codewords compartmen)s Categories often appear
like nonsense words, but are of vital meaning to those who have a need to know. The
combination of alassification with a set of cageries is known as a sensitivity lab®l.

manages the storage and manipulatiotisobivn sensitivityyabels, but relies on thaperating
system to interpret the sensitivity labels.

For example, a document may be marked SECRET BLUEBIRDwWhere only people who have

received @LUEBIRD briefing know that anything marked with the code@BrUEBIRD pertains
to next year's planned deployment of the 74th Swedish Armored Battalion.

How Computers Enforce MAC

TheMAcC enforcement irR  follows the six rules below:
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1. A subject may read a pssersensitvitylabehdomimatesat i on i f
the object sensitivity label of the information.

2. If a subject creates a piece of information, that information is sensitivity labeled with the
session sensitivity label of the subject.

3. A subject can modify a row oftable if its session sensitivity label equals the object
sensitivity label of the information. There are no provisiorns #wsteo R uBIX for an
untrusted subject to write a piece of information to a higher object sensitivity label than the
S u b j sessiobrosensitivity label (a write).

4. When two pieces of information are combined, the object sensitivity label of the resultant
information must be chosen to dominate the object sensitivity labels of the original pieces of
information. This isaccomplished by taking the higher of the two hierarchical classifications
and combining both sets of categories.

5. When a piece of information is extracted from another piece of information, it inherits a
sensitivity label that dominates the label of thiginal piece of information.

6. Containers holding othefac protected objects (all containers except rows) may contain
objects with sensitivity | abels equal to or gre

Relationship to the Operating System MAC policy

The platform selected for the implementationrof assumes a Trusted Operating Syst&tre
kernel of operating systei® assumed to be isolated from the trustet@ssesperating in the
userdomain (and is verified as such at time of implementation oR  on theoperating
systen). Consequently, the  Trusted Security Functions are igtated with the underlying
operating systerunctions.

INR , all MAC protected data are storedsiimglelevel operating systerabjects. To support
fine-grainedmultilevel objects (e.g., rows3ensitivity labels are attached to individual database
items within each operating sgst object.

NOTE

Database object sensitivity labels @e sensitivity labelsand not operating system
sensitivity labels; the operating system views these object sensitivity labels strictly
and attaches no security significance to them. is trusted to properly associate and
maintain the object sensitivity label of edatdm and to correctly interpret those object
sensitivity labels so that, in cooperation with the operating system kerngédinedty
policy can be correctly enforced.

Theoperating systemerformsMAC on its users and objecte.  providesMAC on rows. The
object sensitivity labels, i.e., the completec security lattice, foR  MAC are provided by the
operating system.

R uses the same Usier, GrouplD, and security lattice as thiaderlyingos (see theoperating
system documentatidor guidance on how to coordinate between two different hosts).
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Why MAC and DAC are Fundamentally Different
TheMAC andDAC security policies differ in who is in charge of setting the policy.

Under theDAC mechanism a usevith a certain access privilege and thigH GRANT OPTIONisS
capable of passing that privilege to any othe#ruBecause resource access control is at the
discretion of privileged users (nominally the creator of the resource), this security mechanism is
called Discretionary Access ContralAC). It is up to the priiteged user to determine who is

Table rows are naAC controlled objects im rusTeD R uBIX

given access to the information. TiwC user access privileges are storeddn. TheDAC
controlled objects are databases, catalogs, scheses aind their columnand vieve and their
columns.

MAC, by contrast, is an automatically applied systeitle security policy mechanism. The

database session sensitivity laisalised byr  to makeMAC decisions. The database session

sensitivity label is initially set to theperating systeraession sensitivity label when the user

connectdo theR  server but can be modified using tAeTER SESSION SET LBEL command.

When a user creates an object the object automatically inherits the current session sensitivity

| abel. A userodés aceessypedemiesmi ordi byscbsmpaqring
sensitivity label and the object sensitivity label. Theusity lattice defined for the operating

systemis used for thar  protected subjects and objects’Hn databases, catalogs, schemas,

tables, viavs, indexes, and rows avC protected containers (i.e. are sensitivity labeled).

Columns are natiAC sensitivity labeled

Under theMAC security mechanisyra user cannot accidatly or deliberately, give other users
access to a resource because access permission is set by an outside agenoxClUadeser
may allocate access privilege as they see fit. A user is unable to ablacapeivilege in such a
way that they violat®Ac policy.

Users are responsible to allocate biae access privilege to objects that they control
particular, delegation of th& TH GRANT OPTIONmMust be done with extreme care.

Role Based Access Control

Role Based Access Control relies upon predefined authorizations to create mutually exclusive
roles for each administrative tadky separating duties, security is increased for the following
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Independent mappings:
- role-permission, - userrole, and - rolerole relationships
- Suitable for dynamic mobile environment

The operating systesite administrators may create roles with any combination of authorizations
regardless of whether those authorizations ar&for, operating systepor any other

authorization typer rustep R uBIX supports full flexibility in the assignment of
authorizations to roles. A role may contain many authorizations, or only a single one.

The authorization mechanism gives users the ability to execute special security operations or
supersedéheMAC and/orDAC security policies. This provides the mechanisms by which
authorized user(i.e. administrators) may specify how to enforce the security policy of their
organization and define administrative roles manner such that they support the intent of the
security policy.

R provides a setf default roles each with pigssignedr  specificauthorizations. The
default roles are automaticaltyeated during the installation ® . The default roles and their
associated authorizations are given inftilwing table.

Default TRUSTED RUBIX Role Authorizations

Audit Administrator| rubix.audit.*

Database Administratd rubix.dac.*,rubix.admin.*

Operator] rubix.restore.backup.*ubix.restore.logs.Is*,
rubix.restore.logs.rm.*fubix.restore.logs.set.*

Security Administrato] rubix.mac.* rubix.*.grant, rubix.restore.create.*

User| rubix.user.*

The defaultR  security administrator role holds thabix.*.grantauthorization. A user who
assumes this role is therefore free to group authorizations and create nelatabase roles to
meet security requirements. The main reason for creating a role is to define an explicit job
responsibility that can use special coands and actions and hold any necessary authorizations,
which need to be isolated from normal users.

TheR administrative authorizations are discussed in detail irRtheTrusted Facility
Manual.

TheR user authorizations provide the abilitygerform functions given to typical users.
Currently this includes the ability to import data into and export data out of a database.

Export Data

rubix.user.export.dbname

Use therxexportcommand to export data from @k or view.

Import Data

rubix.user.import.dbname
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Use therximportcommand to import data.

Audit

TheR audit subsystem provides a means to assure that all users and administrators are
accountable for #ir actions withinR , in accordance with the Common Criteria fai4. This
includes auditing of all significant events including all security related actions initiated by the
user The user has no control over defining or manipulating audit evEmsAudit Administrator
exclusively deals with audit mechanisms and takes the necessary actions when feigaised.
refer to ther  Trusted Facility Manual for details.
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CHAPTER 2 Discretionary Access Control  (DAC)

This Section discusses hawrusTep R uBIX assigns and calculates privileges as part of
Discretionary Access Contrab4C). It discusses eadbnc object separately detailing the operations
each privilege controlA summary of theR  operations and their geired privileges is

provided

DAC Operations in General

Discretionary security is enforced Thrusten R uBIx by allowing users to specify

which users and groups are authorized to perform specific operations on particular objects

Different access privileges control different operations. Examples afiRRET andREVOKE SQL
commands used to grant/revoke these prietegre providether Tutorial/Us er 6 s. Gui de

oint worth repeating from that chapter is that to modify f@ges on an object, the
user must be operating at the same sensitivity label as the object. An objestiac
sensitivity label is set to the user's operating sensitivity label when an object is cr
TheGRANT andREVOKE commands will fail, if the user is operating at a different
sensitivity label.

Access Modes

When calculating a user's effective privileges to the objectuhe privilege negates all other
privileges. TheNULL privilege overrides all other privileges and expliciienies all access by the
subject to the object. For instance, if a user hasghecTandNULL privileges on the columns of

a table, theyuLL privilege takes precedence and the user will not be able to select from the table.
If the NULL privilege wererevoked, the user would then have the ability to select from the table.
Because th&iuLL privilege removes all access to an object it has no corresponwtiHgGRANT

OPTION. To grant theluLL privilege to someone, theRANTNULL privilege is required. Giving

the GRANTNULL privilege on an object gives a user the ability to deny others access to that object.
TheGRANTNULL privilege does have wITH GRANT OPTIONassociated with it.

Each privilege, witithe exception of thRULL privilege, has an associatedrH GRANT OPTION
which specifies if the user may give the privilege away.

The additional privileges to database, catalog, and schema objects are

- read - NULL, and
- write exeg - grantnull

The privileges applicable to table objects (tables and views) are

- delete - updatél), - CRVIEW(]),
- selecfl), - referenced), and
- insertl), - refview(l).
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ThePRIVILEGE(]) form of these privileges permits the subjeBRIVILEGE access to columiil o of
a table or view. These privileges are discussed in more detail later.

Access Control Lists

The distribution of database access privileges to warnisers and groups of users is specified in
the access control list attached to the datalidmeacL specifies the distribution &fEAD,
WRITE, andeXEC privileges Each record in thecL obeys one of the following three formats:

- U : UserD : maxprivs :columnbitmap
- G : GroupD : maxprivs : columsbitmap
- PUBLIC : maxprivs : columsbitmap

The U, G, oruBLIcC field designates thecL type The Usenb and GroupD fields identify the
user or group who is granted the privileges. iaxprivsfield stores the sum of all privileges the
particular user or group has to that ohjddte cdumn-bitmap fieldis used for tables he various
column grantable privileges are stored in this field.

User's Effective Privileges

A subject's access privilegedalculated from the contents of the object's access control list
according to the following algorithm:

1. if an entry appears in threcL matching the subject's Usier, the subject is given the
access specified in thacL entry- the grant of th&lULL privilege to the subject results in
the subjethaving no access; otherwise,

2. if one or more entries appear in theL matching the subject's Group or one or more
of his auxiliary GroupbDs, the subject is given the logicak of the access specified in
theACL entries- the grant of theiULL privilege to a group to which the subject belangs
means that group cannot contribute any privilege to the subject's access; otherwise,

3. if a fipublicod entryappears in thacL, the subject is given the acceggcified in that
entry; otherwise,

4. the subject is given no access to the object.

T RUSTED R UBIX defines default administrative roles in which authorized user
may operate. One of these administrative roles is the Database Administrator. A Data
Administrator can access all objects im austep R uBIX database withowtcCL
authorization. The Databag\dministrator can also manibulateLs.

Default DAC Privileges

When named objestare createdhey have defaulbAcC privileges associated with them. creator
of the named objecPrivileges to access the various named objectsrirsTep R uBIX

must be explicitly granted to the various usand groups if desired he grant or revocation of
privileges establish thecL for that objectAll accesses to the  named objects are validated
against the entries in irsCL.
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NamedObjects Default DAC Privilege s Comments

Creator initially granted all

Dat READ, WRITE, EXEC, GRANTNULL AN
atabases ’ ’ G valid privileges for a database
Creator initially granteall
I READ, WRITE, EXEC, GRANTNULL A
Catalogs ’ ’ &G v valid privileges for a catalog.
Schema READ, WRITE, EXEC, GRANTNULL Creator initially granted all

valid privileges for a schema.
UPDATE(I), SELECT(l), INSERT(l), DELETE, Creator initially granted all

Column of Table REFERENCE$l), GRANTNULL(I), CRVIEW(), valid privileges for table
REFVIEW(I) columns.
Computed per viewCreator granted
creatorods privileg

Created initially with privileges
of base tableThe GRANT option
is always given.

in the view definition. Th&RANT option is

always given. All privileges valid for table

are valid for views, excefREFERENCES)
andrREFVIEW(]).

Column of View

DAC Operations upon Trusted RUBIX Obijects

For each object discussed below, all operations are allowed if the user has the corresponding
rubix.dac.*.dbnameauthorization. It is assumed that the user hagxge privilege on all objects

in the path (i.e., database, catalog, or schema) to the contained object in question. Any reference
to the listing of objects implies a search of the relevant informaticensziviews and the user

must have the prop&ac privileges to the information schema object.

In each case below, the ability to further grant any privilege is governed yTth&RANT

OPTION. Only a user who had previously been granted a privilegertiaidied theviTH GRANT
OPTION may further propagate it. Also, the user may have many other privileges, but may only
propagate those privileges for which they havewt @ GRANT OPTION

DAC Operations Upon Trusted RUBIX Databases

The operations which may be exercised uponrastep R UBIX database are create,
destroy, read, write, and execuBreation and removal of a database correspond to creation and
removal & a database on the host machine.

Databases can be creatéal theCREATE DATABASE command by any user. To list a database for
catalog names requires that theryserforming the operation hoREAD andEXEC privileges on

the database. Creating or destroying a catalog requires that the userhadndeExeC

privileges on the database. To be able to use any object inside the database, the user must hold
EXEC privilege on the database. TReLL privilege denies a user any access to a database.
Granting theNULL privilege requires theRANTNULL privilege.
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At database creation several schemas are created, including the following: the
default_schemandinfo_schemThe creator of the databasas access to the
default_schemar he publicis grantel READ andEXEC privileges on thénfo_schenand
theSELECT privilege for all its tables. All users have tBeLECT privilege for all
info_schemables.

DAC Operations Upon Trusted RUBIX Catalogs

The operations which may be exercised uponrasTteo R uBIX catalog are create,
destroy, read, write, and execufecatalog may be created via thREATE CATALOG command if
the user holdsvRITE andEXEC privileges on the database.cAtalog may be destroyed via the
DROP CATALOGcommand if the user holdgRITE andeXEC privileges on the database. TinaLL
privilege denies a user any access to a cat@onting theNULL privilege requires the
GRANTNULL privilege.

To list the schema that reside in a catalogriteD andEXEC privileges must be held on the
catalog. To access any object inside a catalog the user must hekktherivilege on the
catalog.

DAC Operations Upon Trusted RUBIX Schema

The operations which may be exercised up@n a schemasre create, destroy, read, write, and
executeA schema may be created via tREATE SCHEMAcommand if the ser holdswRITE and
EXEC privileges on the catalog. A schema may be destroyed viarthe SCHEMAcOmmand if

the user holdsvRITE andEXEC privileges on the catalog. ThLL privilege denies a user any
access to a schem@aranting theNULL privilege requires theRANTNULL privilege.

A schema may be listed for tables, defined views, indices, and their columns. This operation
requires &READ andeXEC privileges on the schemaoTreate or destroy a tabléew, or index

in a schema, theser needsvRITE andeXEC privileges on the schem@lo access any object
inside a schema the user must haveetteec privilege on the schema.

DAC Operations Upon Trusted RUBIX Tables

The operations that may be exercised up®n atable are create, destroy, alter, create a
referencing view, and referenced through a view. The columns of the table may be selected,
inserted, updated, referenced, and deleted. In addition, different Viemtalde or many tables
together can be created. All these privileges are grantable to other users.

A table is created via theREATE TABLE command, which requires that the user hgkdTE and

EXEC privileges on the schema where thble is placedA table may be destroyed, e.g., by the

DROP TABLEcommand, by any user who hoMKITE andEXEC privileges on the schema. A table

structure may be altered, e.g., by M&ER TABLE command, by any user who hoM®&ITE and

EXEC privileges on the schema. A view may be directly created on a table by a user who holds the

CRVIEW privilege on the table (along with téRITEandeEXECp r i vi | eges on the view
schema). A user may access (i.e., select, insert, delete, updade) that references a table only

if the user holdREFVIEW on the table.
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For theseELECT operation to succeed, the user should IselcECT privilege on all the columns

being retrievedThe INSERT operation succeeds if the user N&ERT privilege on all the

columns being inserted. T@DATE operation succeeds if the user b@®ATE privilege on all

the columns being updated. In order for a user to reference a table in a foreign key constraint the
user must have tlReEFERENCESrivilege a the columns being referencéd order for a user to

create a view on the columns of a table the user must hagew®w privilege on the columns

being referenced.

There is n@ELETE privilege on an individual columiT he privilege is held on aflolumns or no
columns To delete a row from a table a user must hold#heTE privilege on all the columns.

TheNULL privilege denies a user any access to columns of a table. GrantigLthprivilege
requires the&sRANTNULL privilege on the column.

DAC Operations Upon Trusted RUBIX Views

A view may be created via tleREATE VIEW command if the user hold8RITE andEXEC
privilegesin the schema where thi@w is to be inmlled. Aview may be destroyea.g., via the
DROP VIEWcommand, if the user holé@Ec andwRITE privileges on the schema.

When aview is to be created, the user supplies a view expression that obsgs then-forming
syntax. This expression is parsed to determine its semantic validity; this operation requires that
the user be privileged to locate all constituent tables and determine their row structue<(.e.,
on their catalog and schemé) addition, theuser must have therRVIEW privilege on each of the
named columns of the tables and views. The parsed view expression is stored irbéeedaid
constitutes theiew. Note that, aside from this parsed string, there is no actual data storage
assaiated wth aview.

The viewAcL is initialized differently from base tabkeLs because the view is permitted to
override the privileges on the underlying tabl&hen a view is created, the cred@oxcL entry

i s set t oAcuehtrees anthe @rrespoint sittributes of the underlying columns. If the
view is not updateable the creator will not be giventi$€RT, UPDATE, or DELETE privileges

The creator is always given the@TH GRANT option The ability to further propagate privileges on
a view is goerned by th@viTH GRANT OPTION of theSQL GRANT statement.

In order to use a view (i.e., select, insert, delete, and update), the user mesFk@w privilege
on all columns referenced in the view definition and hold the appropriate privileges devthe v
columns.

There is n@ELETE privilege on an individual columiT he privilege is held on all columns or no
columns. To delete a row from a view, a user must hold#heTE privilege on all the columns.

For thesELECToperation to succeed, the user dtidwld SELECT privilege on all the columns
being retrievedTheINSERT operation succeeds if the user NgERT privilege on all the columns
being inserted. ThePDATE operation succeeds if the user b@®ATE privilege on all the
columns being updated.

TheNULL privilege denies a user any direct access to a column of a@i@mting theNuLL
privilege requires theRANTNULL privilege on that column.
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DAC Enforcement on Listing Objects

R allows a user to list catads, schemas, tables, viewsjexescolumns R  also allows a

user to list attributes of an objeétn example of an object attribute is the setofs associated

with the objectAny reference to listing of objects or their attributes implies a search of the
relevant information schemaews. Users are allowed to list an object if they are operating within
the Database Administrator role or if they h&xec andREAD privileges to the object to be

listed andEXEC andSELECTprivileges to the referenced columns in the information schema.

Retrieving Current Privileges on  DAC Objects

R allows a user to retrieve tioarrentAcLs on all objects to whicbAC applies The
information can be retrieved from tivdo_schenusing variousQL queries This section
contains examples of these queries and an explanation of thelthese  Information
SchemaReference Guidedescribes thnfo _schenand its views.

The views in thénfo_schenschemahat contain objecAcLs are thalatabase_privilegegiew
(for the current database), tb&talog_privilegewview (for all catalogs), thechema_privileges
view (for all schemata), thelumn_privilegewview (for all table and view columns).

EachpAc privilege view has the same basic column structtiire composed of (in the following
order) the object name, grantee information, grantor information, and a column for each possible
privilege There is a single row for each unique grargesntor combinationEach row will show

all privileges (and any associatetirH GRANT OPTIONS granted by the grantor to the grantee for

the corresponding object.

The object name column(s) of the privilege view fully specify the object for whiahahe
privileges are listed

For thedatabase_privilegegiew the object name is implied to be the current database haome
naming information is stored in the view

For thecatalog_privilegesiew the object name is held in ttable _catcolumn

For theschema_privilegegiew theobject name is held in thable cattable schencolumns

For thecolumn_privilegeview the object name is held in tteble_cat table_schem
table_namecolumn_nameolumns.

The grantee information columns of the privilege view specify who receivettithilege There
are two columns in each privilege view which specify the grantee:

- granteeand - grantee_group

There are tree possible types of grantees:

- auser, - aagroup, or - PUBLIC.

If the privilege grantee is a user thgmanteewill hold the user name armgtantee_groumwill

hold the keywordiall 0.

If the grantee is a group thgnanteewill hold the keywordfalld andgrantee_groupwill hold the
group name

If the grantee i®UBLIC then bothgranteeandgrantee_groumwill containthe keywordiallo.

© 2010Infosystems Technology, Inc. 6.0 REVISION 5



Security FeaturedJser's Guide

The grantor information columns of the privilege view specify who granted the privilagee
are three columns in each privilege view which specify the grantor:

- grantor, - grantor_group and - action_grantor

When a privilege is granted, the grantor must haveviiia GRANT OPTIONto be allowed to
grant the privilegeThe grantor may receive thédTH GRANT OPTIONfrom a user privilege or a
group privilege

If the grantor received th&ITH GRANT OPTIONfrom a ugr privilege, thegrantor column will
contain the user name of the grantor andgtla@tor_groupcolumn will contain the keyword
fiall .

If the grantor received th@ITH GRANT OPTIONfrom a group privilege, thgrantor_group
column will contain the correspding group name and tiggantor column will contain the
keywordfallo.

If the grantor received th@TH GRANT OPTIONfrom aPUBLIC privilege, bothgrantor_group
column and thgrantor column will contain the keyworall 0.

If the grantor holds the/iITH GRANT OPTION for both a user and group privilege, the user
privilege is given precedenda all cases, thaction_grantorcolumn will contain the user name
of the subject who issued tB®ANT commandWhen a subject creates an object and is assigned
the dehult set of privileges, thgrantorandaction_grantoris rubix and thegrantor_groupis fallo.

The privilege columns of the privilege view specify the state of each privilege for the given
grantorgranteeThere is one column for each possible privilégethe objectThe columns are
namedPRIVNAMEgrantable For example, the column for the databasec privilege is named
exeegrantable Except for theNULL privilege, the value of each privilege column may be in one
of three states: granted (specifigdflY ), granted with th&RANT OPTION(specified byiY-Go),

or not granted (specified BNG). TheNULL privilege may only have two states: granted or not
granted This is because theuLL privilege explicitly removes the ability to perform any action
on the object. Having a state of granted with@®aNT oPTIONmMakes no sense as it would imply
the grantee of the privilege could perforr@RANT or REVOKE command on the object.

DAC Example

The following sections present an example database, instructions for invokingdken
R uBIX servef the commands needed to build and populate the example database, and
examples for granting and revokingc privileges.

Invoking Trusted RUBIX sqQL

R client softwareshould be installed on your system and®he server softwarenust be

installed on the server machine. To use the client softwarfyltipath to the client executable

must be specified during execution or the location of the executable must be added to the
execution path environment. The location of the executables was specified during the installation
of the software. For the defaitistallation locations, please refer to the Installation Instructions
sent with yourcp.

R SQLcan be invoketby using the following command:
$rxisql [-d SERVERNAME]

whereservername dbnamg@hostnamigport]]
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For more details on how to use the interactige shell, refer to thexisgl command in the
T RUSTED R UBIX CommandsReference Guide

Database Tables

The attributes of the tables used in this example are as follows:

EMPLOYEES
ssn lastname  firstname  salary title  dno
Wheressnis the primary key.
DEPARTMENTS

dno dname

Wherednois the primary key.

Setting Up a Database
A database can be created bytiRe ATE DATABASE command.

All sqLstatements must be executed on the savithin the context of a databagéhis presents

a problem when it comes to database creation because no database exists from which to execute
the CREATE DATABASE commandFor this reason, there is a spediaktad database calleshaster

which is the context for all databasREATE andDROP statementsYou can think ofmasteras a
databasef databasethat is modified bYCREATE DATABASE andDROPDATABASE. To create a
database you must first eniegl using themasterdatabasend then issue theREATE DATABASE
commandFor example:

$ rxisgl -d master
rxsql:1> CREATE DATABASE mydb;
rxsql:2> g

If the command succeeds, it returns to the prothgte command fails, an error messige
displayed on the screen

Database creation is a lengthy operation. This is due to the time required to cre
populate the extensive Open Group requgedinformation schema.

A successfutREATE DATABASE command will result in a new databdseing created on the
server During database creation, a schema calkfdult_schemand a catalog called
default_catalogre created. The current schema for any session isaefatdt schemand the
current catalog for any session is satéfault _catalody default.

Once your database has been created yoaa=ass it by usinggl and specifying the new
database name using ttkoption For example:

$ rxisgl -d mydb
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Schemas are database objects that can be created by usirgAlne SCHEMASstatement. For

this example, we will use thaefault_schemaso we don't have to create a separate schema

Before you can perform data retrieval, you must have some data in the database. Without getting
into the details bhow a table can be defined and how data can be inserted into the table, let us
build a database using the conceptual schema discussed above. This is the basic data which the
entire example used to present various capabilitiesrofstep R uBIX /sQL

The convention to be used throughout this example is to display output column heg
and values on two lines when necessary for formatting purposes. The actual outpu
screen will appear in a single line.

DEPARTMENTS

departments.dno departments.dname

ADM Administration
EE Electrical
SwW Software

Typically each table has a set of columns which uniquely identifies each instance of the table, i.e.,
a row. These columns can be specified BRISIARY KEY. There can be any number of columns

in thePRIMARY KEY, but each table can have only amRMARY KEY. In other words, if there is

more than one column in tIRIMARY KEY, it is the combination of these columns which
uniquelyidentifies the record. Note that a key is strictly a logical concept.

You can build this database using the following list of commands:
CREATE TABLE departments

PRIMARY KEY(dno),

dno VARCHAR3),
dname VARCHARL5)

);

COMMIT ;

CREATE TABLE employees

(
PRIMARY KEY  (ssh),
ssn INTEGER,
lastname VARCHAR10),
firstname VARCHAR10),
salary NUMERIC(12, 2),
title VARCHARZ5),
dno VARCHARB)

)

COMMIT ;

INSERT INTO departments VALUES pADMN, pAdministration R
INSERT INTO departments VALUES pEBER pElectrical R ;
INSERT INTO departments VALUES pSWR, pSoftware R ;
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COMMIT ;

INSERT INTO employees VALUES 100254789, RSmith R,  pBruceR,

28000, RAccountant R, pADMNg;

INSERT INTO employees VALUES 151235679, RSmith R,

pSandraR,19000, RSecretary R, PpADME;
INSERT INTO employees VALUES 700340352,
pOffice Manager R, PADNR

pXiuR pBelinda R, 25000,

INSERT INTO employees VALUES 897005240, RGoldenR, pBarbara R,

60000, pScientist R PERR ;

INSERT INTO employees VALUES 322333000, pWickhanR, pScott R,

450000,
pSoftware Engineer R, PEERR ;

INSERT INTO employees VALUES 224255600,
pSignal Engineer R, PERR ;

INSERT INTO employees VALUES 224552500,
44000,
pPhysicist R PERR ;

INSERT INTO employees VALUES 151007777,
35000,
pSoftware Engineer R, pSWR ;

INSERT INTO employees VALUES 228992500,
pSoftware Engineer R, pSWR ;

INSERT INTO employees VALUES 111223333,

pBrownR, pJaneR,36000,

pBookerR, pTracy R,

pFurtado R, pJudyR,

pwalshR, pJamesR, 55000,

pGome pMaryR, 42000,

pSoftware Engineer R, PpSWR ;
COMMIT ;

GRANT EXEC ON DATABASE TO PUBLIC;

GRANT EXEC ON CATALOG default_catalog TO PUBLIC;
GRANT EXEC ON SCHEMA default_schema TQPUBLIC;
COMMIT;

Now the database contains the data required to run the queries presented in this #xangle
retrieve the data you have just inserted using various forms sEtiEeT statement.

To facilitate the following examplesuBLIC was grante@XEC privileges on the databas
fdefault cataloaga, and fAdefault schen

Using GRANT and REVOKE

Every table that a user creates is implicitly granted all privileges for that table (with the exception
of theNULL privilege) andnitially is the only user to hold privileges on that taflkis case is

true until he grants other users the privilege to access thetakhlereo R uBIX SQL

supports sevetypes of privileges on tables:

REFVIEW(]),
and

- selecfl), -
- referencefd), -

inser{l), -

crview(l),

6.0 REVISION 5
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- updatél), - delete

ThePRIVILEGE(]) form of these privileges permits the subjeBRIVILEGE access to columiil o of

a table ThePRIVILEGE form of these privileges permits the subjertvIiLEGE to all columns of
table All but theDELETE privilege can be granted on a colwimyrcolumn basis, or for all
columns in a table, whereas theLETE privilege may only be granted to all columns of a table.

Granting privileges to other users is performed byakReNT comnand:
GRANTSELECT, UPDATE

ON employees
TO bob, mary;
You may not be able to |Iiterally wuse

specific users on your systeRlease choose any of the user login names on your sy

Executing thesRANT command in this way will not allowbobd or fimaryo to further propagate

the privileges to otherd hat authority rests solely with those that holdwheH GRANT OPTON

and ther rustep R UBIX Database Administrator. Implicit in the creation of a table is
the assignment of th&ITH GRANT OPTIONfor each privilege granted. Therefore, initially only the
creator of the table and tie  Database Administrator may successfully issuesteNT
commandHowever, fibobd andfimaryd could have been given the authority to delegate privileges
to other users had tlBRANT command been issued as follows:

GRANTSELECT, UPDATE
ON employees
TO bob, mary
WITH GRANT OPTION;

This sQL segment performs the same function as the pre@Qusegment, except the users
fibobd andfimaryo are now allowed to graiELECTandUPDATE privileges onemployeeso other
users.

Note that if the preceding tweQL code segments are issued in sequence, the second command
will fail . This is becausBbobd andfimaryo already hold the privilegandr  does not allow a
grantee to hold a privilege more than andewever, thesRANT OPTIONmMay explicitly be given

to a grantee that already holds a privilege by issuing#T command as follows:

GRANTGRANT OPTION

FOR SELECT, UPDATE
ON employees

TO bob, mary;

The appearance of the keywota ECTandUPDATE without a column list causesELECT,

UPDATE privileges on all columns of the table to be passetdd@ppropriate users. Granting the
SELECTandUPDATE privileges tofimaryd andfibobd means that they can access and update all the
information from theemployeesable. For example they can execute the following query:

SELECT *
FROM employees;
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employees. employees. employees. employees. employees. employees.

ssn lastname firstname salary title dno
100254789 Smith Bruce 28,000.00 Accountant ADM
111223333 Gomes Mary 42,000.00 Software Enginee SwW
151007777  Furtado Judy 35,000.00 SoftwareEngineer S
151235679 Smith Sandra 19,000.00 Secretary ADM
224255600 Brown Jane 36,000.00 Signal Engineer EE
224552500 Booker Tracy 44,000.00 Physicist EE
228992500 Walsh James 55,000.00 Software Enginee sw
322333000 Wickham Scott 45,000.00 SoftwareEngineer EE
700340352 Xiu Belinda 25,000.00 Office Manager ADM
897005240 Golden Barbara 60,000.00 Scientist EE

Alternatively, users may be given privileges on a subset of the columns via a command such as:

GRANTSELECT (lastname, firstname), UPDATE (dno)
ON employees
TO john;

Now, fijohnd cannot access all the information in #raployeesable, so he will not be able to run
all the queriegimaryo andfibobo can run. For exampl&johno can run the following queries
successfully:

SELECT lastname, firstname
FROM employees;

lastname firstname lasthame firstname

Smith Bruce Booker Tracy
Gomes Mary Walsh James
Furtado Judy Wickham Scott
Smith Sandra Xiu Belinda
Brown Jane Golden Barbara

UPDATE employees

SET dno ='EE'

WHERE lastname = 'Smith’

AND firsthame = 'Sandra’ X

However, he is unable to run the following query because of the lack of privileges on all columns:

SELECT *
FROM employees;

Similar rules apply taNSERT andUPDATE privileges on columns. HowevasPDATE statements
using columns on the right hand side of the set clause (&WERE clause) needELECT
privilege in addition taJPDATE privilege, For example, you can grdiwhnd UPDATE privileges
on thesalary column of theemployeesable.
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GRANT UPDATE 6alary)
ON employees
TO john;

But, fjohnd cannot increase thealary column based on its current value since he doesn't have the
SELECTprivilege on thesalary column. Therefore, he cannot run the following query,

UPDATE employees
SET salary =salary*1.1 .
WHERHtle , ) +% A4 % CET AAORK

He will be able to perform the aboweDATE statement, if you grant him tisELECT privilege on
thesalarycolumn.

The keywordPUBLIC can appear in place of the named recipients to grant the specified privileges
to all users known to the systeirhis applies to all present as well as future users.

GRANTSELECT(lastname, firstname, dno)
ON employees
TO PUBLIC,;

The keywordcRoUP followed by a group name can also be used in place of recipients to grant

privileges to groups of users. The group is definedwasagroup to which a user belongs. In

order for the privilege to be effective the gr ol
invoking T rusTeED R uBIX

GRANTSELECT (lastname, firsthame, dno),
UPDATE (dno)

ON employees

TO GROUP admin;

The inverse of theRANT command is th@EVOKE command The REVOKE command has two
basic options:

- CASCADEand - RESTRICT.

ThecAscADE option will revoke the privilege from the specified user(s) and will also recursively
revoke allprivileges they granted using that privileGéie RESTRICToption will revoke the

privilege from the specified user only if the user has not granted the privilege to anyone else;
otherwise, the command will fail

A privilege can only be revoked by a user who hasatitel GRANT oPTIONfor the privilege on
that object Furthermore, it must be the same user who initially granted the privi\ggrévilege
can also be revoked by tiee  Database Administrator

R does not permit a user to be granted the same privilege from two sources. This prevents
situations in which you revoke a privilege from a ugendryd) only to discover that the privilege
is still held bythat user fimaryd). In the situation when a user is granted a privilege from two
sources, an error is generated by the seg®aNT command:

(you) GRANT SELECT, UPDATE
ON employees
TO bob, mary
WITH GRANT OPTION;

© 2010Infosystems Technology, Inc. 6.0 REVISION 5



Security FeaturedJser's Guide

This command executes without error.

(mary) GRANT SELECT, UPDATE
ON employees
TO harry;

This command executes without error.

(you) GRANT SELECT, UPDATE
ON employees
TO harry;

This command will not be executed.

An error is returned indicating the privilegesLECTandUPDATE are alredy held by the user
fiharryo.

At this point,fiharryd has thesSELECTandUPDATE privileges from only one sourcemanyo. If
fiyoud then execute:

REVOKE SELECT, UPDATE
ON employees

FROM harry

RESTRICT;

an error will be returned he error states that the user cannot revoke a privilege for which they
are not the grantor.

Sincefimaryo grantedfharryo the SELECTandUPDATE DAC privileges,fiharryd will still be able to
SELECTandUPDATE from employeesThe exception is with the Ddtase Administrator role,
which can revoke anyAc privilege. On the other hand,fiffoud had executed:

REVOKE SELECT, UPDATE

ON employees
FROM mary
CASCADE;

then bothimaryo andfiharryd would lose theilSELECTandUPDATE privileges oremployees

While the failure to specify a colurdist in a GRANT (or REVOKE) statement is, in one way, the
same as specifying a coluriat that contains every column of the table, a gramugLIC is not

the same as granting individually to every user and every user that will ever be known to the
system. The difference is thegquences like

GRANTSELECT, UPDATE

ON employees

TO PUBLIC;

REVOKE SELECT, UPDATE
ON employees

FROM mary;

will get an error (unless, of course, you have also explicitly gresgegcTandUPDATE on
employees$o fimaryd in another statement). That's becafirsaryd does not have th&eELECTand
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UPDATE privileges,PUBLIC does. The usdimaryois a member oPuBLIC, of course, and

therefore can issSUgELECTandUPDATE statements that select from ta@ployeesable, but

fimaryd does not have the privilege herself, and you cannot therefore take it away without taking
it away fromPUBLIC. The objectre of the blocking usdimaryo from accessingmployeesan be

met as follows:

GRANTNULL
ON employees
TO mary;

TheNULL privilege supercedes all other privileges and explicitly denies a user access to an
object.

T RUSTED R uBIX SQL provides a view mechanism that is a valuable tool for controlling
data access. It may be desl to allow data to be seen through a view that would not be permitted
upon the base objects. In other words, this mechanism allows the creator of a view to give access
to base tables without giving away access to the tables themselves. To createvittie eieator

must have theRrVIEW privilege on the base tables.

CREATE VIEW ee_employees AS

SELECT lastname, firsthame, title
FROM employees
WHERE dno = pEER

To use theee_employeedew effectively and securely, you can restrict access to the base table
and granSELECT privilege to the view.

GRANT SELECT
ON ee_employees
TO tom;

To allow the useritomo) to continue using this view, the usétomd) must have theeErvIEw
privilege on the base table.

GRANT REFVIEW
ON employees
TO tom;

TheREFVIEW privilege is useful because you may not want to give up control over your entire
base table. ThREFVIEW privilege can be revoked at any tintleis causing further accesses using
this special view mechanism to fail (despite the user holding privileges on the view itself).

REVOKE ALL PRIVILEGES

ON employees
FROM tom
CASCADE;

In this circumstance, whefiomd cannot grant hisAC privileges oremployeesthe following
command is equally effective:

REVOKE ALL PRIVILEGES

ON employees
FROM tom
RESTRICT;
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The views described above may involwgy normalkQL syntax. Mathematical operations (salary
* 2), projections (lastname, firstname), joins, etc., are all treated similarly.

The REVOKE command may also be used to removemaaiT OPTIONfrom a user without
removing the privilege itseliThis command also follows tleASCADE andRESTRICTbehavior
for privileges That is, thesRANT OPTIONWiIll be removed recursively when tkasCADE option
is used TheRESTRICTOption will revoke thesRANT OPTIONfrom the specified user only if the
user hasiot granted theRANT OPTIONto anyone else; otherwise, the command will fEile
command is issued as follows:

REVOKE GRANT OPTION

FOR SELECT, UPDATE
ON employees

FROM bob, mary

RESTRICT;

Displaying Column AcCLs

For the following example assume that the Wsedyo created the database and tables discussed
above.

The userfiandyo then grants theELECTandINSERT privileges on théidna andiidname
columns of théidepartmenistable to the usdiharryd with the followingsQL statement:

(andy) GRANT SELECT(dno,dname), INSERT(dno,dname)
ON departments
TO harry;

The userfiandyd then grants theRANTNULL privilege with theGRANT OPTIONoON theAdnad
column of thefidepartmentStable to the groupadmird:

(andy) GRANT GRANTNULL(dno)
ON departments
TO GROUP admin
WITH GRANT OPTION;

The usefimaryd, who is a member of the grofipdmiro, then grants theRANTNULL privilege
on thefidnad column ofthe Aidepartmentstable to the usdiharryd. Note thatfimarydis using the
fladmird group privilege to accomplish this:

(mary) GRANT GRANTNULL(dno)
ON departments
TO harry;

The following query can be used to display Mags on theidepartmentdtable columns
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SELECT *

FROM info_schem.column_privileges
WHERE table_cat=  pdefault_catalog R
AND table_schem = pdefault_schema R
AND table_name = pdepartments R

ORDER BY table_name, grantee, grantee_group, column_name;

table_ table_ table_ column_ grantee_ grantor_  action_
cat schem name name grantee group grantor group grantor
default_catalo¢ default_schem department: dno all admin andy all andy
default_catalo¢ default_schem department: dname andy all rubix all rubix
default_catalo¢ default_schem department: dno andy all rubix all rubix
default_catalo¢ default_schem department: rowlabel andy all rubix all rubix
default_catalo¢ default_schem department: dname harry all andy all andy
default_catalo¢ default_schem department: dno harry all andy all andy
default_catalo¢ default_schem department: dno harry all all admin  mary

crview  delete grantnull insert null references refview select update

N N Y-G N N N N N N

Y-G Y-G Y-G Y-G N Y-G Y-G Y-G Y-G

Y-G Y-G Y-G Y-G N Y-G Y-G Y-G Y-G

Y-G Y-G Y-G N N Y-G Y-G Y-G N

N N N Y N N N Y N

N N N Y N N N Y N

N N Y N N N N N N

Because of the number of columns in téumn_privilegesable,the display for th&ELECT
statement was split into two tables for readability|l n t he second tabl
you have the privilege, ANO indi Gat éesandi I
you have the privilege with theRANT option.

The second, third, and forth rows show tae s for the creatorffandyd) of thefidepartments

table TheseacLs reflect the default set of privileges given to the creator of a tablis the case
with all privileges given to an object creator, the grantor and action grantor is the special user
firubixd. Note that even through the table was created with two colufidnsd(andfidname)

there is a third columrifowlabeb) reflected in théicolumn_privilegeétable Thefirowlabeb
column is a specidhidderd column automatically created for every tafilbis column is
automatically filled with data as inserts occur and is not updatable by anyrbssy thaNsSERT
andUPDATE privileges are always set &80. Other than theNSERT andUPDATE privilege, the
firowlabeb privileges behave the same as any other column privileges.
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The first row shows thecL for the groupfiadmird. As the usefiandyd using the user privilege
granted the privilege, tH@granton column showsiandyo. Also, because the us@ndy issued
theGRANT command théaction_grantay column showgiandyo.

The fifth and sixth rows show theSERT andSELECT privileges for theéidname andfidnad
columns that were granted by the uBandyo. Note that théigrantoo andfiaction_grantay
columns reflect thaiandyo issued thesRANT command and used the user privileglke seventh
row shows th&sRANTNULL privilege granted té@harryd by the usefimaryo. Note that for this

row thefigranton is fialld and thefigrantor_group is fladmird. This shows that the grantor of the
privilege used a group privilege given to the gréagmird to grant the privilegeT hat is, the

WITH GRANT OPTION of the privilege granted to the groéigdmird gavefimaryo the authority to
grant theGRANTNULL privilege © fiharryo. Also, thefiaction_grantay shows the actual user who
issued th&sRANT command, in this casenaryo. Thus, by examining thigranton, figrantor_group,
andfiaction_grantab columns it can be determined which user actually granted a command and
which privilege was used to grant the commahido, note that thédnad column has two rows
for the useifiharryo (the sixth and seventh rowd)his is because there are two unique grantor
grantee pairsiandyd-oharryd andfiadmiro-oharryo. There is always on&cL row per unique
grantorgrantee pairlf fiandyd subsequently granted tbeLETE privilege toftharryd on the
fidnam® column the fifth row would be updated to reflect this change (it would not produce a
new row). Also, evethoughthere may be more than one row per objgantee, each privilege
will only be granted on one of the rowkhis is because rustep R uBIX only allows a
grantee to hold a privilege from one grantor at any given time. In order fGR#nr command

to succeed, #hgrantee (user or group) of thRANT command must not already hold the
privilege.

Displaying Privileges of the Public User

Assume the usdiandyissues the followingsRANT command to giveuBLIC privileges on the
fidepartmentstable.

(andy) GRANTSELECT, INSERT(dno) , UPDATE(dno)
ON departments
TO PUBLIC

The following query can be used to display what privilegegipblico user has on the columns
of thefAdepartmentstable.

SELECT *

FROM info_schem.column_privileges
WHERE table cat=  pdefault catalog R
AND table_schem = pdefault_ schema R
AND table_name = pdepartments R
AND grantee = pall R

AND grantee_group = pall R

ORDER BY table_name, column_name;
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table_ table_ table_ column_ grantee_ grantor_  action_
cat schem name name grantee group grantor group grantor
default_catalo¢ default_schem department: dname  all all andy all andy
default_catalo¢ default_schem department: dno all all andy all andy
default_catalo¢ default_schem department: rowlabel  all all andy all andy
crview  delete grantnull insert null references refview select update

N N N N N N N Y N

N N N Y N N N Y Y

N N N N N N N Y N

Because of the number of columns in teéumn_privilegesable,the display for th&ELECT

statement was split into two tables for readability

Computing Userds Effect

The previous set of queries displayLs onT rusTeD R UBIX
gueries do not allow an administratorcta | cul at e a

i ve Privil

objects The above
user 6 s efUseesct i

Effective Privilegesin Chapter Zoresented the algorithm usedBy to perform this
calculation These steps will be illustrated here with specific queries.

This section will compute a specifiser's privileges on table columii® calculate a user's
effective privileges on a database, execute the queries agaidstabase privilegesble
instead of theolumn_privilegesable. For a catalog, use tbatalog_privilegestable. For a

schema, use trechema_privilegetable.

The previous section explains the output of quefiibsis, this section will only list the queries
and not display any outpu/Ne will be working with the usdibobd and computing his effective
privileges on thelepartmentsable columnsWe al® need to find out all the operating system
groups in whichibohd is a memberThis can be done simply by executing the comnfandups
bohd at aprompt Let's assume that this produces the ousplgs marketing Thus,fibobd

belongs to bdt the sales and marketiggoups.

With this information, let's calculafibob's effective privileges on théepartmentsable To
accomplish this, wean execute three queries in sequence to determine at each step the following

information:
1. If there are anycCL entries for usefibobo.
2. If there are anyCL entries forfibob's groups.
3. If there are anycCL entries for public.
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The resultant effective prikiges forfibobo are a logicafioringo of the privileges in each

category That is, the union of the set of privileges for the e, the set of privileges for the
groups that the usébohdis a member of, and all of the privileges givert®LIC. Note that the
NULL privilege must first be considered befd@ringd a categories privilegeFheNULL privilege

for a user invalidates all other privileges, th& L privilege for a group invalidates the group and
PUBLIC privileges, and th&lULL privilege forPUBLIC invalidates othePUBLIC privileges

First, we need to see if the usiobd has any privileges on the table columfbis query is just a
variation of theDisplaying ColummcLs query The row(s) selected by this query will list only
the privileges granted to the usizoho.

SELECT *

FROM info_schem.column_privileges
WHERE table_cat=  pdefault_catalog R
AND table_schem = pdefault_schema R
AND table_name = pdepartments R
AND grantee = pbobR;

Next we execute the query which looks for group privileges.

SELECT *

FROM info_schem.column_privileges

WHERE table_cat=  pdefault_catalog R

AND table_schem = pdefault_schema R

AND table_name = pdepartments R

AND grantee_group IN ( psales R, pmarketing R);

Finally, we execute this query which looks for public privileges.

SELECT column_name

FROM info_schem.column_privileges
WHERE table_schem = pdefault_schema R
AND table_name = pdepartments R
AND grantee = pall R

AND grantee_group = pall R,

If each query does not select any rows, tfiteribo has no privileges to access ttepartments
table.

It is possible to see all of the possible privilegesitmho by issuing a singl8ELECT statement as
follows:

SELECT *

FROM info_schem.column_privileges

WHERE table cat=  pdefault catalog R

AND table_schem = pdefault_ schema R

AND table_name = pdepartments R

AND (grantee =  pbobR

OR grantee_group IN ( psales R, pmarketing R)
OR (grantee = pall R

AND grantee_group = pall R);
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Listing Objects and their Attributes

Objects and their attributes are listed by isSWEBCECT statements on wes contained in the

finfo_schenm schemaSelectingacL,s as previously discussed i s an
attributes T rustep R uBIX enforces specialAc restrictions on listing objects and their

attributes beyond the nornAc rules foraccessing the Information Schema views themselves

Those rules require that a user haxec privileges on all container objects (database, catalog,

and schema) holding the object being listeatthermore, the user must have REaD privilege

on the paret container

For example, to list theAcC privileges on thédepartmentstable in the preceding example the
extra privileges needed are tkeC privilege on the database afidefault_catalog catalog and
theREAD, EXEC privileges on thédefault_schemaschemaThese privileges would allow the
user to list all objects (and their attributes) contained irfidlieéault_schenm@aschemaTo list all
catalogs and their attributes in a database, the user woul@xeedndREAD on the database
To list all sclkemata in théidefault_catalogcatalog, the user would neegEec on the database
andidefault_catalogandREAD on thefidefault_catalog All DAC privileges are considered
attributes of their respective objebt addition, table object attributes includelumns, indices,
and constraints.

If a user attempts to list objects or their attributes for which they do not have the pxaper
READ permissions no error is returndtiather, R simply does not include those rows in the
result of the queryFor example, if a user issued the following query:

SELECT *
FROM info_schem.column_privileges;

Only the rows corresponding to tables residing in a schema for which the ustEtagEAD
access would be returned

Niladic Functions

Niladic functions are fuctions that extract current state of the system such as an authorization
identifier (e.g.,CURRENT USER) or the current date or time (e@/JRRENT DATE) from groups of
rows Theavailable niladic functions are

-  USER - SYSTEM_USER - CURRENT_TIME.
- CURRENT_USER - CURRENT _DATE and

USERanNd its equivalentSURRENT USERandSYSTEM USERreturns a string representing the
current authorizatiom (viz., C.J. Date and H.DarwefA Guide to thesQL Standard, 4" ed,
1997). For example:

SELECT CURRENT_USER
FROM projects;
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produces the result:

CURRENT USER

Alice
Alice
Alice
Alice
Alice

CURRENT DATE returns a string representing the current datefi@ay. For example:
SELECT CURRENT_DATE

FROM projects;

produces the result:

CURRENT DATE

2007-11-28
2007-11-28
2007-11-28
2007-11-28
2007-11-28

CURRENT_TIME returns a string representing the current timeTiq, i.e., inowd. For example:
SELECT CURRENT_TIME

FROM projects;

produces the result:

CURRENT TIME

12:11:53
12:11:53
12:11:53
12:11:53
12:11:53

-05:00
-05:00
-05:00
-05:00
-05:00

Summary of Trusted RUBIX Discretionary Access

Controls

A user does not need any special privileges to createwaren

R uBIX

database. The

operating systemermissions and/or  privileges required for neDBA users to perform
various operations upon tire named object are tabularized below for the reader's

convenience.

Trusted RUBIXDAC Privil ege

Table

View

Operation Database Catalog Schema

Alter Session ) ]

Set Label

Alter Table’ EXECUTE  EXECUTE  ocUlE
WRITE

Commit - - -

Connect EXECUTE - -
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Trusted RUBIXDAC Privil ege

Operation Database Catalog Schema Table View
EXECUTE,
r I - - - -
Create Catalog WRITE
CreateDatabase - - - - -
EXECUT
Create Index EXECUTE EXECUTE CUTE, - -
WRITE
EXECUT
Create Schema EXECUTE & - - -
WRITE
" EXECUT
Create Table EXECUTE EXECUTE CUTE, - -
WRITE
crRVIEW(I) (if directl :
() ( g y CRVIEW(]) (if
EXECUT referenced in select directl
Create View EXECUTE EXECUTE & clause) RErviEW(]) (all y .
WRITE ; referenced in
underlying base table
select clause)
columns)
Delete from EXECUTE EXECUTE EXECUTE DELETE -
Table
Delete from
Vii: \?Vtﬂe* ° EXECUTE EXECUTE EXECUTE REFVIEW(I) DELETE
EXECUT
Drop Catalog & - - - -
WRITE
EXECUT
Drop Index EXECUTE EXECUTE & - -
WRITE
EXECUT
Drop Schema  EXECUTE & - - -
WRITE
EXECUT
Drop Table EXECUTE EXECUTE & - -
WRITE
: EXECUT
Drop View EXECUTE EXECUTE & - -
WRITE
Privilege
Grant on .
EXECUTE with GRANT - - -
Catalog
OPTION
Privilege
Grant on with ) ) i
Database GRANT
OPTION
Privilege
Grant on EXECUTE EXECUTE with GRANT - -
Schema
OPTION

Privilege withGRANT
Grant on Table EXECUTE EXECUTE EXECUTE 9 -

OPTION
Privilege with

Grant on View  EXECUTE EXECUTE EXECUTE REFVIEW(I)
GRANT OPTION
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Trusted RUBIXDAC Privil ege

Operation Database Catalog Schema Table View
sl EXECUTE EXECUTE EXECUTE INSERT(I) -
Table
I\?izsvrﬂmo EXECUTE EXECUTE EXECUTE REFVIEW(I) INSERT(I)
List of Catalogs
. . EXECUT
(in addition to & - - - -
. READ
Select on view)
List of Indices EXECUTE,
(in additionto  EXECUTE EXECUTE - -
. READ
Select on view)
List of Schema
X > EXECUT
(in additionto ~ EXECUTE CUTE - - -
. READ
Select on view)
List of Tables
. o, EXECUT
(in additionto ~ EXECUTE EXECUTE CUTE, - -
. READ
Select on view)
List of Views EXECUTE,
(in additionto ~ EXECUTE EXECUTE - -
. READ
Select on view)
Reference Table
by foreign key  EXECUTE EXECUTE EXECUTE REFERENCESI) -
constraint
Privilege
Revoke on . 9
EXECUTE with GRANT - - -
Catalog
OPTION
Privilege
Revoke on with ) ) i
Database GRANT
OPTION
Privilege
Revoke on EXECUTE EXECUTE with GRANT - -
Schema
OPTION
Revoke on Privilege withGRANT
EXECUTE EXECUTE EXECUTE
Table OPTION
Revoke on Privilege with
) EXECUTE EXECUTE EXECUTE REFVIEW(I)
View GRANT OPTION
Rollback - - - - -
.Sl_glflggrom EXECUTE EXECUTE EXECUTE SELECT(I)
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Trusted RUBIXDAC Privil ege

Operation Database Catalog Schema Table View
\S/ﬁel\?v?,t*ﬂ om EXECUTE EXECUTE EXECUTE REFVIEW(I) SELECT(I)
Update a EXECUTE EXECUTE EXECUTE UPDATE(I) -

Table

3%%? a EXECUTE EXECUTE EXECUTE REFVIEW(I) UPDATE(I)
?ee\(lﬂgery on EXECUTE EXECUTE EXECUTE REFVIEW(I) SELECT(I)
SIS EXECUTE EXECUTE EXECUTE SELECT(I) -

table”

" Listing an object is performed by issuing®LECToperation on the corresponding Information
Schema ViewTherefore, the specialac rules apply for the object being listed as well as the
generabAC rules for the View being queried.

” Referencing a Table by a foreign key constraint is an implied operation when eithaean
TABLE Or CREATE TABLE command is issued which creates reign key constraint.

™ The subquery operation is an implied operation whePERETE, SELECT, or UPDATE
command is issued withwHERE clause or when anNSERTcommand is issued withSELECT
clause.

Referencing a table can be accomplished throughg®fuconstraints. For example, you can
grantfimaryo the privilegesREFERENCESaNndUPDATE on theemployeesable in the schemames
with the following statement:

GRANT REFERENCES, UPDATE
ON james.employees
TO mary;

fimaryd can exercise theREFERENCErivilege to define a constraint in her owrkstable that
refers to themployeesable in the schemames

CREATE TABLE works (

PRIMARY KEY (pno, ssn, from_date),

FOREIGN KEY (ssn) REFERENCES employees (ssh),
pno CHARACTER(3),

ssn INTEGER,

from_date DATE,

to_date DATE,

w_hours INTEGER);
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CHAPTER 3 Mandatory Access Control  (MAC)

This chaptediscusses Mandatory Access Contih¢) row sensitivity labeling and the effects
of multilevel operations.

Mandatory Access Control in  Trusted Rub ix

Now that the general principles have been presented, it is time to examine the specific
ramifications ofMAC in theT rustep R UBIX RDBMS. It must first be stated that it is
possible, and even desirable, for most users tarusavithout ever consciously worrying about
MAC. This is because theac features of the product are seamlessly integrated throughout the
product, are tested to operatarectly, and invisibly underlie all of the user's actions.

INR ,rows of a table are subject to mandatory access control. All objerts iare

immediately and automatically protectedMacC at creation time. For example, whenaabase

is createdby executing th€REATE DATABASE command, it is immediately assigned a security

label that matches the user's security labglanother exanip, if the user inserts a row (record)

into a table, that row is assigned the security label that the user was oper&Rieigaber that
sensitivity labels permit only users at or above the row's sensitivity label to read the row; and only
usersoperating at the object's sensitivity label may modify or destroy the oBgestated earlier,

the termfimayd here only meanBmayo if the applicablebAc privileges also permit the operation

The user must have battac andDAC privilege to perform opetons inR

Certain conventions will apply throughout the rest of this section. The first convention is to
neglectbAc altogetherIf we say that an operation is permitted or restricted, we make #iat cl
independent of angAC rules that may applyrou must clearly understand that bothc and
DAC conditions must be satisfied before an attempted operation will succeed.

The second convention, which applies to many exampleditistate users executing

commands, will be to show the interaction (or attempted interaction) between a highly
trustworthy user, who operates at #i®eRETclearance and whose command prompt is shown as
S>(rather than a$), and a suspected spy, wisoonly trusted to operate with @NCLASSIFIED
clearance and whose command prompt is shows»ai each case, the examples will show

how theUNCLASSIFIED user attempts to illegally obtaBECRETinformation that theSECRETuUSser

has installed, but is prevented from doing so by the robastmechanisms oR

The third convention is to use the tefifabeb to refer to both the object sensitivity label of an
object and the session sensitivity label (possibly less than the astial clearance) at which the
user is currently logged .itn all cases it should be clear from context which interpretation is
intended.

When a user creates a databagesing theCREATE DATABASE conmand, thalatabase is given a
sensitivity label equal to his sensitivity labk is free to create schemas and tables within the
database by using tliEREATE SCHEMAaNdCREATE TABLE commands respectively; his sensitivity
label must dominatthe sensitivity label of the database in order for this operation to succeed,
and the sensitivity label of the newly created table is set to that sensitivity label.akssveell
result, neither the database nor its contents are visible to users oparatnigsufficiently high
clearance.
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The sensitivity label of a table represents the lowest sensitivity label of data that cg
inserted into the table. The sensitivity label of the table thus represents the lowest

sensitivity label at which thexistence and structure of the table are perceptible; it sg
nothing about which users can read or write which data rows, if any, within the tabl

When a user inserts information into a table by using a command sIXSERSF, the sensitivity
label of the information is equal to his sensitivity lalhelt us assume that amCLASSIFIED user
is the first one to enter data. Then, $ECRETUser adds a set of data records, both the
unclassified and secret records are visibleite. However, since the records added by the
SECRETuUSer are not readable by theCLASSIFIED user, the latter only sees the records he
himself inserted.

The user may use tlBREATEVIEW command to create defined views within the databbise
sensitivity label of a defined view must domin#ie sensitivity label of the databa¥¢hen data
is inserted into &lEw composed from tables of varying sensitivity labtig data is entered at
the sensitivity label of the user.

Once data has been inserted into a table, it can only be modified or deleted by users who are at
the sensitivity label of the datReturning to the earlier example, if taReCRETUSer attermpts to

empty the table, his attempt fails partially, because he is forbidden from writing (i.e., deleting or
modifying) anyUNCLASSIFIED records.

If the SECRETuUser had succeeded in deletingCLASSIFIEDrecords, that change would
have been perceptible theuUNCLASSIFIED user. That would constitute a grave threat,
since it would mean that tle=CRETuUser could arbitrarily communicate (by ggeranged
signal)secreTinformation down to an untrustworthy user.

However, aruNCLASSIFIED user (assuming Fehe holds theAc DROPprivilege on a table) may

drop theUNCLASSIFIEDtable, unaware of other data, esgCcRETdata, which may be stored in

the table. In this case, allowing the table to be dropped is consistent with the need not to disclose
the existace of classified data to a user whose sensitivity label does not dominate the data's
sensitivity label. Should a user need to store data in a table where the sensitivity label of the data
strictly dominates the sensitivity label of the tableythave thhee courses of action:

- make sure no user whose sensitivity label is strictly dominated by the data's sensitivity
label holds th@Ac DROPprivilege on the table.

- Maintain a copy of the data stored at the high label usingkéhg@ortcommand.

- Contact théDatabase Administrator to restore the data that was dropped.

The Rowlabel

T RUSTED R UBIX provides a label datatype whichasitomatically created as a column
in a table. This special column, namealabel,reveals the security label of row data. For
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example, if you want to look at the security labed each project you could write the following

query to display thprojectst a bl ed6s daowlabel. i ncl udi ng
SELECT rowlabel, pno, pname, dno, budget, startdate,
finishdate
FROM projects;
rowlabel projects. projects. projects. projects. projects. projects.
pno pname dno budget startdate Finishdate
U rcs  FightControl $100,000.00 20070201  200712-15
Simulation
TS Ic Inventory sw $600,000.00 20061201 20070915
Control
s mes  Missile Guiding $100,000.00 20060601  2007.06-01
System
c pcs  ramiotControl $600.000.00 20070115 20070620
System
S ™MK T[\Iom.‘"‘ha.""k EE $500,000.00 200611-01  200711-01
avigation

In theprojectstable above, the table creation sensitivity labeINSLASSIFIED while the
sensitivity label at which each row was added to the table is indicated ipwtladelfield. In a
similar manner, themployeesable is created atNCLASSIFIEDwhile each row is added at its
associated sensitivity label indicated by toelabelfield.

EMPLOYEES
employees. employees . employees. employees. employees. employees.
rowlabel ' )
Ssn lasthame firsthame salary title Dno
U 100254789 Smith Bruce $28000.00 Accountant ADM
S 111223333  Gomes Mary $42000.00 Software sw
Engineer
s 151007777  Furtado Judy $35000.00 Software sw
Engineer
] 151235679 Smith Sandra $19000.00  Secretary ADM
c 224255600  Brown Jane $36000.00 _>9na EE
Engineer
TS 224552500 Booker Tracy $44000.00  Physicist EE
S 228992500  Walsh James  $55000.00  Software sw
Engineer
S 322333000  Wickham Scott $45000.00  Software EE
Engineer
U 700340352 Xiu Belinda  $25000.00  OMMce ADM
Manager
TS 897005240 Golden Barbara $60000.00 Scientist EE
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In addition, users 'bob' and 'mary’, logged isSECRET are assumed to have created schemas
with the followingsQL statements:

CREATE SCHEMBobs schema;
CREATESCHEMAmarys_schema;

Since sensitivity labels can be quite lengthy when displayed in their full form, it is possible for
the system administrator to define short foohsensitivity labelsTherowlabel sensitivity labels
displayed above have the following aliases:

S =SECRET

U = UNCLASSIFIED

C =CONFIDENTIAL.

When some attributes of a record must be protected more diligently than other attributes the
security administrator may need to get involved. &@mple, consider thgrojectstable noted

above which is keyed on project number and indicates the project name, budget, and finish date
for each projectif the table creator wants to assign the following classifications to the three
columns:

1. The finishdate of a given project is U;
2. The budget of each project is S;
3. The name of the projectis TS;

the originalprojectstable can belecomposed into the following set of tables:

pno [finishdate pno | budget pno pname
FCS|200%#12-15 Fcs |$100,000.0¢  FCs|Flight Control Simulatior
IC |200709-15 iIc |$600,000.0¢ IC Inventory Control

MGS | 2007-06-01 MGs |$100,000.0(  MGS| Missile GuidingSystems
PCs|200706-20 Pcs|$600,000.0¢ Pcs| Patriot ControlSystem
TMK [200711-01 1Mk |$500,000.0( TMK | TomahawkNavigation

The three tables are initialized by the creator, who may then feel confident that the project
number to finish date mappingNCLASSIFIED), the project number to budget mappisgg¢RET,
and the list of project namesdp_SECRET areproperly protectedTl hereafter, only users who are

appropriately cleared can join the requisite tables to obtain the complete set of data for which they
are authorized.

Creation Labels on wMAcC Objects

T RUSTED R UBIX allows a user to retrieve the creation sensitivity labels of all objects to
which MAC applies The information can be retrieved from tihéo_schermusing variousQL

gueries This section contains examples of these queries and an explanation of their use. Chapter
11 of therR Reference Guidedescribes thanfo_schenand ik tables.

To facilitate the execution of these queries, it is recommended that the following command be
executed insql before further queries are issued:
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TRIM 20;
TheTRIM command sets the maximum field output width.

The following query can be used to display the creation security label of sclidraaswlabel
column displays the creation sensitivity label of the schema identified in the corresponding
table_schencolumn

SELECT rowlabel, schem_name
FROM info_schem.schemata;

rowlabel schem_name
U default_schem:

U info_schem
S bobs_schema
TS marys_scheme

Since thedefault_schemandinfo_schenare created at the same time as the database,
security labels are identical to that of the databaseLASSIFIED (U) is the assumed
default login sensitivity label that is assigned to users by the underlying operating. sys

The following query can be used to display the creation security label of tables in the
default_schemar herowlabelcolumn displays the creation sensitivity label of the tabihe
table_namecolumn identifies the table, and ttable typecolumn states hether a table or a
view is involved.

SELECT rowlabel, table_name, table_type
FROM info_schem.tables
WHERE table_schem = pdefault_schema R,

rowlabel table_name table_type
U departments  table
S projects table
TS billing_rate Table

The following examples show variationssgL statements that allow the extraction of short
forms of longrowlabelfields. Both statements produce identical results.
SELECT cast (rowlabel as char (1) ), table_name,
table_type
FROM info_schem.tables
WHERE table_schem = pdefault_schema R;

SELECT substring (cast (rowlabel as char(10) )

from 1 for 1), table_name, table_type
FROM info_schem.tables
WHERE table_schem = pdefault_ schema R
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rowlabel

table_name table_type

U
S
T

© 2010Infosystems Technology, Inc.

departments table
projects table
billing_rate table
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CHAPTER 4 Label Management

T RUSTED R UBIX supports all secusitlabels available in theperating systemi

security label consists of a hierarchical securitpelaand one or more ndmerarchical categories/
compartmerd TheR  sensitivity labels are part of a named columuw{abel) and are
contained in the table ddden fieldsi.e., the sensitivity labels are not automatically displayed
unless specifically requested in th@L query.

TheLABEL datatypds a fixed lenth field that maps to theperating system sensitivity label
stored in binaryorm.

Label Display

InR , the sensitivity labels are attached to each row of a.talilen a user creates a table, the
sensitivity labels are automaticaliytached to each row inserted in thble The sensitivity label
is identical to the user session sensitivity label during the row insertion.

Thehidden fieldcalledrowlabelis not displayed (returned) part of the standard quer user

has to specifically include threwlabelin theSELECTquery to have the sensitivity label displayed
in the tableThis is true even when all columns are retrieved wittrsth&CT statementTo

display the sensitivity la# for project number (pnaiMGs0 in theprojectstable, the following
query is used:

SELECT rowlabel, pname, pno
FROM projects
WHERE pno= pMGE

It will display,

rowlabel pname pno
S Missile Guiding System MGS

TheWHERE clause operator can be utilized directly uponrthvdabel column to retrieve all
SECRETrows in theprojectstable the following query is used.

SELECT pno, rowlabel
FROM projects
WHERE rowlabel = LABEL RSECRER

pno rowlabel

MGS S
TMK S

Label Formats

R supports two (2) distinct sensitivity label formats: Stastmat and Londg-ormat The
shortformat displays an abbreviated form of gemnsitivity label string, whereas, the lefogmat
returns the full character string of the sensitivity labéke longformat stored represented 5P
SECRET Special, Alpha can be returned in the siiortat asrs: s, A if S is a valid category,
such @ SpecialThe sensitivity label format is specified during tREATE TABLE operation The
default type is the sheformat The format is specified as:
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CREATE TABLE Table NamégField Name[LONG | SHORT] LABEL );

Label Comparison

T RUSTED R UBIX allows the use of StandasL syntax to perform sensitivity label
comparisos. This feature is invoked by the user to determime dominance, i.e., which
sensitivity labels dominatare dominated by, or are equal to other sensitivity laibblks
comparison functions supported By are:

Clause Function

= Is equal to

< Is less than (strictitdominated by )

<= Is less than or equal to (dominated by)
> Is greater than (strictly dominates)

>= Is greater than or equal to (dominates)
<> Is not equal to

To display all the rows dominated bysaCRETuser in theprojectstable, the following query can
be used:

SELECT *
FROM projects
WHERE rowlabel <= LABEL RSECRER

A more complex sensitivity label comparison to determine whiofectshaveemployeeat a
higher sensitivity label than that of the project itself, can be stated as follows:

SELECT *

FROM projects, employees

WHERE  projects.rowlabel < employees.rowlabel
AND projects.dno = employees.dno

R sensitivity labels are stored internallybimary form The CAST conversion function,
provided byR , converts sensitivity labels from standard character staggi to internal
binary form If the sensitivity label is not in the default format, and you want to convert to the
binary format to ompare sensitivity labels in tipgojectstable, enter:

SELECT pno, pname

FROM  projects

WHERE rowlabel = CAST( pTS:S,A R ASLABEL);
Assume that the labéfs:s,A0is part of your encoding file, then the above query will work.
Additional Comparison  Operators

Certain operators exist to simplify search criteria that would be quite cumbersome if expressed
solely in terms oRAND, OR andNOT. For example, to display rows in theojectstable that are
sensitivity labeled betweessECRETandTOP SECRET the following query can be used:
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SELECT rowlabel, projects.pno, projects.pname
FROM projects
WHERE rowlabel BETWEEN

LABEIRSECRER AND LAELRTOP SECREY

rowlabel projects.pno projects.pname
TS IC Inventory Control
S MGS Missile Guiding System
S TMK Tomahawk_Navigatior

To display rows in therojectstable which are sensitivity labeled at a specific sensitivity label,
the following query can be used:

SELECT rowlabel, projects.pno, projects.pname
FROM projects

WHERE rowlabel

IN (LABELRUNCLASSIFIER,

LABEIRSECRER LABEL RTOP SECREY;

rowlabel projects.pno projects.pname

U FCS Flight Control Simulatior

TS IC Inventory Control

S MGS Missile Guiding System

S TMK Tomahawk_Navigation
String data can be compared feflationships more intricate than simple equality and inequality
Specifically, T rusTeD R UBIX /sQL provides mechanisms for testing whether certain
patterns occur within string$o display all rows in therojectstable that contain the string
fiCLASOi n it 6 s s e n $NCLASSWIED), the fdllavimg duery(can.bg used:

SELECT rowlabel, projects.pno, projects.pname
FROM  projects

WHERE CAST (rowlabel AS char(50)) LIKE pU%R;
rowlabel projects.pno projects.pname
U FCS Flight Control Simulatior

Since the sensitivity label field is stored internally in binary form, it must first becas|
charactesstring in order to allow pattern matching.

ALL, SOME, and ANY Predicates

TheALL predicate can be used in a nestelict statement, if all the rows resulting from a
subquery have to be compar&@u can retrieve all rows which are domirét®y rows sensitivity
labeledseCRETIn theprojectstable using the following query:
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SELECTrowlabel, pro  jects.*
FROM projects
WHERE rowlabel < ALL (
SELECT rowlabel
FROM projects
WHEREowlabel = LABEL RSR

);
rowlabel projects. projects. projects. projects. projects. projects.
pno pname dno budget startdate finishdate
u Fes  ightControl $100000.00 20070201 20071215
Simulation
C pcs ~ ratiotControl $60000.00 20070115  2007.06-20

System

But if you wish to retrieve the rows with sensitivity labels that dominate rows sensitivity labeled
SECRETIn theprojectstable use the following query:

SELECT rowlabel, projects.*

FROM projects

WHERE rowlabel > SOME (
SELECT rowlabel
FROM projects
WHERHEowlabel = LABEL RSR

)i
rowlabel projects. projects. projects. projects. projects. projects.
pno pname dno budget startdate finishdate
TS IC Inventory S $600,000.00 20061201  2007%09-15
Control

String Functions

The following string functionsnay be used on threwlabelfield.

Therowlabelfield needs to be catt a charater string using theAsT function before
any string operations may be performed.

Substring

Comparisons can be accomplished with a portion of the string, if you specify the string value, its
starting position anthe total length for comparison.

SELECT SUBSTRING (CAST (rowlabel AS CHAR (50)) FROM 1 for 2)
AS rowlbl, projects.pname

FROM  projects

WHERE projects.dno = pSVR;
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rowl abel projects.pname
U Flight Control Simulatior
TS Inventory Control

The example above displays ttoavilabd andprojects.pnamdelds from theprojectstable for all
rows where the department numbefigs\o.

Upper and Lower

In a normal string comparison, theasch is case sensitivEherefore, you carot retrieve the
results you need unless you know the exact case of every letter in thEhdafianctions Upper
and Lower are useful to circumvent such situatidim can retrieve thpnoandpnamecolumns
from theprojectstable and display the associatesvlabelin either Upper case or Lower case as
follows:

SELECT projects.pno, projects.pname,
UPPER (CAST (rowlabel AS CHAR (50)))
AS rowlbl
FROM projects;
projects.pno projects.pname rowlbl
FCS Flight Control Simulatior U
IC Inventory Control TS
MGS Missile Guiding System S
PCS PatriotControl System C
TMK Tomahawk_Navigation S
SELECT projects.pno, projects.pname,
LOWER (CAST (rowlabel AS char (50))) AS rowlbl
FROM projects;
projects.pno projects.pname rowlbl
FCS Flight Control Simulation  unclassified
IC Inventory Control top secret
MGS Missile Guiding Systems secret
PCS Patriot Control System confidential
TMK Tomahawk_Navigation secret
Position

A column value can be compared with a specific string in a particular po3taarcan retrieve
rows in theprojectstable which have eowlabelthat starts with the lettéiUo as follows:

SELECT rowlabel
FROM  projects
WHERE POSITION (pUR in CAST (rowlabel AS CHAR (50))) = 1;
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rowlabel
U

Cat

Two strings can be concatenated using this functigrou want to concatenate the string
fiSensitivity Labebto eachrowlabeland produce a new column calledbel you can use the
following query:

SELECT projects.pno, projects.pname, pSensitivity Label ->p
[| (CAST (rowlabel AS char (50))) AS rowlbl
FROM projects;
projects.pno projects.pname rowlbl
FCS Flight ControlSimulation ~ Sensitivity Label U
IC Inventory Control Sensitivity Label TS
MGS Missile GuidingSystems ~ Sensitivity Label S
PCS Patriot ControSystem  Sensitivity Labet C
TMK Tomahawk_Navigation SenSItIVIty Label S

DISTINCT Keyword

When oneor more columns are projected from a table or view, duplicate values may be
introduced In order tosuppress the extra occurrences of gaghabelin theprojectstable, the
keywordDISTINCT may be included in theeLECT clause For example, to display the security
labels of projects that the Software Department is working on, use the following query:

SELECDISTINCT rowlabel

FROM projects
WHERE projects.dno = pSW&;
rowlabel
TS
U

ORDER BY Clause

You can control the order in which selected rows are displayed by addorp&r BY clause to
the end of a queryror example, the rows girojectscan be displayed in order of increasing
rowlabet

SELECT rowlabel, projects.*
FROM projects
ORDER BY rowlabel;
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projects. . projects. projects. projects. projects.

rowlabel pno projects. pname dno budget startdate Finishdate

u FCS Flight Control SW  $100000.00 20070201 20071215
Simulation

c soy el Sl EE  $600000.00 200701-15  200706-20
Systems

Missile Guiding

S MGS EE $100000.00 2006:06-01 200706-01
Systems

s T™K Vel s EE $500000.00 200611-01  200711-01
Navigation

TS IC Inventory Control SW $600000.00 200712-01 20070915

Aggregate Functions

Aggregate functions are functions that extract aggregate values from groups.dfews
available aggregate functions &@®@uUNT, MIN, andMAX. TheMIN andMAX functions apply to a
column and yield (respectively) the smallest and largest values of that céiwymn wish to find
the lowest sensitivity label of data in thejectstable, the query

SELECT MIN(rowlabel)
FROM projects;
Produceghe result:
MIN (rowlabel)
U
If you wish to find the highest sensitivity label of data inphgjectstable, the query

SELECT MAX(rowlabel)
FROM projects;

Produces the result:

MAX(rowlabel)
TS

ThecouNT function applied to a column yields the number of distinct values in that column; the
specialcouNT(*) function counts all of the rows in tlggoup If you wish to retrieve the number
of rows in theprojectstable sensitivity labeled &ECRET the query

SELECT COUNT(*)
FROM projects
WHERE rowl abel = LABEL RSECRER,

Produces the result:

count(*)
2
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GROUP BY Clause

To perform aggregate functions multiple groups you must use thrROUP BYclause The

GROUP BYclause groups the rows based on the value of the columns in the clause and applies the
aggregate function to that graugor example, the following query can be used to determine how
many ravs exist at each sensitivity label in fhjectstable:

SELECT rowlabel, count (*)
FROM projects
GROUP BY rowlabel;

rowlabel Count(*)

U 1
C 1
S 2
TS 1

LEAST UPPER BOUND (LuB) Function

LUB (labell, label2¥unction returns the least upper bound of labell and label2. For example;
SELECTLEAST_UB (rowlabel, LABEL RSR) from t;

outputsiiSo for each row if that row's sensitivity label is lower thi@8, otherwise, the sensitivity
label of that row.

SELECTEAST_UB (LABERSR, LABEIRTSR) fromt;
prints firso for each row since the union, or least upper bouniGoandfiTSO equalsiTSo.

To retrieve the least upper bound of all rows ingtaectstable, use the following query:

SELECT.UB (rowlabel)
FROM projects;

LUB (rowlabel)

TS
The following query uses th@UNT andLUB aggregate functions to determine the number of
rows inprojectsgrouped bydepartmentand lists the highest sensitivity label for each group:

SELECT projects.dno, COUNT (*), LUB (rowlabel)
FROM projects
GROUP BY dno;

projects.dno  COUNT(*) LUB(rowlabel)
EE 3 S

SW 2 TS
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GREATEST LOWER BOUND ( GLB) Function

GLB (labell, label2function returns the greatest lower bound of labell and label2. For example:
SELECTGREATEST_LB (LABEPSR, LABEIRTSR) from t;

always return$iSo since the greatest lower boundfisb andfiT So equalsfiSo.
SELECTGREATEST_LB (rowlabel, LABEIRSR) from t;
if that row's sensitivity label is higher thago the aboe command return¥So for the row,
otherwise it returns the sensitivity label of that row.
To retrieve the greatest lower bound of all rows ingigectstable, use the following query:
SELECTGLB (rowlabel)
FROM projects;
GLB (rowlabel)
U

The following query uses th®UNT andGLB aggregate functions to determine the number of
rows inprojectsgrouped bydnoand lists the lowest sensitivity label for each group:

SELECT projects.dno, COUNT (*), GLB (rowlabel)
FROM projects
GROUP BY  dno;

projects.dno  COUNT(*) GLB(rowlabel)
EE 3 C

SwW 2 U

Database Object MAC Relationships

A database inherits the current session sensitivity label when it is créatad hold objects

which are at this sensitivity label or higher. Multiple catalog and schemas can be created in the
database containat the sensitivity label of the database or higher. These objects also inherit the
current session sensitivity label when it is created. Multiple objects such as tables and views can
be created within a schema and they also inherit the current sessiivisg label, and must be
sensitivity labeled equal to or greater than the schema sensitivity label. The row can be inserted
into a table at the sensitivity label of the table or higher.

The principle ofuAC dominance and sensitivity label comparisopatts the outcome of various
SQL statementdlt is important to review various combinations of user session sensitivity labels
and object sensitivity labels for the resultmgs outcome The following table describes the
conditions associated with variog86L statements.
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Sensitivity label

SQL Statement o4
Condition

MLS Outcome

Session >= database
Session >= parent cataloc
Session >= parent schemi

ALTER TABLE : <
Session = table .
Session = table referenced
a foreign key
CONNECT Session >= database

CREATE CATALOC Session >= database

CREATE DATABASI Any Sensitivity label
Session >= database
Session >= parent cataloc
Session >= parent schemi
Session = table
Session >= database
Session >= parent catalog
Session >= database
Session >= parent cataloc
Session >= schema
Session = tableeferenced by
a foreign key
Session >= database
Session >= parent cataloc
Session >= parent schemi
Session >= table
Session >= view
Session >= database
Session >= parent cataloc
Session >= parent schemi
Session >= table, [view]
Session = row
Session >= database
Session =xatalog
Session = any schema, tabl
DROP CATALOG or view inside of the catalog
Session = any view that

CREATE INDEX

CREATE SCHEMA

CREATE TABLE

CREATE VIEW

DELETE

references a table and/or vie

inside of the catalog
Session atabase
Session >= database

DROP DATABASE

DROP INDEX
Session = index

© 2010Infosystems Technology, Inc.

Session >= parent cataloc
Session >= parent schemi

Table sensitivity label isnchanged.

Connected at the session sensitivity
label.
Created at the session sensitivity lab
and accessible to users who domina
Created at useession sensitivity labe
and accessible to all users who
dominate.

Created at the sensitivity label of the
table and is usable by all the users w
dominate.

Created at the session sensitivity lab
and accessible to users who domina
Created with session sensitivity labe

Accessed by users who dominate.

Created at user session sendiilabel
Accessible to users who dominate.

Delete rows at session sensitivity labi

The catalog and all containing objects

cascade option specified) are droppe

All objects in the database are destroy

Drop the specified index.
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sQL Statement Sensitivity label MLS Outcome
Condition
Session >= database
Session >= parent catalog
Session sschema
Session = any table or view The schema and all containing objects
DROP SCHEMA inside of the schema cascade option specified) are droppe
Session = any view that
references a table and/or viev
inside of the schema
Session >= database
Session >parent catalog
Session >= parent schema
Session = table
Session = any view referencin
the table
Session >= database
Session>= parent catalog
DROP VIEW Session >= pére_nt schema
Session = view

The table, all indices, and all rows ar
droppedAll referencing views are
dropped (if cascade option specified

DROP TABLE

The view is droppedAll referencing
views are dropped (if cascade optiol

Session = any view referencin specified).
the view

Session >= containers Privileges valid for dlsensitivity labels

GRANT o !
Session = object that may accesobject.

Session >= database

INSERT Session >=parent catalog  The row inserted inherits the sessiol
Session >= parent schema sensitivity label.

Session >= table, [view]
Session >= containers Privileges revoked are applicable for :
Session = object sensitivity labels that may access obje
Session >= database
Session >= parent catalog
SELECT Session >= parent schema
Session >= table, [view];
Session >=row
SET CATALOG SSeeSSSSI?Onn>>_=dCa;;tI)gse Set at the session sensitivity label.
Session >= database
SET SCHEMA Session >= parent catalog Set at the session sensitivity label.
Session >= schema
Session >= database
Session = parent catalog
UPDATE Session >= parent schema
Session >= table, [view];
Session = row

REVOKE

Rows dominated by session sensitivi
labelare returned.

Rows at the session sensitivity label ¢
updated.

Rows dominated by session sensitivi

Session >= database label are returned for the swajoery.
Session >= parent catalog
sub- query Session >= parent schema ~ A sub-query is an implied operation ¢
Session >= table, [view]; anyDELETE, UPDATE, Or SELECT
Sessia >=row operation that includes\®HERE clause

and anyINSERT operation that has a
SELECTclause.
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CHAPTER 5 Polyinstantiation

What is Polyinstantiation

Relational databases operate based upon the principleriohary key The primary keys aset
of one or more attributes chosen so that:

1. There is exactly one row per table with a given set of primary key values.

2. Each row in the database represents a set of facts about the key, the whole key, and
nothing but the key.

Let us examine the project number to budget mapping shown below:

pno budget
FCs $100,000.0(
IC $600,000.0(
MGS $100,000.0(
PCs $600,000.0(
TMK  $500,000.0(

Consider the following situation:

1. A SECRETuser inserts a row into a table with a given key, Bag, The row contains
SECRETinformation about which auNCLASSIFIED user is unaware.

2. An UNCLASSIFIED user tries to insert a row keyed pasinto the table as welHis request
is refused because thaw already exists.

3. TheUNCLASSIFIED user queries the table to see who inserted@®record before him
However, no such row is visible to him in his report.

Since his insertion was disallowed and his read also failed, he immediately concludesdhat ther
already a row present with the desired key, but he is not authorized to .vigwst the
UNCLASSIFIED user has now obtained sosECRETInformation from the database.

This may not sound like an earghattering problem, but suppose SECRETUSer is a bad guy
who is trying to leak information to theNCLASSIFIED user in the following fashion:

- ThesECRETuser obtains a sensitive message and translates it into its binary equivalent (a
string of ones and zeroesje then performs the followingegis for each of the bits in the
translated message:

- If the bit is a 1, th&ECRETuUser inserts a record fecsinto the table (if it is absent) or
leaves it alone (if it is already preserithe UNCLASSIFIED user attempts to insert and
delete the row, anldis failure tells him that theECRETuser has transmitted a 1.

- If the bit is a 0, th&ECRETuser deletes the record flecsfrom the table (if it is
present) or does nothing (if it is absefthe UNCLASSIFIED user attempts to insert and
delete the rowand his success tells him that 8BEBcRETUser has transmitted a 0.

(Note that we have ignored the detailsrofustep R UBIX transaction semantics that
make the communication slightly more difficult, but thaitiislevant to our discussion this
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fashion, thesSECRETuUser can surreptitiously transmit his entire sagge to th& NCLASSIFIED
user!The communication can occur much faster than you think if some additional cleverness is
employed by both users.

How do we avoid this problenThis is apotential covert channelhe preferred technique is
polyinstantiation where a given key value is permitted to be replicated across security fadvels
example, if theJNCLASSIFIED user attempts to insert a record which matchekekieof a
preexistenSECRETrow, a new record is created at theCLASSIFIED sensitivity label Then, the
combination of primary key and security label becomes the effective primarytkisysounds
simple enough, but note that, while theCLASSIFIED use is prevented from perceiving any
information for which he is not authorizetie SECRETuser has a dilemmahen he queries the
database, there may be more than one record that is returned to him, and there is the distinct
possibility that only one isignificantd and the rest argunk,0 or even that several are

significant and the others are junk.

Polyinstantiation in  Trusted RUBIX

There are two distinct methods of polyinstantiation thatsteo R uBIX can support
The first, calledPoLYLOW, consists of replicating AIGH key atLow when aLow subject
attempts to insert a row whose key matches that of an exis@ntow. This action is taken to
close the key collision covert chann€he second method, somewhat anomalously called
POLYHIGH, entails reintroduction afow keys atHIGH by aHIGH subject who, although fully
aware of the existence of thew row, chooses to reinstantiate the key aayWwecause that is
considered a semantically meaningful action.

In generalpoLyLow will reject every possible key conflict (all the keys you can "see").

POLYHIGH will allow a high insert to polyinstantiate itself, it will only reject a conflict at its own
level. POLYHIGH is useful for cases where you want a duplicate value and is usedeer a&ory

such asituations when you want high users to see one value of the key but you want low users to
see another.

There are also two distinct methods of creafirtable in which no records are polyinstantiated

The first, calledPOLYNONE, makes no attempt at handling the polyinstantiation issue and simply
always returns an error when a duplicate key is introduced, regardless of the seraiidliof |

the row It should be noted that a table created witihYNONE presents the potential for covert
channel exploitationThe second, callefiINGLE LABEL, only allows rows to be inserted with an
object sensitivity label equalo t he t a bl e.dnghissase) all other attémptyto | a b e |
insert rows will fail This is the only polyinstantiation level that will both prevent any row from
being polyinstantiated and remove the potential for covert channels.

The general for@t for aCREATE TABLE command is:

CREATE TABLHable Name (Column Definitions A t
[POLYINSTANTIATION LEVEL is
LOW | HIGH | NONE | SINGLE_LABEL]);

By default, when a table is created by dREATE TABLE command with no explicit
polyinstantiation levelpoLyLOwW applies.

ThepoLYLOW behavior can be chosen by specifying it intREATE TABLE command as
follows:
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$ CREATE TABLE projects

(

PRIMARY KEY (pno),

pno character(3),

pname character (50),

dno character(3),

budget numeric(15),

startdate  date,

finishdate date,
POLYINSTANTIATION LEVEL is LOW

);

ThePOLYHIGH behavior can be chosen by specifying it intREATE TABLE command as
follows:

$ CREATE TABLE projects

(

PRIMARY KEY (pno),

pno  character(3),

pname character(50),

dno character(3),

budget numeric(15,2),

startdate date,

finishdte date,
POLYINSTANTIATION LEVEL is HIGH

);

ThePOLYNONE behavior can be chosen by specifying iTHE CREATE TABLEcommand as
follows:

$ CREATE TABLE projects

(

PRIMARY KEY (pno),

pno character(3),

pname character(50),

dno character(3),

budget numeric(15,2),

startdate  date,

finishdte date,
POLYINSTANTIATION LEVEL is NONE

);

TheSINGLE_LABEL behavior can be chosen by specifying it intREATETABLE command as
follows:
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$ CREATE TABLE projects

(

PRIMARY KEY (pno),

pno character(3),

pname character(50),

dno character(3),

budget numeric(15,2),

startdate  date,

finishdte date,

POLYINSTANTIATION LEVEL is SINGLE_LABEL

),

It is not possible to haweoLYHIGH behavior withouPoLyLow. Furthermore, once the table has
been created and the requisite polyinstantiation discipline declared, it is not possitzZiede
that discipline for the remainder of the table's lifetime.

If POLYLOW is specified with respect to a given table, then a subject may insert a row into that
table if and only if no live rows with that key that are dominated by thiestgsensitivity label

occur in the tablg/A filiveo key is one that has been inserted at some time in the past but has not
yet been logically deleted; when deleted, the kégaamand until it is reinserted.)

In contrast, ifPOLYHIGH is specified, then a subject may insert a row into that table only if no live
row with that key occurs in the table at the subject's security. ldlbelow with the same key
exists at a higher (or nesomparable) user sensitivity label, then the rowolyipstantiated.

If POLYNONEIs specified, then the attempted creation of a record with the same key as that of an
existing record, will fail.

A table in which the polyinstantiation level is sefPtoLYNONE provides a channel throug
which users can infer the existence of rows in the table that their sensitivity label dog
dominate. This constitutes a disclosure of the contents of the key of the row.

If SINGLE_LABEL is specifed, then any attempt to create a record with a label other than the
tablebs object sensitivity label will fail

The consequence of inserting multiple key instarinot® a polyinstantiated table is that, when

data isread from the table, there may be various competing instances of a given row's key from
which T rusTteD R UBIX must chooseBy defaultR  will return the polyinstantiated
record with the highest label dominated by the user.

In addition, you may use theEw BY POLYINSTANTIATION construct to cause selects from
polyinstantiated tables to return all polyinstantiated rows that are dominated by the reader's

sensitivity label, rather than just the single highest row. Besrof this method are subsequently
described.

Example of poLyLow Behavior

We shall use thprojectstable as an example. Suppose a single row is loaded jmdjeststable
by aSECRETsubject:
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INSERT INTO projects VALUES pMGR, pMilitary Global
Surveillance R, PEER 800000.00, 2007-04-01, 2007-09- 30;

SELECT *
FROM projects;

PROJECTS
projects.pno projects.pname projects.dno  projects.budget  projects.startdate projects.finishdate
MGS Military Global EE $800,000.00 20070401 2007.09-30
Surveillance

If an UNCLASSIFIED subject attempts to insert a row @GS, his request cannot be rejected, since

that would entail a signaling chann€&hus, a new row must be reinstantiated at the
UNCLASSIFIED sensitivity label:

INSERT INTO projects VALUES pMGR, pMaritime Geopositionin g
SystemR, PpSVR, 700000.00, 2007 -05-01, 2007-12- 31,

SELECT *
FROM projects;

PROJECTS
projects.pno projects.pname projects.dno  projects.budget  projects.startdate projects.finishdate
Maritime
MGS Geopositioning SW $700,000.00 20070501 200712-31
System
The SECRET instance is returned by the SECRET user's next query:
SELECT *
FROM projects;
PROJECTS
projects.pno projects.pname projects.dno  projects.budget  projects.startdate projects.finishdate
MGS Military Global EE $800,000.00  2007-04-01 2007.09-30
Surveillance

unless the subject requests a polyinstantiated view of a table, which reveals all current instances
of the keymGs:

SELECTowlabel, projects.*
FROM projects
VIEW BY POLYINSTANTIATION;
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PROJECTS
projects. . projects. projects. projects. projects.
rowlabel pno projects. pname Dno budget startdate finishdate
S MGS Military Global EE  $800,000.00 2007-04-01  2007:09-30
Surveillance
Maritime
U MGS Geopositioning SwW $700,000.00 20070501 200712-31
System

while theUNCLASSIFIED user would still be unable to perceive any result oSEERETsubject's
work:
SELECT *

FROM projects
VIEW BY POLYINSTANTIATION;

projects . roiects name projects . projects . projects . projects .
pno projects . P dno budget startdate finishdate

Maritime Geopositioning

Sw $700,000.00 200705-01 2007%12-31
System

MGS

lllustration of POLYHIGH versus POLYLOW Behavior

Consider again the familigrojectstable, loaded with a single row by BRCLASSIFIED subject:

INSERT INTO projects VALUES pMGR, pMaritime Geopositioning
SystemR, PpSVR, 700000.00, 2007 -05-01, 2007 -12- 31,

SELECTowlabel, projects.*
FROM projects
VIEW BY POLYINSTANTIATION;

PROJECTS
projects . . projects . projects . projects . projects .
rowlabel pno projects .pname Dno budget startdate finishdate
Maritime
U MGS Geopositioning S $700,000.00 20070501  200712-31
System

If a SECRETSubject attempts to insert a row faGs, whether the request should succeed depends
on the polyinstantiation discipline that attends the tabkeoifrLow is enforced, the request is
rejected, because multiple key instamtiais permitted only to prevent covert information flow:

INSERT INTO projects VALUES pMGR, pMilitary Global
Surveillance R, PEER 80 0000.00, 2007 -04- 01, 2007 - 09- 30;

record already exists
SELECTowlabel, projects.*

FROM projects
VIEW BY POLYINSTANTIATION;

© 2010Infosystems Technology, Inc. 6.0 REVISION 5



Security FeaturedJser's Guide

PROJECTS
projects . ) projects . projects . projects . projects .
rowlabel ™5 projects . phame Dno budget startdate finishdate
Maritime
U MGS Geopositioning SW $700,000.00 200705-01 200712-31
System

However, ifPOLYHIGH is followed, the request is permitted to succeed, even though there is no
covert information flow to avoid, because it is presumed semantically meaningful BEQGRET
user to reinstantiate an extamMCLASSIFIED key:

INSERT INTO projects VALUES pMGR, pMilitary Global
Surveillance R, PEBR 800000.00, 2007 - 04- 01, 2007 - 09- 30;

SELECT *
FROM projects;
PROJECTS
projects . . projects . projects . projects . projects .
pno projects . pname dno budget startdate finishdate
MGS Mé':j";‘%lﬁ;;ﬁzg' EE $800,000.00 20070401 20070930

Of course, if thesECRETuUser displays the relation contents infibelyinstantiated viewmode,
he sees botkiGs instances:

SELECT rowlabel, projects.*
FROM projects
VIEW BY POLYINSTANTIATION;

projects . . projects . projects . projects . projects .
rowlabel Pno projects . pname Dno budget startdate finishdate
s MGS Military Global EE $800,00000 20070401 20070930
Surveillance
Maritime
U MGS Geopositioning S $700,000.00 200705-01 200712-31
System
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Tabular Summary of Trusted RUBIX Polyinstantiation

Semantics

The semantics of the various primitive operations are summarized below in tabularféorthat

reader's convenience:

Operation Polyinstantiation Semantics of Operation
Discipline
Return the key instance with the largest label dominated by
POLYLOW Or POLYHIGH  gybject's sensitivity label, if any
Select POLYNONE Of Return the(single) key instance dominated by subject's sensitiy
SINGLE_LABEL label, if any
VIEW BY Return all key instances dor
POLYINSTANTIATION &Ny
 PoLynonE Fail if key instance already exists, else succeed
Fail if subjectds sensitivit
SINGLE_LABEL L ; . -
- sensitivity label or if any key instance already exists, else succ
Insert Fail if any key instance dominated by the subject's sensitivity |;
POLYLOW .
already exists, else succeed.
Fail if any key instance at the subject's sensitivity label already
POLYHIGH :
exists, else succeed
 Delete Any Succeed if any key instance at subject's sensitivity label, else
If a beforeimage key instance at subjectnsitivity label does
POLYNONE Of ; o . . o
not exist, fail; if an afteimage key instance at any sensitivity lal
SINGLE_LABEL . .
= exists, fail; else succeed
If a beforeimage key instance at subject's sensitivity label doe:
Update POLYLOW exist, fail; if an afteimage key instance dbminated sensitivity
label exists, fail; else succeed
If a beforeimage key instance at subject's sensitivity label doe:
POLYHIGH exist, fail; if anafterimage key instancatthesb j ect 6 s

Thebefore image is the value of the row before the upd&is place whilehe after image is the

label existsfail; else succeed

value of the row after the update takes place.
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CHAPTER 6 Multilevel Integrity Constraints

This SectionbtheSecur i t y F e at descrbes hahsnuiltilévad secrity affests
integrity constraintge.g., referential integridyin T rusten R uBIX

Primary Key and Unique Constraints

ThePRIMARY KEY constraint is variously affected by the multilevel secuaitghitecture
depending on theOLYINSTANTIATION method that a user selects for a table
POLYINSTANTIATION is described in detail in Chapteof this guide

A UNIQUE constrainin R is enforced to b&NIQUE according to th@OLYINSTANTIATION
method that was assigned to the talplether words, it will inherit the sanfeLYINSTANTIATION
method as the table upon which thQUE constraint igplaced This can be illustrated with the
following example.

Assume that thdepartmentsable is created as follows at theCLASSIFIED sensitivity label:
CREATE TABLE departments
PRIMARY KEY (dno),
dno CHARACTER,

dname CHARACTER(15),
POLYINSTANTIATION LEVEL is HIGH

);
A UNIQUE constraint on thenamecolumn can be added as follows after table creation:
ALTER TABLE departments
ADD CONSTRAINT cn UNIQUE (dname);
If the departments$able had not been previously created,UR&UE constraint could have been
added as part of tleREATE TABLE command as follows:
CREATE TABLE departments

(
PRIMARY KEY (dno),
UNIQUE (dname),
dno CHARACTER(3),
dname CHARACTER(10),
POLYINSTANTIATION LEVEL is HIGH

);

Because the table was created with a polyinstantiation madetef theUNIQUE constraint
inherits that behavioiith theUNIQUE constraint in place, the user is allowed to insert a row at
the UNCLASSIFIED sensitivity label as follows:

INSERT INTO departments
VALUES ('SW', 'SOFTWARE;

Any attempt to add additional rows at theCLASSIFIED sensitivity label with thelnamecolumn
eqgual tosoFTWARE will be rejectedHowever, additional rows with thinamecolumn equal to
SOFTWAREcan be added at different sensitivity lab@&lkis follows the polyinstantiation level
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HIGH behavior If the table had been created with a poltamsiation level ot.ow, then the
attempt to insert a duplicatmamecolumn would fail. Similarly, if the table had been created
with polyinstantiation levels ofiONE or SINGLE_LABEL, it would follow the rules for that
particular mode.

NULL and Default Constraints

These constraints are not affected byrthatilevel architecture.

Check Constraint

The check constraint executessagL code segment that evaluates to either true or.falée
code segment may be arbitrarily complex, including referencing rows in other tables or the same
table For example, @HECK constraint clause could be:

CHECK (colnameiN (SELECT colname2-ROM othertablg);

The set of rows returned from thelECK constraint follows the same behavior as a general
SELECTstatementThat is, the highest dominated record of all polyinstantiegedrds is
returned If the VIEW BY POLYINSTANTIATION is specified, then all polyinstantiated records are
returned.

Using therowlabelfield and the multilevel architectuitis possible for a user to limit the
sensitivity labels from which data can be added to a particular table. Assume thepdhtenents
table shown in Section 2.9.3 was creaetheUNCLASSIFIED sensitivity label Assuming that the
T RUSTED R UBIX DAC security policy allows unrestricted access, the MAC security
policy dictates that thdepartmentsable is only accessible to users who are logged in at
UNCLASSIFIED or highersensitivity labelslf a user wants to restrict all insentgo departmentso
the SECRETsensitivitylabel or below, the followingonstraint can be used (assuming 'S’ is an
alias for theseECRETsensitivity ldel):

ALTER TABLE departments

1 $$ #/.3421).4 Al #(%#+ 501 x1 AAAT | |, 1 " %, f

Foreign Key

Multilevel security affects foreign keys in thidie constraint is enforced only within the same
security labelThis is because the foreign key constraint may hav@NabELETE andON UPDATE
behavior that performs BELETE or UPDATE of other rows These operations may only occur if
the session sensittyilabel equals the row sensitivity lab&he data referenced by the foreign
key must exist at the same sensitivity label as the data being inserbtder words, the
combination of every foreign key value and its sensitivity label must match thepimaat the
same sensitivity label

If the employeesable is created as shown in Section 2.9.3, the following illustrates the affects of
multilevel dataon referential integritylf the contents oémployeesre:
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EMPLOYEES
rowlabel employees . employees . employees . employees . employees . employees .

ssn lastname firstname salary title dno

U 100254789 Smith Bruce $28000.00 Accountant ADM

S 111223333  Gomes Mary $42000.00  Software sw
Engineer

S 151007777  Furtado Judy $35000.00  Software sw
Engineer

0] 151235679 Smith Sandra $19000.00 Secretary ADM

C 224255600  Brown Jane $36000.00 _>dna EE
Engineer

TS 224552500 Booker Tracy $44000.00 Physicist EE

S 228992500  Walsh James  $55000.00  ooftware sw
Engineer

S 322333000  Wickham Scott $45000.00  Software EE
Engineer

U 700340352 Xiu Belinda $25000.00  Office ADM
Manager

TS 897005240 Golden Barbara $60000.00 Scientist EE

The followingworkstable needs to be created:
CREATE TABLE works

(
PRIMARY KEY (pno, ssn, from_date),
FOREIGN KEY (ssn) REFERENES empo yees (ssh),
pno CHARACTER(3),
ssn INTEGER,
from_date DATE,
to_date DATE,
w_hours INTEGER
);

Note the eferencdo thessncolumn in theemployeesable Standard referential integrity implies
that before a record withssncan be added to theorkstable, it must exist in themployeegable
Multilevel security adds a further restrictiobhe ssnrow must exist in themployeesable at the

same sensitivity | abel as the user obworkeperating

table.

A useroperating at theECRETsensitivity labelwill be allowed to successfully execute the first
INSERT statement but the other inserts will fail.

INSERT INTO works VALUES pICR, 111223333, 2007-01-01, 2007-01- 15, 40;
INSERT INTO works VALUES pTMKR, 224552500, 2 007-01-01, 2007-01- 15, 40;
INSERT INTO waks VALUES pICR, 100254789, 2007 -01-01, 2007-01- 15, 40;
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Note that in all cases, the rows intended to be inserted indhestable contairssnvalues which
exist in theemployeesable However, in the case of the finSISERT statement, thesnr o wo s
sensitivity label iISECRET, the same as our operating sensitivity label; so the insert operation
succeedsThe other inserts referenses rwbose rows exist at a different security lalelrt
SECRET(i.e., ssn224552500 is atop SECRETandssn100254789 is atNCLASSFIED); thus, they

fail.
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D
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and MAC sensitivity labeling, 15
and named objects, 9
and object creation, 16
columnbitmap field, 16
computing effective privilege, 33
concepts, 9
default privileges, 16
defined, 3
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example, 48
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position, 50
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defined, 4
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Like operator
example, 48
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Lower function, 50
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defined 4
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example, 29
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P

POLY SINGLE LABEL, 60
Poly single label, 58, 59
Polyhigh, 58, 59, 60
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example, 60
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Position function, 50
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example, 23, 65
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example, 29
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example, 28, 30 defined, 5
with cascade, 28 Server process
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Role based access control Server software, 21
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exampe with lower function , 50 substring, 49
example with max aggregate, 52 example, 49
example with min aggregate, 52 upper, 50
example with order by clause , 51 example, 50
example with position function , 50 Subject, 9
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role creation, 13 Trusted Operating System, 11
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