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CHAPTER 1  Trusted Database Concepts  

Overview  

T RUSTED R UBIX , a Relational Database Management System (RDBMS) meets the EAL4 

level of assurance as specified in the Common Criteria for Information Technology Security 

Evaluation. The EAL4 level of assurance provides structured protection and allows true multilevel 
secure database operation. 

This document is the Security Feature's Users Guide (SFUG) for TR  . It presents the security 

protections provided by TR   to users. It also details the uses and interactions of the various 

security protections with examples. This document illustrates security protection mechanisms, the 
TR    Reference Guide details the full syntax of all commands used in this document. 

The security architecture of TR   is layered atop the trusted operating system security and 

provides additional access control with finer granularity. It is important for a user to understand, 

that TR   is a subsystem of a host machine. As such, it only protects information under its direct 

control. It works in cooperation with the underlying operating system to assure that the user data 
in a TR   database is only accessible through TR   utilities and user applications that use the TR   

libraries. The underlying operating system stores and protects all TR    data and user data with the 

granularity of a file. The security features of the operating system can be found in the operating 

system's administrative guides. The TR   Trusted Facility Manual instructs the TR   administrator 
on how to properly configure TR   for secure operations.  

Recent advances in information technologies and the proliferation of computing systems and 

world-wide networks have raised the level of concern about security in both the public and 

private sectors. This concern has been reinforced in the final report of Presidentôs Commission on 
Critical Infrastructure Protection (PCCIP) and the associated Presidential Decision Directive 63 

(PDD-63). Security concerns are motivated by an increasing use of information technology (IT) 

products and systems throughout government and industry in a variety of areas ï from electronic 
commerce to national defense. Consumers have access to a growing number of security-enhanced 

IT products with different capabilities and limitations and must make important decisions about 

which products provide an appropriate degree of protection for their information. 

To help consumers to select commercial off-the-shelf IT products that meet their security 

requirements and to help manufacturers of those products gain acceptance in the global 

marketplace, NIST and NSA have established a program under the National Information Assurance 

Partnership (NIAP) to evaluate IT product conformance to international standards. The program, 
officially known as the NIAP Common Criteria Evaluation and Validation Scheme for IT Security, 

or Common Criteria Scheme in abbreviated form, is a partnership between the public and private 

sectors. TR   has been designed to meet the advanced security technology and concepts to comply 
with the protection requirements of the Common Criteria at the EAL4 level of trust. 

Chapter 1 of this document introduces trusted database concepts. It describes the scope and 

intended audience for this document. A summary of the TR    architecture is presented, followed 

by some basic definitions. The section ends by discussing the various security policies available 
in TR  , highlighting their nature and utility. 

Chapter 2 discusses how TR   assigns and calculates privileges as part of discretionary access 

control (DAC). It then discusses each DAC object, separately detailing the operations each 
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privilege controls. A summary of the T RUSTED R UBIX operations and their required 

privileges is provided. 

Chapter 3 examines the specific ramifications of mandatory access control (MAC) in TR  , e.g., 

only the rows of a table are sensitivity labeled and subject to MAC. All objects in TR   are 

immediately and automatically protected by MAC at creation time. TR   allows a user to retrieve 

the creation sensitivity labels of all MAC objects. 

Chapter 4 presents examples to delineate sensitivity label management for the rows of a table. 
TR   allows the use of Standard SQL syntax to perform sensitivity label comparisons, string 

functions and aggregate functions on the rowlabel field. This chapter summarizes how MAC 

effects various TR   SQL Statements..  

Chapter 5 describes polyinstantiation. It discusses the use of various TR   polyinstantiation 
options available to a user at table creation and the effects of polyinstantiation on row selection. 

Examples are also provided. 

Chapter 6 describes how multilevel security affects integrity constraints in TR   and presents 

examples. 

Definitions  

The following definitions have been provided to facilitate the readers in understanding of this 

document: 

Access Control  ï  the process of limiting access to the resources of a system only to authorized 
programs, processes, or other systems (in a network). Synonymous with controlled access and 

limited access. 

Authorized  ï  possessing the rights, permission, and/or privileges necessary (in accordance with 

the Target of Evaluation (TOE) security policy) to perform an operation. A security policy defines 
a set of rules that regulate how assets are managed, protected, and distributed within a TOE. 

Classification  ï  a designation attached to information that reflects the damage that could be 

caused by unauthorized disclosure of that information. A classification includes a sensitivity label 
(unclassified, confidential, secret, or top secret) and a set of zero or more compartments (cryto, 

nuclear, etc.). The set of classifications, together with their hierarchical relation defining the 

allowed information flows between labels, form a lattice. Most dissemination controls, such as 

NATO, NOFORN, and NOCONTRACTOR, can be handled as additional compartment names. 

Clearance  ï  the degree of trust associated with a person. This is established on the basis of 

background investigations and the tasks performed by the person. It is expressed in the same way 

as classifications (i.e., a sensitivity label and a (possibly null) compartment set). 

Confidentiality  

(1) The concept of holding sensitive data in confidence, limited to an authorized set of individuals 

or organizations. 
(2) The property that information is not made available or disclosed to unauthorized individuals, 

entities, or processes. 
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Container  ï  a multilevel information structure. A container has a classification and may contain 

objects (each with its own classification) and/or other containers. 

Covert Channel ï any communication channel that can be exploited by a process to transfer 

information in a manner that violates the system's security policy. There are two types of covert 

channels: 

­ storage channels and ­ timing channels. 

Covert storage channels include all vehicles that would allow the direct or indirect writing of a 
storage location by one process and the direct or indirect reading by another. Covert timing 

channels include all vehicles that would allow one process to signal information to another 

process by modulating its own use of system resources in such a way that the change in response 
time observed by the second process would provide information. (Source: DoD Trusted Computer 

System Evaluation Criteria) 

Data Confidentiality  ï  the state that exists when data is held in confidence and is protected 
from unauthorized disclosure. 

Data integrity  ï  the state that exists when computerized data is the same as that in the source 

documents and has not been exposed to accidental or malicious alteration or destruction. 

Database  ï  a database is a logical container that may contain many different kinds of data 
arranged in tables, where the data contained in each table is in some way related to the data in the 

other tables in that database. 

DBMS data  ï  data that the DBMS creates, maintains, and uses to operate the DBMS (e.g., 
configuration parameters, user security attributes, transaction log, audit instructions and records). 

Discretionary Access Control (DAC)  ï  a means of restricting access to objects based on the 

identity of the subjects and/or groups to which they belong. The controls are discretionary in the 
sense that a subject with certain access privilege is capable of passing that privilege (perhaps 

indirectly) on to any other subject (unless restricted by mandatory access control). In 

T RUSTED R UBIX databases, catalogs, schemas, tables, views, table columns, and view 

columns are controlled by DAC. 

Dominate  ï  security label (or sensitivity label) A is said to dominate security label (or 

sensitivity label) B if the hierarchical classification of A is greater than or equal to that of B and 

the nonhierarchical categories of A include all those of B as a subset. 

Dominated By ï security label A is dominated by security label B if (1) the 

clearance/classification in A is less than or equal to the clearance/classification in B, and (2) the 

set of access approvals (e.g., compartment designators) in A is contained in the set of access 

approvals in B (i.e., each access approval appearing in A also appears in B). This dominance is a 
special case of partial order. 

Dominates ï ñsecurity label B dominates security label Aò is synonymous with ñsecurity label A 

is dominated by security label B.ò  See ñDominated By.ò 

Equal  ï  security labels (or sensitivity labels) are equal if the hierarchical label of both labels are 

equal and the nonhierarchical category sets are equivalent. 
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Evaluation Assurance Level (EAL )  ï  a package consisting of assurance components from 

Common Criteria (CC) Part 3 that represents a point on the CC predefined assurance scale. EALs 
provide an increasing scale that balances the level of assurance obtained with the cost and 

feasibility of acquiring that degree of assurance. 

Incomparable  ï  security labels (or sensitivity labels) are incomparable if they are not equal and 

neither label is greater than the other. 

Least Privilege  ï  principle that requires that each subject be granted the most restrictive set of 
privileges needed for the performance of authorized tasks. 

Mandatory Access Control (MAC )  ï  a means of restricting access to objects based on the 
sensitivity (as represented by a label) of the information contained in the objects and the formal 

authorization (i.e., clearance) of subjects to access information of such sensitivity.  

Multilevel Secure RDBMS  ï  a multilevel secure (MLS) RDBMS can store and process information 

at multiple security labels and serve multiple users, some of whom may not be cleared for all the 

information in the machine. 

Multilevel Security (MLS)  ï  concept of processing information with different classifications 

and categories that simultaneously permits access by users with different security clearances, but 

prevents users from obtaining access to information for which they lack authorization. 

Named Object ï an identifiable passive entity, usually with a file system representation, that 

contains or receives information, and is associated with a single set of discretionary access 
privileges by the TCB for the purpose of DAC. In T RUSTED R UBIX , databases, schemas, 

relations (tables), columns, and views are the named objects. 

Platform  ï  the combination of software, hardware, and/or firmware layers underlying the 

DBMS. 

Polyinstantiation  ï  a table integrity MAC security mechanism where several rows may exist for 

the same primary key, as long as each has a different MAC sensitivity label. The normal two 

dimensional table structure coordinates of primary key and attribute is extended to include the 
access class of the row. 

Privilege ï a right to perform certain operations which would normally violate the access control 

policy of the underlying trusted operating system or TR   itself. In order to allow for the proper 

administration of TR  , certain privileges have been defined which encompass the entire set of 
operations needed. 

Relation  ï  a relation is a two dimensional (row and column) table of related data. Each table can 

contain different kinds of data. 

Relational Database Management System  ï  a relational database management system 

(RDBMS) stores and manipulates data in the form of relations. 

Resource  ï  anything used or consumed while performing a function. The categories of 

resources are: 

­ time, 

­ information, 

­ objects (information containers), 

­ or processors (the ability to use information). 
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Specific examples are: 

­ CPU time; 

­ terminal connect time; 

­ amount of directly addressable memory; 

­ disk space; 

­ number of I/O requests per minute, etc. 

Role Based Access Control  ï  A method of access control that focuses on users and the jobs the 
users perform. T RUSTED R UBIX relies upon predefined authorizations to support 

mutually exclusive administrative roles for each administrative task. Intermediate layers, such as 

authorizations, profiles, and roles help to control the complexities of managing access control. 

Security label  ï  the combination of a hierarchical sensitivity label and a set of nonhierarchical 
categories that represents the sensitivity of information. Same as sensitivity label. 

Security Policy ï a set of rules and practices that regulate security. In an organization which uses 

computers, the security policy determines how that organization manages, protects, and 
distributes sensitive information stored in computers. For example, trusted systems often have a 

policy that dictates that only the user holding the appropriate authorizations can load and unload 

multilevel data. Such a policy is enforced by the trusted software running on the computer. 

Security Relevant Event  ï  any event that attempts to change the security state of the system, 
(e.g., change discretionary access controls, change the security label of the subject, change user 

password, etc.). Also, any event that attempts to violate the security policy of the system, (e.g., 

too many attempts to login, attempts to violate the mandatory access control limits of a device, 
attempts to downgrade a file, etc.). 

Sensitivity Label  ï  a piece of information that represents the security label of an object that 

describes the sensitivity (e.g., classification) of the data in the object. Sensitivity labels are used 
by the TOE security functions as the basis for mandatory access control decisions. 

Sensitivity Level  ï  a set of classifications (UNCLASSIFIED, CONFIDENTIAL, SECRET, TOP 

SECRET) together with their hierarchical relation defining the allowed information flows between 

levels. 

Subject  ï  an active entity, generally in the form of a person, process, or device that causes 

information to flow among objects or changes the system state. Technically, a process/domain 

pair. 

Target of Evaluation (TOE)  ï  an IT product or system and its associated administrator and user 

guidance documentation that is the subject of an evaluation. The entity that is evaluated as 

defined by the Security Target (ST). While there are cases where a TOE makes up the entire 
product, this need not be the case. The TOE may be a product, a part of a product, a set of 

products, a unique technology never to be made into a product, or combinations of all of these, in 

a specific configuration or set of configurations. This specific configuration or set of 

configurations is called the evaluated configuration. The ST clearly describes the relation between 
the TOE and any associated products. 

Trusted Computing Base (TCB)  ï  the totality of protection mechanisms within a computer 

system, including hardware, firmware, and software. The combination of these components is 
responsible for enforcing a security policy. 
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TR   Default Roles  ï  a set of default roles installed and configured by TR   during installation.  

Audit Administrator( AUD)  ï  a DBMS administrative role that is limited to those privileges 
necessary to administer and review the DBMS audit trail. 

Database Administrator (DBA)  ï  a DBMS administrative role that is explicitly granted all 

discretionary access privileges to manage DBMS objects in the DBMS covered by the DBMS 

discretionary access control policy. 

Database Operator(OP)  ï  a database administrative role whose permissions are limited to those 

permissions necessary to operate the DBMS. 

Security Administrator( SA)  -  a DBMS administrative role that is explicitly granted the ability to 
cause an information flow for information covered by the DBMS mandatory access control policy 

in order to perform administrative tasks operating on labeled information at multiple levels of 

security within the DBMS. 

User  -  an authorized DBMS user who does not possess any trusted DBMS administrative roles or 
authorizations (e.g. audit administrator, database administrator, database operator, security 

administrator), but does possess authorizations for exporting and importing data. 

Secure Usage Assumptions  

 

 

 

 

 

 

 

 

 

 

 

 

 

It is assumed that the TR   is protected against disasters such as loss of power, fire, flood, and 

destruction of facilities.  

 

WARNING  

It is assumed that the environment protects information while in transit between TR   and 

components of the IT environment. 

WARNING  

It is assumed that authorized TR   users will protect themselves from loss of data by making 
regular backups of data assets through the rxexport command. Data should be backed up at least 

when 15% of the content of a resource has been modified. The media on which data is backed up 

is classified at the level of the session sensitivity label it was generated under. Removable media 
must be labeled and protected in accordance with the site security policy. 

WARNING  

It is assumed that TR  , the OS, and IT environment are protected from physical attack. 

WARNING  

It is assumed that authorized T RUSTED R UBIX  users are familiar with applicable TR  

security policies and procedures, are competent, and merit the trust placed in them. 

WARNING  
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Database Architecture  

 

Figure 1 T RUSTED R UBIX Client Server Architecture 

Figure 1 shows the client server architecture for TR  . Each client is initiated by a TR   user. The 
client process runs with the userôs credentials. When the client process connects to a specific 
database it creates a TR   server process.  

The two different user interfaces, RXISQL and ODBC, give the user flexibility in invoking the TR   
server. The RXISQL program provides an interactive SQL interface to submit ad hoc queries to the 
TR   SQL Engine. The Open Database Connectivity (ODBC) module is an application 
programming interface (API) for database access. It is an implementation of Microsoftôs Open 
Database Connectivity (ODBC) specification. 

Identification and Authentication (I&A)  

Trusted systems require users to identify themselves before beginning to perform any action that 
is expected to be mediated. They also maintain authentication data, i.e., passwords and 

information regarding user clearance and authorization.  

TR   has fully integrated User Identification and Authentication (I& A) and the management of the 

authorizations required to access administrative functionality with the services provided by 
trusted operating system. TR   uses the User ID supplied by the operating system to identify the 

user with whom it is communicating. TR   uses the current group (Group ID) to which the user 

belongs to determine group privileges. 

It is assumed that TR   works in cooperation with the underlying OS to assure that the user data in 
a TR   database is only accessible through TR  utilities and user applications that use the TR   

libraries. 

WARNING  
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When a user logs onto the operating system, he/she is assigned a clearance sensitivity label. The 

clearance sensitivity label represents the maximum session sensitivity label within which the user 

may initiate sessions. The clearance sensitivity label is assigned to the user when the userôs 
account is created and corresponds to the maximum level of trustworthiness of that user. 

Sessions, generally representing a login shell (i.e., C-shell or K-shell) and all processes initiated 

from that shell, are assigned a session sensitivity label. While a user may have only one clearance 
sensitivity label at a given time, they may have multiple concurrent sessions operating at different 

session sensitivity labels. All programs and processes executed within the context of the session 

are assigned the session sensitivity label.  

When a user logs on successfully to the operating system at a given session sensitivity label, the 
user is automatically logged on to TR    at the same sensitivity label. They may only become 

different if a authorized user changes the current operating system or TR    session sensitivity 

label during an execution of TR  . The TR    session sensitivity label is assigned to all objects 

inserted into any database. It is also used to enforce all MAC policies. In effect, TR    clears users 
within the database for the range of sensitivity labels for which the user has been cleared by the 

operating system.  

 

 

The user, however, still needs either certain database privileges or authorizations to perform any 

database operation. The use of operating system I& A avoids duplication of storage and 

administration of passwords, and eliminates a potent avenue of attacking the DBMS. This also 
reduces the size of the Trusted Computing Base (TCB) without compromising security which is a 

critical issue in higher assurance evaluations. 

TR   also provides a mechanism known as Secondary Authentication. When configured (i.e., 

turned on) this feature prompts the user for their password upon the invocation of a TR   
program. TR   then authenticates the user with the given password and the username from the 

process using the operating system Plugable Authentication Module. If the TR   Security 

Administrator has configured the secondary authentication mechanism of TR   for the program 

being executed you will automatically be prompted for a password upon invocation. This 
password is the same password used to log onto the operating system. It is important to note that 

Secondary Authentication is in addition to the authentication performed when the user logged 

onto the operation system. Also, Secondary Authentication does not provide a means to change 
the current user.  

Unless otherwise noted, the term session sensitivity label implies the TR   session 

sensitivity label.  

 

WARNING  

T RUSTED R UBIX  relies solely on the I&A mechanism of the operating system 

for user authentication. The inherent security risk of delegating I&A to the operating 

system is it assumes the correct configuration and administration of it, in accordance 
with the operating system's administrative documentation. Depending on the 

configuration of the TR   Server, the user may also be authenticated using the password 

maintained by the underlying operating system during the TR   Server or administrative 

command startup. 

WARNING  
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Concepts of Discretionary Access Control  

The discretionary access controls of TR   are characterized in terms of subjects, named objects, 

and the operations which subjects can perform upon named objects.  

In T RUSTED R UBIX  a user communicates with the TR   Trusted Computing Base (TCB) 
using a client process. This client process identifies the user and associated list of the user's 

privileges to the TR   TCB. The client process is the only TR   subject. When a database 

application (client) communicates with TR  , the User ID and current Group ID are supplied by the 

underlying operating system to identify the user with whom it is communicating. The User ID and 
Group ID are used to access the userôs DAC privileges. 

All database information upon which DAC policy is applied is represented in the form of a named 

object. In TR  , the named objects are tables, views, table columns, view columns, schemas, 

catalogs, and databases.  

 

 

Subjects hold certain access privileges with respect to the named objects maintained by TR  . 

Privileges for a named object are established either by a user holding database privilege on the 
named object or by an administrator holding appropriate authorizations. Each TR   table has an 

access control list (ACL) that specifies the distribution of: 

­ delete, 

­ select(I), 

­ insert(I), 

­ update(I), 

­ references(I), 

­ crview(I), 

­ refview(I), 

­ NULL(I), and 

­ GRANTNULL(I) privileges. 

Each TR   view has an ACL that specifies the distribution of: 

­ delete, 

­ select(I), 

­ insert(I), 

­ update(I), 

­ crview(I), 

­ NULL(I) 

 and 

­ GRANTNULL(I) privileges. 

The PRIVILEGE(I) form of these privileges permits the subject PRIVILEGE access to column ñIò of 

a table or view.  

Concepts of Mandatory Access Control  

Mandatory Access Control (MAC) is a means of restricting access to objects based on the 

sensitivity (as represented by an object sensitivity label) of the information contained in the 
objects and the formal authorization (as represented as a session sensitivity label) of subjects to 

access information of such sensitivity. Levels are composed of a hierarchical security 

classification and some number of categories. A level is said to dominate another level if the 

classification of the first is equal to or greater than the classification of the second and all of the 
categories of the second are included in the categories of the first. A level is said to equal another 

level if the classification and categories are the same. If a level dominates but is not equal to a 

second level, the first is said to strictly dominate the second. 

A row is not a named object. 

NOTE 
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Mandatory security is enforced in TR   by associating sensitivity labels with subjects and objects 

and mediating all accesses based on those sensitivity labels. The set of sensitivity labels is 
partially ordered by the dominates relationship. The set of sensitivity labels and the dominates 

relationship form a lattice. 

Subjects are assigned a session sensitivity label reflecting the maximum sensitivity of the 

information they are permitted to access. Objects are assigned an object sensitivity label 
reflecting the sensitivity of the data contained within. In general, objects are sensitivity labeled 

with the session sensitivity label of the creating subject. Containers, other than rows, which hold 

MAC protected objects (e.g., databases which hold tables), may contain objects equal to or greater 
than the containerôs sensitivity label. T RUSTED R UBIX  databases, catalogs, schemas, 

tables, views, indexes, and rows are protected containers which are MAC sensitivity labeled. A 

subject is permitted to read an object at a particular object sensitivity label if the session 

sensitivity label of the subject dominates the sensitivity label of the object. A subject is permitted 
to write an object at a particular object sensitivity label if the session sensitivity label of the 

subject is equal to the sensitivity label of the object. 

TR   provides mandatory access control features that are built atop the mandatory access control 

primitives of the operating system. The security lattice defined for the operating system is used 
for the TR   protected objects and subjects. 

The clearest explanation of MAC can be provided by reviewing an example from the defense 

establishment. In the U.S. Department of Defense (and, naturally, other nationsô defense 
establishments), information is assigned a security classification which reflects the sensitivity of 

that information i.e., UNCLASSIFIED, CONFIDENTIAL, SECRET, and TOP_SECRET. These are also 

referred to as hierarchical security classifications because each one ñdominatesò the previous. 

Along with the security classifications assigned to information, security clearances are assigned 
to people who may potentially access that information. The security clearance represents your 

authorization to receive information of certain sensitivity. Whether or not you can access the 

information depends upon your need-to-know. 

Fundamentally, it is recognized that the more sensitive a piece of information, the more tightly it 

should be controlled. For example, even if you have a TOP_SECRET security clearance, you 

probably have no business accessing TOP_SECRET missile targeting information if your job 
description is intercepting and translating enemy communications. The way that this problem is 

addressed is to embellish the security classifications with extra indicators that show specifically 

what audience should be granted access to the data. The security classifications are typically 

augmented by categories (also known as codewords or compartments). Categories often appear 
like nonsense words, but are of vital meaning to those who have a need to know. The 

combination of a classification with a set of categories is known as a sensitivity label. TR   

manages the storage and manipulation of its own sensitivity labels, but relies on the operating 
system to interpret the sensitivity labels.  

For example, a document may be marked TOP_SECRET BLUEBIRD where only people who have 

received a BLUEBIRD briefing know that anything marked with the codeword BLUEBIRD pertains 

to next year's planned deployment of the 74th Swedish Armored Battalion. 

How Computers Enforce MAC 

The MAC enforcement in TR   follows the six rules below: 
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1. A subject may read a piece of information if the subjectôs session sensitivity label dominates 

the object sensitivity label of the information. 

2. If a subject creates a piece of information, that information is sensitivity labeled with the 

session sensitivity label of the subject. 

3. A subject can modify a row of a table if its session sensitivity label equals the object 

sensitivity label of the information. There are no provisions in T RUSTED R UBIX for an 
untrusted subject to write a piece of information to a higher object sensitivity label than the 

subjectôs session sensitivity label (a write-up). 

4. When two pieces of information are combined, the object sensitivity label of the resultant 
information must be chosen to dominate the object sensitivity labels of the original pieces of 

information. This is accomplished by taking the higher of the two hierarchical classifications 

and combining both sets of categories. 

5. When a piece of information is extracted from another piece of information, it inherits a 
sensitivity label that dominates the label of the original piece of information. 

6. Containers holding other MAC protected objects (all containers except rows) may contain 

objects with sensitivity labels equal to or greater than the containerôs sensitivity label. 

Relationship to the Operating System  MAC policy  

The platform selected for the implementation of TR   assumes a Trusted Operating System. The 

kernel of operating system is assumed to be isolated from the trusted processes operating in the 
user domain (and is verified as such at the time of implementation of TR   on the operating 

system). Consequently, the TR   Trusted Security Functions are integrated with the underlying 

operating system Functions. 

In TR  , all MAC protected data are stored in single-level operating system objects. To support 
fine-grained multilevel objects (e.g., rows), sensitivity labels are attached to individual database 

items within each operating system object. 

 

 

 

 

 

The operating system performs MAC on its users and objects. TR    provides MAC on rows. The 

object sensitivity labels, i.e., the complete MAC security lattice, for TR    MAC are provided by the 

operating system. 

TR   uses the same User ID, Group ID, and security lattice as the underlying OS (see the operating 
system documentation for guidance on how to coordinate between two different hosts). 

Database object sensitivity labels are TR   sensitivity labels and not operating system 
sensitivity labels; the operating system views these object sensitivity labels strictly as data 

and attaches no security significance to them. TR   is trusted to properly associate and 

maintain the object sensitivity label of each item and to correctly interpret those object 

sensitivity labels so that, in cooperation with the operating system kernel, the security 
policy can be correctly enforced. 

NOTE 
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Why MAC and DAC are Fundamentally Different  

The MAC and DAC security policies differ in who is in charge of setting the policy. 

Under the DAC mechanism a user with a certain access privilege and the WITH GRANT OPTION is 

capable of passing that privilege to any other user. Because resource access control is at the 
discretion of privileged users (nominally the creator of the resource), this security mechanism is 

called Discretionary Access Control (DAC). It is up to the privileged user to determine who is  

 

 

given access to the information. The DAC user access privileges are stored in ACL. The DAC 

controlled objects are databases, catalogs, schemas, tables and their columns, and views and their 
columns.  

MAC, by contrast, is an automatically applied system-wide security policy mechanism. The 

database session sensitivity label is used by TR   to make MAC decisions. The database session 

sensitivity label is initially set to the operating system session sensitivity label when the user 
connects to the TR   server, but can be modified using the ALTER SESSION SET LABEL command. 

When a user creates an object the object automatically inherits the current session sensitivity 

label. A userôs access permission is subsequently determined by comparing the userôs session 

sensitivity label and the object sensitivity label. The security lattice defined for the operating 
system is used for the TR   protected subjects and objects. In TR   databases, catalogs, schemas, 

tables, views, indexes, and rows are MAC protected containers (i.e. are sensitivity labeled).  

 

 

Under the MAC security mechanism, a user cannot accidentally or deliberately, give other users 

access to a resource because access permission is set by an outside agency. Under DAC, a user 

may allocate access privilege as they see fit. A user is unable to allocate DAC privilege in such a 
way that they violate MAC policy. 

 

 

 

Role Based Access Control  

Role Based Access Control relies upon predefined authorizations to create mutually exclusive 

roles for each administrative task. By separating duties, security is increased for the following  

  

Users are responsible to allocate the DAC access privilege to objects that they control. In 

particular, delegation of the WITH GRANT OPTION must be done with extreme care. 

WARNING  

Table rows are not DAC controlled objects in T RUSTED R UBIX . 

NOTE 

Columns are not MAC sensitivity labeled. 

NOTE 
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Independent mappings: 

¬ role-permission, ¬ user-role, and ¬ role-role relationships  

­ Suitable for dynamic mobile environment 

The operating system site administrators may create roles with any combination of authorizations 
regardless of whether those authorizations are for TR  , operating system, or any other 

authorization type. T RUSTED R UBIX supports full flexibility in the assignment of 

authorizations to roles. A role may contain many authorizations, or only a single one.  

The authorization mechanism gives users the ability to execute special security operations or 

supersede the MAC and/or DAC security policies. This provides the mechanisms by which 
authorized users (i.e. administrators) may specify how to enforce the security policy of their 

organization and define administrative roles in a manner such that they support the intent of the 

security policy.  

TR   provides a set of default roles each with pre-assigned TR   specific authorizations. The 
default roles are automatically created during the installation of TR  . The default roles and their 

associated authorizations are given in the following table. 

Default TRUSTED RUBIX Role       Authorizations  

Audit Administrator rubix.audit.*  

Database Administrator rubix.dac.*, rubix.admin.* 

Operator rubix.restore.backup.*, rubix.restore.logs.ls*, 
rubix.restore.logs.rm.*, rubix.restore.logs.set.* 

Security Administrator rubix.mac.*, rubix.*.grant, rubix.restore.create.* 

User rubix.user.* 

 
The default TR   security administrator role holds the rubix.*.grant authorization. A user who 

assumes this role is therefore free to group authorizations and create new TR   database roles to 

meet security requirements. The main reason for creating a role is to define an explicit job 

responsibility that can use special commands and actions and hold any necessary authorizations, 

which need to be isolated from normal users. 

The TR   administrative authorizations are discussed in detail in the TR   Trusted Facility 

Manual. 

The TR   user authorizations provide the ability to perform functions given to typical users. 

Currently this includes the ability to import data into and export data out of a database. 

Export Data  

rubix.user.export.dbname 

Use the rxexport command to export data from a table or view. 

Import Data  

rubix.user.import.dbname 
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Use the rximport command to import data. 

Audit  

The  TR   audit subsystem provides a means to assure that all users and administrators are 

accountable for their actions within TR  , in accordance with the Common Criteria for EAL4. This 

includes auditing of all significant events including all security related actions initiated by the 
user. The user has no control over defining or manipulating audit events. The Audit Administrator 

exclusively deals with audit mechanisms and takes the necessary actions when required. Please 

refer to the TR   Trusted Facility Manual  for details. 
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CHAPTER 2  Discretionary Access Control (DAC) 

This Section discusses how T RUSTED R UBIX assigns and calculates privileges as part of 

Discretionary Access Control (DAC). It discusses each DAC object separately detailing the operations 

each privilege controls. A summary of the TR   operations and their required privileges is 
provided.  

DAC Operations in General  

Discretionary security is enforced in T RUSTED R UBIX by allowing users to specify 

which users and groups are authorized to perform specific operations on particular objects. 

Different access privileges control different operations. Examples of the GRANT and REVOKE SQL 
commands used to grant/revoke these privileges are provided the TR   Tutorial / Userôs Guide.  

 

 

 

Access Modes  

When calculating a user's effective privileges to the object, the NULL privilege negates all other 

privileges. The NULL privilege overrides all other privileges and explicitly denies all access by the 
subject to the object. For instance, if a user has the SELECT and NULL privileges on the columns of 

a table, the NULL privilege takes precedence and the user will not be able to select from the table. 

If the NULL privilege were revoked, the user would then have the ability to select from the table. 
Because the NULL privilege removes all access to an object it has no corresponding WITH GRANT 

OPTION. To grant the NULL privilege to someone, the GRANTNULL privilege is required. Giving 

the GRANTNULL privilege on an object gives a user the ability to deny others access to that object. 
The GRANTNULL privilege does have a WITH GRANT OPTION associated with it.  

Each privilege, with the exception of the NULL privilege, has an associated WITH GRANT OPTION 

which specifies if the user may give the privilege away. 

The additional privileges to database, catalog, and schema objects are: 

­ read, 

­ write exec, 

­ NULL, and 

­ grantnull. 

 

The privileges applicable to table objects (tables and views) are: 

­ delete, 

­ select(I), 

­ insert(I), 

­ update(I), 

­ references(I), 

­ CRVIEW(I), 

and 

­ refview(I). 

 

A point worth repeating from that chapter is that to modify privileges on an object, the 
user must be operating at the same MAC sensitivity label as the object. An object's MAC 

sensitivity label is set to the user's operating sensitivity label when an object is created. 

The GRANT and REVOKE commands will fail, if the user is operating at a different 
sensitivity label. 

NOTE 
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The PRIVILEGE(I) form of these privileges permits the subject PRIVILEGE access to column ñIò of 

a table or view. These privileges are discussed in more detail later.  

Access Control Lists  

The distribution of database access privileges to various users and groups of users is specified in 
the access control list attached to the database. The ACL specifies the distribution of READ, 

WRITE, and EXEC privileges. Each record in the ACL obeys one of the following three formats: 

­ U : User ID : maxprivs : column-bitmap 

­ G : Group ID : maxprivs : column-bitmap 

­ PUBLIC : maxprivs : column-bitmap 

The U, G, or PUBLIC field designates the ACL type. The User ID and Group ID fields identify the 
user or group who is granted the privileges. The maxprivs field stores the sum of all privileges the 

particular user or group has to that object. The column-bitmap field is used for tables. The various 

column grantable privileges are stored in this field. 

User's Effective Privileges  

A subject's access privilege is calculated from the contents of the object's access control list 
according to the following algorithm: 

1. if an entry appears in the ACL matching the subject's User ID, the subject is given the 
access specified in that ACL entry - the grant of the NULL privilege to the subject results in 
the subject having no access; otherwise, 

2. if one or more entries appear in the ACL matching the subject's  Group ID, or one or more 
of his auxiliary Group IDs, the subject is given the logical OR of the access specified in 
the ACL entries - the grant of the NULL privilege to a group to which the subject belongs, 
means that group cannot contribute any privilege to the subject's access; otherwise, 

3. if a ñpublicò entry appears in the ACL, the subject is given the access specified in that 
entry; otherwise, 

4. the subject is given no access to the object. 

 

 

 

Default DAC Privileges  

When named objects are created, they have default DAC privileges associated with them. creator 
of the named object. Privileges to access the various named objects in T RUSTED R UBIX 

must be explicitly granted to the various users and groups if desired. The grant or revocation of 

privileges establish the ACL for that object. All accesses to the TR   named objects are validated 

against the entries in its ACL. 

T RUSTED R UBIX  defines default administrative roles in which authorized users 

may operate. One of these administrative roles is the Database Administrator. A Database 

Administrator can access all objects in a T RUSTED R UBIX  database without ACL 

authorization. The Database Administrator can also manipulate ACLs. 

NOTE 
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NamedObjects  Default DAC Privilege s Comments  

Databases READ, WRITE, EXEC, GRANTNULL 
Creator initially granted all 

valid privileges for a database. 

Catalogs READ, WRITE, EXEC, GRANTNULL 
Creator initially granted all 

valid privileges for a catalog. 

Schema READ, WRITE, EXEC, GRANTNULL 
Creator initially granted all 

valid privileges for a schema. 

Column of Table 
UPDATE(I), SELECT(I), INSERT(I), DELETE, 

REFERENCES(I), GRANTNULL(I), CRVIEW(I), 
REFVIEW(I) 

Creator initially granted all 
valid privileges for table 

columns. 

Column of View 

Computed per view. Creator granted 
creatorôs privileges on columns referenced 
in the view definition. The GRANT option is 
always given. All privileges valid for tables 
are valid for views, except REFERENCES(I) 

and REFVIEW(I). 

Created initially with privileges 
of base table. The GRANT option 

is always given. 

 

DAC Operations upon  Trusted RUBIX Objects  

For each object discussed below, all operations are allowed if the user has the corresponding 
rubix.dac.*.dbname authorization. It is assumed that the user has the EXEC privilege on all objects 

in the path (i.e., database, catalog, or schema) to the contained object in question. Any reference 

to the listing of objects implies a search of the relevant information schema views and the user 
must have the proper DAC privileges to the information schema object. 

In each case below, the ability to further grant any privilege is governed by the WITH GRANT 

OPTION. Only a user who had previously been granted a privilege that included the WITH GRANT 

OPTION may further propagate it. Also, the user may have many other privileges, but may only 

propagate those privileges for which they have the WITH GRANT OPTION. 

DAC Operations Upon Trusted RUBIX  Databases  

The operations which may be exercised upon a T RUSTED R UBIX database are create, 

destroy, read, write, and execute. Creation and removal of a database correspond to creation and 

removal of a database on the host machine. 

Databases can be created via the CREATE DATABASE command by any user. To list a database for 
catalog names requires that the user performing the operation hold READ and EXEC privileges on 

the database. Creating or destroying a catalog requires that the user hold WRITE and EXEC 

privileges on the database. To be able to use any object inside the database, the user must hold 
EXEC privilege on the database. The NULL privilege denies a user any access to a database. 

Granting the NULL privilege requires the GRANTNULL privilege. 



 Security Features User's Guide   

 

© 2010 Infosystems Technology, Inc.  6.0 REVISION 5 

 
18 

 

 

 

 

DAC Operations Upon Trusted RUBIX  Catalogs  

The operations which may be exercised upon a T RUSTED R UBIX catalog are create, 
destroy, read, write, and execute. A catalog may be created via the CREATE CATALOG command if 

the user holds WRITE and EXEC privileges on the database. A catalog may be destroyed via the 

DROP CATALOG command if the user holds WRITE and EXEC privileges on the database. The NULL 

privilege denies a user any access to a catalog. Granting the NULL privilege requires the 
GRANTNULL privilege. 

To list the schema that reside in a catalog the READ and EXEC privileges must be held on the 

catalog. To access any object inside a catalog the user must hold the EXEC privilege on the 
catalog. 

DAC Operations Upon Trusted RUBIX  Schema  

The operations which may be exercised upon a TR   schemas are create, destroy, read, write, and 
execute. A schema may be created via the CREATE SCHEMA command if the user holds WRITE and 

EXEC privileges on the catalog. A schema may be destroyed via the DROP SCHEMA command if 

the user holds WRITE and EXEC privileges on the catalog. The NULL privilege denies a user any 
access to a schema. Granting the NULL privilege requires the GRANTNULL privilege. 

A schema may be listed for tables, defined views, indices, and their columns. This operation 

requires a READ and EXEC privileges on the schema. To create or destroy a table, view, or index 

in a schema, the user needs WRITE and EXEC privileges on the schema. To access any object 
inside a schema the user must have the EXEC privilege on the schema.  

DAC Operations Upon Trusted RUBIX  Tables  

The operations that may be exercised upon a TR   table are create, destroy, alter, create a 
referencing view, and referenced through a view. The columns of the table may be selected, 

inserted, updated, referenced, and deleted. In addition, different views of a table or many tables 

together can be created. All these privileges are grantable to other users. 

A table is created via the CREATE TABLE command, which requires that the user hold WRITE and 

EXEC privileges on the schema where the table is placed. A table may be destroyed, e.g., by the 

DROP TABLE command, by any user who holds WRITE and EXEC privileges on the schema. A table 

structure may be altered, e.g., by the ALTER TABLE command, by any user who holds WRITE and 
EXEC privileges on the schema. A view may be directly created on a table by a user who holds the 

CRVIEW privilege on the table (along with the WRITE and EXEC privileges on the viewôs parent 

schema). A user may access (i.e., select, insert, delete, update) a view that references a table only 
if the user holds REFVIEW on the table. 

At database creation several schemas are created, including the following: the 

default_schema and info_schem. The creator of the database has access to the 

default_schema. The public is granted READ and EXEC privileges on the info_schem and 

the SELECT privilege for all its tables. All users have the SELECT privilege for all 

info_schem tables. 

NOTE 
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 For the SELECT operation to succeed, the user should hold SELECT privilege on all the columns 

being retrieved. The INSERT operation succeeds if the user has INSERT privilege on all the 
columns being inserted. The UPDATE operation succeeds if the user has UPDATE privilege on all 

the columns being updated. In order for a user to reference a table in a foreign key constraint the 

user must have the REFERENCES privilege on the columns being referenced. In order for a user to 

create a view on the columns of a table the user must have the CRVIEW privilege on the columns 
being referenced. 

There is no DELETE privilege on an individual column. The privilege is held on all columns or no 

columns. To delete a row from a table a user must hold the DELETE privilege on all the columns. 

The NULL privilege denies a user any access to columns of a table. Granting the NULL privilege 

requires the GRANTNULL privilege on the column. 

 DAC Operations Upon Trusted RUBIX  Views  

A view may be created via the CREATE VIEW command if the user holds WRITE and EXEC 

privileges in the schema where the view is to be installed. A view may be destroyed, e.g., via the 

DROP VIEW command, if the user holds EXEC and WRITE privileges on the schema. 

When a view is to be created, the user supplies a view expression that obeys the SQL view-forming 

syntax. This expression is parsed to determine its semantic validity; this operation requires that 

the user be privileged to locate all constituent tables and determine their row structures (i.e., EXEC 
on their catalog and schema). In addition, the user must have the CRVIEW privilege on each of the 

named columns of the tables and views. The parsed view expression is stored in the database and 

constitutes the view. Note that, aside from this parsed string, there is no actual data storage 

associated with a view. 

The view ACL is initialized differently from base table ACLs because the view is permitted to 

override the privileges on the underlying tables. When a view is created, the creatorôs ACL entry 

is set to the creatorôs ACL entries on the corresponding attributes of the underlying columns. If the 
view is not updateable the creator will not be given the INSERT, UPDATE, or DELETE privileges. 

The creator is always given the WITH GRANT option. The ability to further propagate privileges on 

a view is governed by the WITH GRANT OPTION of the SQL GRANT statement. 

In order to use a view (i.e., select, insert, delete, and update), the user must hold REFVIEW privilege 
on all columns referenced in the view definition and hold the appropriate privileges on the view 

columns. 

There is no DELETE privilege on an individual column. The privilege is held on all columns or no 
columns. To delete a row from a view, a user must hold the DELETE privilege on all the columns. 

For the SELECT operation to succeed, the user should hold SELECT privilege on all the columns 

being retrieved. The INSERT operation succeeds if the user has INSERT privilege on all the columns 
being inserted. The UPDATE operation succeeds if the user has UPDATE privilege on all the 

columns being updated.  

The NULL privilege denies a user any direct access to a column of a view. Granting the NULL 

privilege requires the GRANTNULL privilege on that column. 
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DAC Enforcement on Listing Objects  

TR   allows a user to list catalogs, schemas, tables, views, indexes, columns. TR   also allows a 

user to list attributes of an object. An example of an object attribute is the set of ACLs associated 

with the object. Any reference to listing of objects or their attributes implies a search of the 
relevant information schema views. Users are allowed to list an object if they are operating within 

the Database Administrator role or if they have EXEC and READ privileges to the object to be 

listed and EXEC and SELECT privileges to the referenced columns in the information schema. 

Retrieving Current Privileges on DAC Objects  

TR   allows a user to retrieve the current ACLs on all objects to which DAC applies. The 
information can be retrieved from the info_schem using various SQL queries. This section 

contains examples of these queries and an explanation of their use. The TR   Information 

Schema Reference Guide describes the info_schem and its views. 

The views in the info_schem schema that contain object ACLs are the database_privileges view 
(for the current database), the catalog_privileges view (for all catalogs), the schema_privileges 

view (for all schemata), the column_privileges view (for all table and view columns). 

Each DAC privilege view has the same basic column structure. It is composed of (in the following 
order) the object name, grantee information, grantor information, and a column for each possible 

privilege. There is a single row for each unique grantee-grantor combination. Each row will show 

all privileges (and any associated WITH GRANT OPTIONS) granted by the grantor to the grantee for 

the corresponding object. 

The object name column(s) of the privilege view fully specify the object for which the DAC 

privileges are listed. 

For the database_privileges view the object name is implied to be the current database name. No 
naming information is stored in the view. 

For the catalog_privileges view the object name is held in the table_cat column. 

For the schema_privileges view the object name is held in the table_cat, table_schem columns. 
For the column_privileges view the object name is held in the table_cat, table_schem, 

table_name, column_name columns. 

The grantee information columns of the privilege view specify who received the privilege. There 

are two columns in each privilege view which specify the grantee: 

­ grantee and  ­ grantee_group. 

There are three possible types of grantees: 

­ a user, ­ a group, or ­ PUBLIC. 

If the privilege grantee is a user then grantee will hold the user name and grantee_group will 

hold the keyword ñallò. 
If the grantee is a group then grantee will hold the keyword ñallò and grantee_group will hold the 

group name. 

If the grantee is PUBLIC then both grantee and grantee_group will contain the keyword ñallò.  
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The grantor information columns of the privilege view specify who granted the privilege. There 

are three columns in each privilege view which specify the grantor: 

­ grantor, ­ grantor_group, and ­ action_grantor. 

When a privilege is granted, the grantor must have the WITH GRANT OPTION to be allowed to 

grant the privilege. The grantor may receive the WITH GRANT OPTION from a user privilege or a 

group privilege. 

If the grantor received the WITH GRANT OPTION from a user privilege, the grantor column will 
contain the user name of the grantor and the grantor_group column will contain the keyword 

ñallò. 

If the grantor received the WITH GRANT OPTION from a group privilege, the grantor_group 
column will contain the corresponding group name and the grantor column will contain the 

keyword ñallò. 

If the grantor received the WITH GRANT OPTION from a PUBLIC privilege, both grantor_group 
column and the grantor column will contain the keyword ñallò. 

If the grantor holds the WITH GRANT OPTION for both a user and group privilege, the user 

privilege is given precedence. In all cases, the action_grantor column will contain the user name 

of the subject who issued the GRANT command. When a subject creates an object and is assigned 
the default set of privileges, the grantor and action_grantor is rubix and the grantor_group is ñallò. 

The privilege columns of the privilege view specify the state of each privilege for the given 

grantor-grantee. There is one column for each possible privilege for the object. The columns are 
named PRIVNAME-grantable. For example, the column for the database EXEC privilege is named 

exec-grantable. Except for the NULL privilege, the value of each privilege column may be in one 

of three states: granted (specified by ñYò), granted with the GRANT OPTION (specified by ñY-Gò), 
or not granted (specified by ñNò). The NULL privilege may only have two states: granted or not 

granted. This is because the NULL privilege explicitly removes the ability to perform any action 

on the object. Having a state of granted with the GRANT OPTION makes no sense as it would imply 

the grantee of the privilege could perform a GRANT or REVOKE command on the object. 

DAC Example  

The following sections present an example database, instructions for invoking the T RUSTED 

R UBIX server, the commands needed to build and populate the example database, and 

examples for granting and revoking DAC privileges.  

Invoking  Trusted RUBIX  SQL 

 TR   client software should be installed on your system and the TR   server software must be 

installed on the server machine. To use the client software, the full path to the client executable 

must be specified during execution or the location of the executable must be added to the 
execution path environment. The location of the executables was specified during the installation 

of the software. For the default installation locations, please refer to the Installation Instructions 

sent with your CD. 

TR   SQL can be invoked by using the following command: 

$ rxisql  [-d SERVERNAME]  

where servername = dbname[@hostname[:port]] 
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For more details on how to use the interactive SQL shell, refer to the rxisql command in the 

T RUSTED R UBIX Commands Reference Guide. 

Database Tables  

The attributes of the tables used in this example are as follows:  

EMPLOYEES 
 

ssn lastname  firstname  salary  title  dno  

 
Where ssn is the primary key. 

DEPARTMENTS 
 

dno dname 

 
Where dno is the primary key. 

Setting Up a Database  

A database can be created by the CREATE DATABASE command. 

All SQL statements must be executed on the server within the context of a database. This presents 

a problem when it comes to database creation because no database exists from which to execute 

the CREATE DATABASE command. For this reason, there is a special ñmetaò database called master, 
which is the context for all database CREATE and DROP statements. You can think of master as a 

database of databases that is modified by CREATE DATABASE and DROP DATABASE. To create a 

database you must first enter isql using the master database and then issue the CREATE DATABASE 

command. For example: 

$ rxisql -d master 
rxsql:1> CREATE DATABASE mydb;   
rxsql:2> q 
  

If the command succeeds, it returns to the prompt. If the command fails, an error message is 
displayed on the screen.  

 

 

A successful CREATE DATABASE command will result in a new database being created on the 
server. During database creation, a schema called default_schema and a catalog called 

default_catalog are created. The current schema for any session is set to default_schema and the 

current catalog for any session is set to default_catalog by default. 

Once your database has been created you can access it by using isql and specifying the new 

database name using the -d option. For example: 

$ rxisql -d mydb 
 

Database creation is a lengthy operation. This is due to the time required to create and 

populate the extensive Open Group required SQL information schema. 

NOTE 
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Schemas are database objects that can be created by using the CREATE SCHEMA statement. For 

this example, we will use the default_schema, so we don't have to create a separate schema. 
Before you can perform data retrieval, you must have some data in the database. Without getting 

into the details of how a table can be defined and how data can be inserted into the table, let us 

build a database using the conceptual schema discussed above. This is the basic data which the 

entire example used to present various capabilities of T RUSTED R UBIX  /SQL. 

 

 

 

DEPARTMENTS 

departments.dno departments.dname 

ADM  Administration 

EE Electrical 

SW Software 

 
Typically each table has a set of columns which uniquely identifies each instance of the table, i.e., 

a row. These columns can be specified as a PRIMARY KEY. There can be any number of columns 

in the PRIMARY KEY, but each table can have only one PRIMARY KEY. In other words, if there is 

more than one column in the PRIMARY KEY, it is the combination of these columns which 
uniquely identifies the record. Note that a key is strictly a logical concept. 

You can build this database using the following list of commands: 

CREATE TABLE departments 
(  

PRIMARY KEY (dno),  
dno   VARCHAR (3),  
dname    VARCHAR (15)  

) ;  
COMMIT ; 

 
CREATE TABLE employees 
(  

PRIMARY KEY  (ssn),  
ssn       INTEGER, 
lastname     VARCHAR (10),  
firstname      VARCHAR (10),  
salary     NUMERIC(12, 2),  
title      VARCHAR (25),  
dno      VARCHAR (3)  

) ;  
COMMIT ; 

 
INSERT INTO departments VALUES ƥADMƦ, ƥAdministration Ʀ;  
INSERT INTO departments VALUES ƥEEƦ, ƥElectrical Ʀ ;  
INSERT INTO departments VALUES ƥSWƦ, ƥSoftware Ʀ ;   

The convention to be used throughout this example is to display output column headings 

and values on two lines when necessary for formatting purposes. The actual output on the 

screen will appear in a single line. 

NOTE 
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COMMIT ; 

INSERT INTO employees VALUES 100254789, ƦSmithƦ, ƥBruceƦ, 
28000, ƦAccountant Ʀ, ƥADMƦ;  

INSERT INTO employees VALUES 151235679, ƦSmithƦ, 
ƥSandraƦ,19000, ƦSecretary Ʀ, ƥADMƦ;  

INSERT  INTO employees VALUES 700340352, ƥXiuƦ, ƥBelinda Ʀ, 25000,  
ƥOffice Manager Ʀ, ƥADMƦ;  

INSERT  INTO employees VALUES 897005240, ƦGoldenƦ, ƥBarbara Ʀ, 
60000, ƥScientist Ʀ, ƥEEƦ ;  

INSERT  INTO employees  VALUES 322333000, ƥWickhamƦ, ƥScott Ʀ, 
450000,  
ƥSoftware Engineer Ʀ, ƥEEƦ ;  

INSERT  INTO employees VALUES 224255600, ƥBrownƦ, ƥJaneƦ,36000,  
ƥSignal Engineer Ʀ, ƥEEƦ ;  

INSERT  INTO employees VALUES 224552500, ƥBookerƦ, ƥTracy Ʀ, 
44000,  
ƥPhysicist Ʀ, ƥEEƦ ;  

INSERT  INTO employees VALUES 151007777, ƥFurtado Ʀ, ƥJudyƦ, 
35000,  
ƥSoftware Engineer Ʀ, ƥSWƦ ;  

INSERT  INTO employees VALUES 228992500, ƥWalshƦ, ƥJamesƦ, 55000,  
ƥSoftware Engineer Ʀ, ƥSWƦ ;  

INSERT  INTO employees VALUES 111223333, ƥGomesƦ, ƥMaryƦ, 42000,  
ƥSoftware Engineer Ʀ, ƥSWƦ ;  

COMMIT ; 
 
GRANT EXEC ON DATABASE TO PUBLIC; 
GRANT EXEC ON CATALOG default_catalog TO PUBLIC;  
GRANT EXEC ON SCHEMA default_schema TO PUBLIC; 
COMMIT; 

Now the database contains the data required to run the queries presented in this example. You can 

retrieve the data you have just inserted using various forms of the SELECT statement. 

 

 

 

Using GRANT  and REVOKE 

Every table that a user creates is implicitly granted all privileges for that table (with the exception 

of the NULL privilege) and initially is the only user to hold privileges on that table. This case is 

true until he grants other users the privilege to access the table. T RUSTED R UBIX SQL 

supports seven types of privileges on tables: 

­ select(I), 

­ references(I), 

­ insert(I), 

­ crview(I), 

­ REFVIEW(I), 

and 

To facilitate the following examples PUBLIC was granted EXEC privileges on the database, 

ñdefault_catalogò, and ñdefault_schemaò. 

NOTE 
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­ update(I), ­ delete. 

The PRIVILEGE(I) form of these privileges permits the subject PRIVILEGE access to column ñIò of 

a table. The PRIVILEGE form of these privileges permits the subject PRIVILEGE to all columns of a 
table. All but the DELETE privilege can be granted on a column-by-column basis, or for all 

columns in a table, whereas the DELETE privilege may only be granted to all columns of a table.  

Granting privileges to other users is performed by the GRANT command: 

GRANT SELECT, UPDATE 
ON  employees  
TO  bob, mary;  

 
 

 

Executing the GRANT command in this way will not allow ñbobò or ñmaryò to further propagate 

the privileges to others. That authority rests solely with those that hold the WITH GRANT OPTION 
and the T RUSTED R UBIX  Database Administrator. Implicit in the creation of a table is 

the assignment of the WITH GRANT OPTION for each privilege granted. Therefore, initially only the 

creator of the table and the TR   Database Administrator may successfully issue the GRANT 

command. However, ñbobò and ñmaryò could have been given the authority to delegate privileges 
to other users had the GRANT command been issued as follows:  

GRANT SELECT, UPDATE 
ON  employees  
TO  bob, mary  
WITH  GRANT OPTION; 

 
This SQL segment performs the same function as the previous SQL segment, except the users 

ñbobò and ñmaryò are now allowed to grant SELECT and UPDATE privileges on employees to other 
users. 

Note that if the preceding two SQL code segments are issued in sequence, the second command 

will fail . This is because ñbobò and ñmaryò already hold the privilege and TR   does not allow a 

grantee to hold a privilege more than once. However, the GRANT OPTION may explicitly be given 
to a grantee that already holds a privilege by issuing the GRANT command as follows: 

GRANT GRANT OPTION 
FOR  SELECT, UPDATE 
ON  employees  
TO  bob, mary;  

The appearance of the keywords SELECT and UPDATE without a column list caused SELECT, 
UPDATE privileges on all columns of the table to be passed to the appropriate users. Granting the 

SELECT and UPDATE privileges to ñmaryò and ñbobò means that they can access and update all the 

information from the employees table. For example they can execute the following query: 

SELECT    *  
FROM employees;  

 

You may not be able to literally use ñbobò and ñmaryò as users unless you have those 
specific users on your system. Please choose any of the user login names on your system. 

NOTE 
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employees.  
ssn 

employees.  
lastname  

employees.  
firstname  

employees.  
salary  

employees.  
title  

employees.  
dno  

100254789 Smith Bruce 28,000.00 Accountant ADM  

111223333 Gomes Mary 42,000.00 Software Engineer SW 

151007777 Furtado Judy 35,000.00 Software Engineer SW 

151235679 Smith Sandra 19,000.00 Secretary ADM  

224255600 Brown Jane 36,000.00 Signal Engineer EE 

224552500 Booker Tracy 44,000.00 Physicist EE 

228992500 Walsh James 55,000.00 Software Engineer SW 

322333000 Wickham Scott 45,000.00 Software Engineer EE 

700340352 Xiu Belinda 25,000.00 Office Manager ADM  

897005240 Golden Barbara 60,000.00 Scientist EE 

 
Alternatively, users may be given privileges on a subset of the columns via a command such as: 

GRANT SELECT (lastname, firstname), UPDATE (dno)  
ON   employees  
TO   john;  

Now, ñjohnò cannot access all the information in the employees table, so he will not be able to run 

all the queries ñmaryò and ñbobò can run. For example, ñjohnò can run the following queries 

successfully: 

SELECT lastname, firstname  
FROM employees;  
 

lastname  firstname  lastname  firstname  

Smith Bruce Booker Tracy 

Gomes Mary Walsh James 

Furtado Judy Wickham Scott 

Smith Sandra Xiu Belinda 

Brown Jane Golden Barbara 

UPDATE employees  
SET   dno = 'EE'  
WHERE  lastname = 'Smith'  
AND   firstname = 'Sandra' ;  
 

However, he is unable to run the following query because of the lack of privileges on all columns: 

SELECT     *  
FROM  employees;  

 
Similar rules apply to INSERT and UPDATE privileges on columns. However, UPDATE statements 

using columns on the right hand side of the set clause (e.g., a WHERE clause) need SELECT 
privilege in addition to UPDATE privilege, For example, you can grant ñjohnò UPDATE privileges 

on the salary column of the employees table. 
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GRANT  UPDATE (salary)  
ON  employees  
TO  john;  

 
But, ñjohnò cannot increase the salary column based on its current value since he doesn't have the 

SELECT privilege on the salary column. Therefore, he cannot run the following query, 

UPDATE  employees  
SET    salary = salary * 1.1  
WHERE title   ,)+% ʎ˧%ÎÇÉÎÅÅÒƦƘ 

 
He will be able to perform the above UPDATE statement, if you grant him the SELECT privilege on 

the salary column. 

The keyword PUBLIC can appear in place of the named recipients to grant the specified privileges 

to all users known to the system. This applies to all present as well as future users.  

GRANT SELECT (lastname, firstname, dno)  
ON  employees  
TO   PUBLIC; 

 
The keyword GROUP followed by a group name can also be used in place of recipients to grant 

privileges to groups of users. The group is defined as a UNIX group to which a user belongs. In 

order for the privilege to be effective the group must be set as the userôs current group prior to 
invoking T RUSTED R UBIX . 

GRANT SELECT (lastname, firstname, dno),  
UPDATE (dno)  
ON  employees  
TO  GROUP admin; 

 
The inverse of the GRANT command is the REVOKE command. The REVOKE command has two 

basic options: 

­ CASCADE and  ­ RESTRICT. 

The CASCADE option will revoke the privilege from the specified user(s) and will also recursively 
revoke all privileges they granted using that privilege. The RESTRICT option will revoke the 

privilege from the specified user only if the user has not granted the privilege to anyone else; 

otherwise, the command will fail.  

A privilege can only be revoked by a user who has the WITH GRANT OPTION for the privilege on 

that object. Furthermore, it must be the same user who initially granted the privilege. A privilege 

can also be revoked by the TR   Database Administrator.  

TR   does not permit a user to be granted the same privilege from two sources. This prevents 
situations in which you revoke a privilege from a user (ñmaryò) only to discover that the privilege 

is still held by that user (ñmaryò). In the situation when a user is granted a privilege from two 

sources, an error is generated by the second GRANT command: 

(you) GRANT   SELECT, UPDATE 
ON  employees  
TO  bob, mary  
WITH GRANT OPTION; 
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This command executes without error. 

(mary) GRANT  SELECT, UPDATE 
ON  employees  
TO  harry;  
 

This command executes without error. 

 (you) GRANT  SELECT, UPDATE 
ON  employees  
TO  harry;  
 

This command will not be executed. 

An error is returned indicating the privileges SELECT and UPDATE are already held by the user 

ñharryò. 

At this point, ñharryò has the SELECT and UPDATE privileges from only one source, ñmaryò. If 

ñyouò then execute: 

REVOKE SELECT, UPDATE 
ON  employees  
FROM harry  
RESTRICT; 
 

an error will be returned. The error states that the user cannot revoke a privilege for which they 
are not the grantor. 

Since ñmaryò granted ñharryò the SELECT and UPDATE DAC privileges, ñharryò will still be able to 

SELECT and UPDATE from employees. The exception is with the Database Administrator role, 
which can revoke any DAC privilege. On the other hand, if ñyouò had executed: 

REVOKE SELECT, UPDATE 
ON  employees  
FROM  mary  
CASCADE; 
 

then both ñmaryò and ñharryò would lose their SELECT and UPDATE privileges on employees. 

While the failure to specify a column-list in a GRANT (or REVOKE) statement is, in one way, the 

same as specifying a column-list that contains every column of the table, a grant to PUBLIC is not 
the same as granting individually to every user and every user that will ever be known to the 

system. The difference is that sequences like: 

GRANT SELECT, UPDATE 
ON  employees  
TO  PUBLIC; 

 
REVOKE SELECT, UPDATE 
ON  employees  
FROM mary;  

 
will get an error (unless, of course, you have also explicitly granted SELECT and UPDATE on 
employees to ñmaryò in another statement). That's because ñmaryò does not have the SELECT and 
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UPDATE privileges, PUBLIC does. The user ñmaryò is a member of PUBLIC, of course, and 

therefore can issue SELECT and UPDATE statements that select from the employees table, but 
ñmaryò does not have the privilege herself, and you cannot therefore take it away without taking 

it away from PUBLIC. The objective of the blocking user ñmaryò from accessing employees can be 

met as follows:  

GRANT NULL 
ON  employees  
TO  mary;  

The NULL privilege supercedes all other privileges and explicitly denies a user access to an 
object. 

T RUSTED R UBIX SQL provides a view mechanism that is a valuable tool for controlling 

data access. It may be desired to allow data to be seen through a view that would not be permitted 
upon the base objects. In other words, this mechanism allows the creator of a view to give access 

to base tables without giving away access to the tables themselves. To create this view the creator 

must have the CRVIEW privilege on the base tables. 

CREATE  VIEW ee_employees AS 
SELECT  lastname, firstname, title  
FROM  employees  
WHERE  dno = ƥEEƦ;  

 
To use the ee_employees view effectively and securely, you can restrict access to the base table 
and grant SELECT privilege to the view.  

GRANT  SELECT 
ON  ee_employees  
TO  tom;  
 

To allow the user (ñtomò) to continue using this view, the user (ñtomò) must have the REFVIEW 

privilege on the base table. 

GRANT  REFVIEW 
ON  employees  
TO  tom;  
 

The REFVIEW privilege is useful because you may not want to give up control over your entire 

base table. The REFVIEW privilege can be revoked at any time, thus causing further accesses using 

this special view mechanism to fail (despite the user holding privileges on the view itself). 

REVOKE  ALL PRIVILEGES 
ON  employees  
FROM  tom 
CASCADE; 

In this circumstance, where ñtomò cannot grant his DAC privileges on employees, the following 

command is equally effective: 

REVOKE  ALL PRIVILEGES 
ON  employees  
FROM  tom 
RESTRICT; 
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The views described above may involve any normal SQL syntax. Mathematical operations (salary 

* 2), projections (lastname, firstname), joins, etc., are all treated similarly. 

The REVOKE command may also be used to remove the GRANT OPTION from a user without 

removing the privilege itself. This command also follows the CASCADE and RESTRICT behavior 

for privileges. That is, the GRANT OPTION will be removed recursively when the CASCADE option 

is used. The RESTRICT option will revoke the GRANT OPTION from the specified user only if the 
user has not granted the GRANT OPTION to anyone else; otherwise, the command will fail. The 

command is issued as follows: 

REVOKE GRANT OPTION 
FOR  SELECT, UPDATE 
ON  employees  
FROM bob, mary  
RESTRICT; 

 

Displaying Column ACLs 

For the following example assume that the user ñandyò created the database and tables discussed 

above.  

The user ñandyò then grants the SELECT and INSERT privileges on the ñdnoò and ñdnameò 

columns of the ñdepartmentsò table to the user ñharryò with the following SQL statement: 

(andy)  GRANT SELECT(dno,dname), INSERT(dno,dname) 
ON departments  
TO harry;  

 

The user ñandyò then grants the GRANTNULL privilege with the GRANT OPTION on the ñdnoò 

column of the ñdepartmentsò table to the group ñadminò: 

(andy)  GRANT GRANTNULL(dno)  
ON departments  
TO GROUP admin 
WITH GRANT OPTION; 
 

The user ñmaryò, who is a member of the group ñadminò, then grants the GRANTNULL privilege 

on the ñdnoò column of the ñdepartmentsò table to the user ñharryò. Note that ñmaryò is using the 

ñadminò group privilege to accomplish this: 

(mary)  GRANT GRANTNULL(dno)  
ON departments  
TO harry;  

 

The following query can be used to display the ACLs on the ñdepartmentsò table columns.  
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SELECT *  
FROM      info_schem.column_privileges  
WHERE      table_cat = ƥdefault_catalog Ʀ 
AND      table_schem = ƥdefault_schema Ʀ 
AND      table_name = ƥdepartments Ʀ 
ORDER BY table_name, grantee, grantee_group, column_name;   

 

table_  

cat  

table_  

schem  

table_  

name  

column_  

name  grantee  

grantee_  

group  grantor  

grantor_  

group  

action_  

grantor  

default_catalog default_schema departments dno all admin andy all andy 

default_catalog default_schema departments dname andy all rubix all rubix 

default_catalog default_schema departments dno andy all rubix all rubix 

default_catalog default_schema departments rowlabel andy all rubix all rubix 

default_catalog default_schema departments dname harry all andy all andy 

default_catalog default_schema departments dno harry all andy all andy 

default_catalog default_schema departments dno harry all all admin mary 

 

crview  delete  grantnull  insert  null  references  refview  select  update  

N N Y-G N N N N N N 

Y-G Y-G Y-G Y-G N Y-G Y-G Y-G Y-G 

Y-G Y-G Y-G Y-G N Y-G Y-G Y-G Y-G 

Y-G Y-G Y-G N N Y-G Y-G Y-G N 

N N N Y N N N Y N 

N N N Y N N N Y N 

N N Y N N N N N N 

 

 

 

 

 

The second, third, and forth rows show the ACLs for the creator (ñandyò) of the ñdepartmentsò 

table. These ACLs reflect the default set of privileges given to the creator of a table. As is the case 

with all privileges given to an object creator, the grantor and action grantor is the special user 

ñrubixò. Note that even through the table was created with two columns (ñdnoò and ñdnameò) 
there is a third column (ñrowlabelò) reflected in the ñcolumn_privilegesò table. The ñrowlabelò 

column is a special ñhiddenò column automatically created for every table. This column is 

automatically filled with data as inserts occur and is not updatable by any user. Thus, the INSERT 
and UPDATE privileges are always set as ñNò. Other than the INSERT and UPDATE privilege, the 

ñrowlabelò privileges behave the same as any other column privileges.  

Because of the number of columns in the column_privileges table, the display for the SELECT 

statement was split into two tables for readability. In the second table above ñYò indicates that 
you have the privilege, ñNò indicates that you do not have the privilege, and ñY-Gò indicates that 

you have the privilege with the GRANT option.  

NOTE 
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The first row shows the ACL for the group ñadminò. As the user ñandyò using the user privilege 

granted the privilege, the ñgrantorò column shows ñandyò. Also, because the user ñandyò issued 
the GRANT command the ñaction_grantorò column shows ñandyò. 

The fifth and sixth rows show the INSERT and SELECT privileges for the ñdnameò and ñdnoò 

columns that were granted by the user ñandyò. Note that the ñgrantorò and ñaction_grantorò 

columns reflect that ñandyò issued the GRANT command and used the user privilege. The seventh 
row shows the GRANTNULL privilege granted to ñharryò by the user ñmaryò. Note that for this 

row the ñgrantorò is ñallò and the ñgrantor_groupò is ñadminò. This shows that the grantor of the 

privilege used a group privilege given to the group ñadminò to grant the privilege. That is, the 
WITH GRANT OPTION of the privilege granted to the group ñadminò gave ñmaryò the authority to 

grant the GRANTNULL privilege to ñharryò. Also, the ñaction_grantorò shows the actual user who 

issued the GRANT command, in this case ñmaryò. Thus, by examining the ñgrantorò, ñgrantor_groupò, 
and ñaction_grantorò columns it can be determined which user actually granted a command and 

which privilege was used to grant the command. Also, note that the ñdnoò column has two rows 

for the user ñharryò (the sixth and seventh rows). This is because there are two unique grantor-

grantee pairs: ñandyò-òharryò and ñadminò-òharryò. There is always one ACL row per unique 
grantor-grantee pair. If ñandyò subsequently granted the DELETE privilege to ñharryò on the 

ñdnameò column the fifth row would be updated to reflect this change (it would not produce a 

new row). Also, even though there may be more than one row per object-grantee, each privilege 
will only be granted on one of the rows. This is because T RUSTED R UBIX  only allows a 

grantee to hold a privilege from one grantor at any given time. In order for the GRANT command 

to succeed, the grantee (user or group) of the GRANT command must not already hold the 

privilege. 

Displaying Privileges of the Public User  

Assume the user ñandyò issues the following GRANT command to give PUBLIC privileges on the 
ñdepartmentsò table. 

(andy) GRANT SELECT, INSERT(dno) , UPDATE(dno)  
ON  departments  
TO   PUBLIC; 

The following query can be used to display what privileges the ñpublicò user has on the columns 

of the ñdepartmentsò table. 

SELECT   *  
FROM    info_schem.column_privileges  
WHERE    table_cat = ƥdefault_catalog Ʀ 
AND    table_schem = ƥdefault_schema Ʀ 
AND    table_name = ƥdepartments Ʀ 
AND    grantee = ƥall Ʀ 
AND    grantee_group = ƥall Ʀ 
ORDER BY  table_name, column_name;   
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table_  

cat  

table_  

schem  

table_  

name  

column_  

name  grantee  

grantee_  

group  grantor  

grantor_  

group  

action_  

grantor  

default_catalog default_schema departments dname all all andy all andy 

default_catalog default_schema departments dno all all andy all andy 

default_catalog default_schema departments rowlabel all all andy all andy 

 

crview  delete  grantnull  insert  null  references  refview  select  update  

N N N N N N N Y N 

N N N Y N N N Y Y 

N N N N N N N Y N 

 

 

 

 

Computing Userõs Effective Privileges 

The previous set of queries display ACLs on T RUSTED R UBIX objects. The above 
queries do not allow an administrator to calculate a userôs effective privileges to an object. User's 

Effective Privileges in Chapter 2 presented the algorithm used by TR   to perform this 

calculation. These steps will be illustrated here with specific queries. 

This section will compute a specific user's privileges on table columns. To calculate a user's 

effective privileges on a database, execute the queries against the database_privileges table 

instead of the column_privileges table. For a catalog, use the catalog_privileges table. For a 

schema, use the schema_privileges table. 

The previous section explains the output of queries. Thus, this section will only list the queries 

and not display any output. We will be working with the user ñbobò and computing his effective 

privileges on the departments table columns. We also need to find out all the operating system 
groups in which ñbobò is a member. This can be done simply by executing the command ñgroups 

bobò at a prompt. Let's assume that this produces the output sales, marketing. Thus, ñbobò 

belongs to both the sales and marketing groups. 

With this information, let's calculate ñbob'sò effective privileges on the departments table. To 
accomplish this, we can execute three queries in sequence to determine at each step the following 

information: 

1. If there are any ACL entries for user ñbobò. 

2. If there are any ACL entries for ñbob'sò groups. 

3. If there are any ACL entries for public. 

Because of the number of columns in the column_privileges table, the display for the SELECT 

statement was split into two tables for readability.  

NOTE 
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The resultant effective privileges for ñbobò are a logical ñORingò of the privileges in each 

category. That is, the union of the set of privileges for the user ñbobò, the set of privileges for the 
groups that the user ñbobò is a member of, and all of the privileges given to PUBLIC. Note that the 

NULL privilege must first be considered before ñORingò a categories privileges. The NULL privilege 

for a user invalidates all other privileges, the NULL privilege for a group invalidates the group and 

PUBLIC privileges, and the NULL privilege for PUBLIC invalidates other PUBLIC privileges.  

First, we need to see if the user ñbobò has any privileges on the table columns. This query is just a 

variation of the Displaying Column ACLs query. The row(s) selected by this query will list only 

the privileges granted to the user ñbobò. 

SELECT   *  
FROM   info_schem.column_privileges  
WHERE   table_cat = ƥdefault_catalog Ʀ 
AND    table_schem = ƥdefault_schema Ʀ 
AND    table_name = ƥdepartments Ʀ 
AND    grantee = ƥbobƦ;  

Next we execute the query which looks for group privileges. 

SELECT   *  
FROM   info_schem.column_privileges  
WHERE   table_cat = ƥdefault_catalog Ʀ 
AND    table_schem = ƥdefault_schema Ʀ 
AND    table_name = ƥdepartments Ʀ 
AND    grantee_group IN ( ƥsales Ʀ, ƥmarketing Ʀ);  
 

Finally, we execute this query which looks for public privileges. 

SELECT  column_name 
FROM   info_schem.column_privileges  
WHERE   table_schem = ƥdefault_schema Ʀ 
AND    table_name = ƥdepartments Ʀ 
AND    grantee = ƥall Ʀ 
AND    grantee_group = ƥall Ʀ;  
 

If each query does not select any rows, then ñbobò has no privileges to access the departments 
table. 

It is possible to see all of the possible privileges for ñbobò by issuing a single SELECT statement as 

follows: 

SELECT           *  
FROM     info_schem.column_privileges  
WHERE   table_cat = ƥdefault_catalog Ʀ 
AND    table_schem = ƥdefault_schema Ʀ 
AND    table_name = ƥdepartments Ʀ 
AND    (grantee = ƥbobƦ 
OR grantee_group IN ( ƥsales Ʀ, ƥmarketing Ʀ)  
OR (grantee = ƥall Ʀ 
AND grantee_group = ƥall Ʀ));  
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Listing Objects and their Attributes  

Objects and their attributes are listed by issuing SELECT statements on views contained in the 

ñinfo_schemò schema. Selecting ACLs as previously discussed is an example of listing an objectôs 

attributes. T RUSTED R UBIX enforces special DAC restrictions on listing objects and their 

attributes beyond the normal DAC rules for accessing the Information Schema views themselves. 
Those rules require that a user have EXEC privileges on all container objects (database, catalog, 

and schema) holding the object being listed. Furthermore, the user must have the READ privilege 

on the parent container.  

For example, to list the DAC privileges on the ñdepartmentsò table in the preceding example the 

extra privileges needed are the EXEC privilege on the database and ñdefault_catalogò catalog and 

the READ, EXEC privileges on the ñdefault_schemaò schema. These privileges would allow the 

user to list all objects (and their attributes) contained in the ñdefault_schemaò schema. To list all 
catalogs and their attributes in a database, the user would need EXEC and READ on the database. 

To list all schemata in the ñdefault_catalogò catalog, the user would need EXEC on the database 

and ñdefault_catalogò and READ on the ñdefault_catalogò. All DAC privileges are considered 
attributes of their respective object. In addition, table object attributes include columns, indices, 

and constraints. 

If a user attempts to list objects or their attributes for which they do not have the proper EXEC, 

READ permissions no error is returned. Rather, TR   simply does not include those rows in the 
result of the query. For example, if a user issued the following query: 
 

SELECT * 
FROM info_schem.column_privileges;  

 

Only the rows corresponding to tables residing in a schema for which the user had EXEC, READ 

access would be returned.  

Niladic Functions  

Niladic functions are functions that extract current state of the system such as an authorization 
identifier (e.g., CURRENT_USER) or the current date or time (e.g, CURRENT_DATE) from groups of 

rows. The available niladic functions are 

­ USER, 

­ CURRENT_USER, 

­ SYSTEM_USER, 

­ CURRENT_DATE and 

­ CURRENT_TIME. 

 

 
USER and its equivalents CURRENT_USER and SYSTEM_USER returns a string representing the 

current authorization ID (viz., C.J. Date and H.Darwen, ñA Guide to the SQL Standardò, 4
th
 ed, 

1997). For example: 
 

  SELECT  CURRENT_USER 
  FROM   projects;  
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produces the result: 

CURRENT_USER 

Alice  

Alice  

Alice  

Alice  

Alice  

 
CURRENT_DATE returns a string representing the current date, i.e., ñtodayò.  For example: 

 SELECT CURRENT_DATE   
FROM  projects;  

 

produces the result: 

CURRENT_DATE 

2007- 11- 28 

2007- 11- 28 

2007- 11- 28 

2007- 11- 28 

2007- 11- 28 

 
CURRENT_TIME returns a string representing the current time in UTC, i.e., ñnowò. For example: 

 SELECT CURRENT_TIME 
 FROM  projects;  
 
produces the result: 

CURRENT_TIME 

12:11:53 - 05:00  

12:11:53 - 05:00  

12:11:53 - 05:00  

12:11:53 - 05:00  

12:11:53 - 05:00  

Summary of  Trusted RUBIX  Discretionary Access 
Controls  

A user does not need any special privileges to create a T RUSTED R UBIX database. The 
operating system permissions and/or TR   privileges required for non-DBA users to perform 

various operations upon the TR   named objects are tabularized below for the reader's 

convenience. 

 
 

 

Operation  

 

Trusted RUBIX DAC Privil ege  

 

Database  

 

Catalog  

 

Schema  

 

Table  

 

View  

Alter Session 
Set Label 

- - - - - 

Alter Table**  EXECUTE EXECUTE 
EXECUTE, 
WRITE 

- - 

Commit - - - - - 

Connect EXECUTE - - - - 
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Operation  

 

Trusted RUBIX DAC Privil ege  
 

Database  

 

Catalog  

 

Schema  

 

Table  

 

View  

Create Catalog 
EXECUTE, 
WRITE  

- - - - 

Create Database - - - - - 

Create Index EXECUTE EXECUTE  
EXECUTE, 

WRITE  
- - 

Create Schema EXECUTE  
EXECUTE, 

WRITE  
- - - 

Create Table**  EXECUTE EXECUTE 
EXECUTE, 

WRITE  
- - 

Create View EXECUTE EXECUTE 
EXECUTE, 
WRITE  

CRVIEW(I) (if directly 
referenced in select 

clause), REFVIEW(I) (all 

underlying base table 

columns) 

 CRVIEW(I) (if 
directly 

referenced in 

select clause) 

Delete from 
Table***  

EXECUTE EXECUTE  EXECUTE  DELETE - 

Delete from 

View***  
EXECUTE EXECUTE EXECUTE  REFVIEW(I) DELETE 

Drop Catalog 
EXECUTE, 

WRITE  
- - - - 

Drop Index EXECUTE  EXECUTE 
EXECUTE, 
WRITE  

- - 

Drop Schema EXECUTE 
EXECUTE, 
WRITE  

- - - 

Drop Table EXECUTE EXECUTE 
EXECUTE, 
WRITE  

- - 

Drop View EXECUTE EXECUTE 
EXECUTE, 

WRITE  
- - 

Grant on 

Catalog 
EXECUTE 

Privilege 

with GRANT 

OPTION 

- - - 

Grant on 
Database 

Privilege 
with 

GRANT 

OPTION 

  - - - 

Grant on 
Schema 

EXECUTE EXECUTE 
Privilege 
with GRANT 

OPTION 

- - 

Grant on Table EXECUTE EXECUTE EXECUTE 
Privilege with GRANT 

OPTION 
- 

Grant on View EXECUTE EXECUTE EXECUTE REFVIEW(I) 
Privilege with 

GRANT OPTION 
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Operation  

 

Trusted RUBIX DAC Privil ege  
 

Database  

 

Catalog  

 

Schema  

 

Table  

 

View  

Insert into 
Table***  

EXECUTE EXECUTE  EXECUTE  INSERT(I) - 

Insert into 
View***  

EXECUTE EXECUTE  EXECUTE  REFVIEW(I) INSERT(I) 

List of Catalogs 

(in addition to 

Select on view)* 

EXECUTE, 

READ 
- - - - 

List of Indices 

(in addition to 
Select on view)* 

EXECUTE EXECUTE  
EXECUTE, 
READ 

- - 

List of Schema 
(in addition to 

Select on view)* 

EXECUTE 
EXECUTE, 

READ 
- - - 

List of Tables 
(in addition to 

Select on view)* 

EXECUTE EXECUTE 
EXECUTE, 

READ 
- - 

List of Views 

(in addition to 

Select on view)* 

EXECUTE EXECUTE 
EXECUTE, 

READ 
- - 

Reference Table 
by foreign key 

constraint**  

EXECUTE EXECUTE  EXECUTE  REFERENCES(I) - 

Revoke on 

Catalog 
EXECUTE 

Privilege 

with GRANT 

OPTION 

- - - 

Revoke on 
Database 

Privilege 
with 

GRANT 

OPTION 

  - - - 

Revoke on 
Schema 

EXECUTE EXECUTE 

Privilege 

with GRANT 

OPTION 

- - 

Revoke on 

Table 
EXECUTE EXECUTE EXECUTE 

Privilege with GRANT 

OPTION 
- 

Revoke on 

View 
EXECUTE EXECUTE EXECUTE REFVIEW(I) 

Privilege with 

GRANT OPTION 

Rollback - - - - - 

Select from 
Table***  

EXECUTE EXECUTE  EXECUTE  SELECT(I)   
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Operation  

 

Trusted RUBIX DAC Privil ege  
 

Database  

 

Catalog  

 

Schema  

 

Table  

 

View  

Select from 
View*, ***  

EXECUTE EXECUTE EXECUTE  REFVIEW(I) SELECT(I) 

Update a 
Table***  

EXECUTE EXECUTE  EXECUTE  UPDATE(I) - 

Update a 

View***  
EXECUTE  EXECUTE  EXECUTE  REFVIEW(I) UPDATE(I) 

sub-query on 

view***  
EXECUTE EXECUTE EXECUTE  REFVIEW(I) SELECT(I) 

sub-query on 
table***  

EXECUTE EXECUTE EXECUTE  SELECT(I) - 

 

*  
Listing an object is performed by issuing a SELECT operation on the corresponding Information 

Schema View. Therefore, the special DAC rules apply for the object being listed as well as the 

general DAC rules for the View being queried. 

**   
Referencing a Table by a foreign key constraint is an implied operation when either an ALTER 

TABLE or CREATE TABLE command is issued which creates a foreign key constraint. 

***
 The sub-query operation is an implied operation when a DELETE, SELECT, or UPDATE 

command is issued with a WHERE clause or when an INSERT command is issued with a SELECT 
clause. 

Referencing a table can be accomplished through the use of constraints. For example, you can 

grant ñmaryò the privileges REFERENCES and UPDATE on the employees table in the schema james 

with the following statement: 

GRANT  REFERENCES, UPDATE 
ON   james.employees  
TO   mary;  
 

ñmaryò can exercise the REFERENCES privilege to define a constraint in her own works table that 

refers to the employees table in the schema james: 

CREATE TABLE works (  
PRIMARY KEY  (pno, ssn, from_date),  
FOREIGN KEY (ssn)  REFERENCES employees (ssn),  
pno    CHARACTER(3), 
ssn    INTEGER, 
from_date    DATE, 
to_date    DATE, 
w_hours   INTEGER); 
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CHAPTER 3  Mandatory Access Control (MAC) 

This chapter discusses Mandatory Access Control (MAC) row sensitivity labeling and the effects 

of multilevel operations. 

Mandatory Access Control in  Trusted Rub ix 

Now that the general principles have been presented, it is time to examine the specific 

ramifications of MAC in the T RUSTED R UBIX RDBMS. It must first be stated that it is 
possible, and even desirable, for most users to use TR   without ever consciously worrying about 

MAC. This is because the MAC features of the product are seamlessly integrated throughout the 

product, are tested to operate correctly, and invisibly underlie all of the user's actions. 

In TR  , rows of a table are subject to mandatory access control. All objects in TR   are 
immediately and automatically protected by MAC at creation time. For example, when a database 

is created, by executing the CREATE DATABASE command, it is immediately assigned a security 

label that matches the user's security label. As another example, if the user inserts a row (record) 
into a table, that row is assigned the security label that the user was operating at. Remember that 

sensitivity labels permit only users at or above the row's sensitivity label to read the row; and only 

users operating at the object's sensitivity label may modify or destroy the object. As stated earlier, 

the term ñmayò here only means ñmayò if the applicable DAC privileges also permit the operation. 
The user must have both MAC and DAC privilege to perform operations in TR  . 

Certain conventions will apply throughout the rest of this section. The first convention is to 

neglect DAC altogether. If we say that an operation is permitted or restricted, we make that claim 
independent of any DAC rules that may apply. You must clearly understand that both MAC and 

DAC conditions must be satisfied before an attempted operation will succeed. 

The second convention, which applies to many examples that illustrate users executing TR   

commands, will be to show the interaction (or attempted interaction) between a highly 
trustworthy user, who operates at the SECRET clearance and whose command prompt is shown as 

S> (rather than as $), and a suspected spy, who is only trusted to operate with an UNCLASSIFIED 

clearance and whose command prompt is shown as U>. In each case, the examples will show 
how the UNCLASSIFIED user attempts to illegally obtain SECRET information that the SECRET user 

has installed, but is prevented from doing so by the robust MAC mechanisms of TR  . 

The third convention is to use the term ñlabelò to refer to both the object sensitivity label of an 

object and the session sensitivity label (possibly less than the user's actual clearance) at which the 
user is currently logged in. In all cases it should be clear from context which interpretation is 

intended. 

When a user creates a database by using the CREATE DATABASE command, the database is given a 
sensitivity label equal to his sensitivity label. He is free to create schemas and tables within the 

database by using the CREATE SCHEMA and CREATE TABLE commands respectively; his sensitivity 

label must dominate the sensitivity label of the database in order for this operation to succeed, 

and the sensitivity label of the newly created table is set to that sensitivity label as well. As a 
result, neither the database nor its contents are visible to users operating at an insufficiently high 

clearance. 
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When a user inserts information into a table by using a command such as INSERT, the sensitivity 
label of the information is equal to his sensitivity label. Let us assume that an UNCLASSIFIED user 

is the first one to enter data. Then, if a SECRET user adds a set of data records, both the 

unclassified and secret records are visible to him. However, since the records added by the 
SECRET user are not readable by the UNCLASSIFIED user, the latter only sees the records he 

himself inserted. 

The user may use the CREATE VIEW command to create defined views within the database. The 
sensitivity label of a defined view must dominate the sensitivity label of the database. When data 

is inserted into a VIEW composed from tables of varying sensitivity labels, the data is entered at 

the sensitivity label of the user. 

Once data has been inserted into a table, it can only be modified or deleted by users who are at 
the sensitivity label of the data. Returning to the earlier example, if the SECRET user attempts to 

empty the table, his attempt fails partially, because he is forbidden from writing (i.e., deleting or 

modifying) any UNCLASSIFIED records. 

 

 

 

 

However, an UNCLASSIFIED user (assuming he/she holds the DAC DROP privilege on a table) may 

drop the UNCLASSIFIED table, unaware of other data, e.g., SECRET data, which may be stored in 

the table. In this case, allowing the table to be dropped is consistent with the need not to disclose 
the existence of classified data to a user whose sensitivity label does not dominate the data's 

sensitivity label. Should a user need to store data in a table where the sensitivity label of the data 

strictly dominates the sensitivity label of the table, they have three courses of action: 

­ make sure no user whose sensitivity label is strictly dominated by the data's sensitivity 

label holds the DAC DROP privilege on the table. 

­ Maintain a copy of the data stored at the high label using the rxexport command. 

­ Contact the Database Administrator to restore the data that was dropped. 

The Rowlabel  

 T RUSTED R UBIX provides a label datatype which is automatically created as a column 

in a table. This special column, named rowlabel, reveals the security label of row data. For 

If the SECRET user had succeeded in deleting UNCLASSIFIED records, that change would 

have been perceptible to the UNCLASSIFIED user. That would constitute a grave threat, 

since it would mean that the SECRET user could arbitrarily communicate (by pre-arranged 
signal) SECRET information down to an untrustworthy user. 

NOTE 

The sensitivity label of a table represents the lowest sensitivity label of data that can be 

inserted into the table. The sensitivity label of the table thus represents the lowest 

sensitivity label at which the existence and structure of the table are perceptible; it says 
nothing about which users can read or write which data rows, if any, within the table. 

NOT
E 
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example, if you want to look at the security labels of each project you could write the following 

query to display the projects tableôs data, including rowlabel. 

SELECT rowlabel, pno, pname, dno, budget, startdate,  
           finishdate  
FROM projects;  

rowlabel  
projects.  

pno  
projects.  
pname  

projects.  
dno  

projects.  
budget  

projects.  
startdate  

projects.  
Finishdate  

U FCS 
Flight Control 

Simulation 
SW $100,000.00 2007-02-01 2007-12-15 

TS IC 
Inventory 

Control 
SW $600,000.00 2006-12-01 2007-09-15 

S MGS 
Missile Guiding 

System 
EE $100,000.00 2006-06-01 2007-06-01 

C PCS 
Patriot Control 

System 
EE $600.000.00 2007-01-15 2007-06-20 

S TMK  
Tomahawk- 

Navigation 
EE $500,000.00 2006-11-01 2007-11-01 

 
In the projects table above, the table creation sensitivity label is UNCLASSIFIED while the 

sensitivity label at which each row was added to the table is indicated by the rowlabel field. In a 

similar manner, the employees table is created at UNCLASSIFIED while each row is added at its 
associated sensitivity label indicated by the rowlabel field. 

EMPLOYEES 

rowlabel  
employees. 

Ssn 
employees . 
lastname  

employees. 
firstname  

employees. 
salary  

employees. 
title  

employees. 
Dno 

U 100254789 Smith Bruce $28000.00 Accountant ADM  

S 111223333 Gomes Mary $42000.00 
Software 

Engineer 
SW 

S 151007777 Furtado Judy $35000.00 
Software 

Engineer 
SW 

U 151235679 Smith Sandra $19000.00 Secretary ADM  

C 224255600 Brown Jane $36000.00 
Signal 

Engineer 
EE 

TS 224552500 Booker Tracy $44000.00 Physicist EE 

S 228992500 Walsh James $55000.00 
Software 

Engineer 
SW 

S 322333000 Wickham Scott $45000.00 
Software 

Engineer 
EE 

U 700340352 Xiu Belinda $25000.00 
Office 

Manager 
ADM  

TS 897005240 Golden Barbara $60000.00 Scientist EE 
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In addition, users 'bob' and 'mary', logged in at SECRET, are assumed to have created schemas 
with the following SQL statements: 

CREATE SCHEMA bobs_schema;   
CREATE SCHEMA marys_schema;  

Since sensitivity labels can be quite lengthy when displayed in their full form, it is possible for 
the system administrator to define short forms of sensitivity labels. The rowlabel sensitivity labels 

displayed above have the following aliases: 

S = SECRET 

U = UNCLASSIFIED  

C = CONFIDENTIAL. 

When some attributes of a record must be protected more diligently than other attributes the 
security administrator may need to get involved. For example, consider the projects table noted 

above which is keyed on project number and indicates the project name, budget, and finish date 

for each project. If the table creator wants to assign the following classifications to the three 
columns: 

1. The finish date of a given project is U; 

2. The budget of each project is S; 

3. The name of the project is TS; 

the original projects table can be decomposed into the following set of tables: 

pno  finishdate  

FCS 2007-12-15 

IC  2007-09-15 

MGS 2007-06-01 

PCS 2007-06-20 

TMK  2007-11-01 
 

pno  budget  

FCS $100,000.00 

IC $600,000.00 

MGS $100,000.00 

PCS $600,000.00 

TMK  $500,000.00 
 

 

pno  pname  

FCS Flight Control Simulation 

IC Inventory Control 

MGS Missile Guiding Systems 

PCS Patriot Control System 

TMK  Tomahawk_Navigation 

 

The three tables are initialized by the creator, who may then feel confident that the project 

number to finish date mapping (UNCLASSIFIED), the project number to budget mapping (SECRET), 

and the list of project names (TOP_SECRET) are properly protected. Thereafter, only users who are 

appropriately cleared can join the requisite tables to obtain the complete set of data for which they 
are authorized.  

Creation Labels on MAC Objects  

 T RUSTED R UBIX allows a user to retrieve the creation sensitivity labels of all objects to 

which MAC applies. The information can be retrieved from the info_schem using various SQL 

queries. This section contains examples of these queries and an explanation of their use. Chapter 

11 of the TR   Reference Guide describes the info_schem and its tables. 

To facilitate the execution of these queries, it is recommended that the following command be 

executed in isql before further queries are issued: 
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TRIM 20;  

The TRIM command sets the maximum field output width. 

The following query can be used to display the creation security label of schemas. The rowlabel 
column displays the creation sensitivity label of the schema identified in the corresponding 

table_schem column.  

SELECT rowlabel, schem_name  
FROM  info_schem.schemata;  

 

rowlabel  schem_name  

U default_schema 

U info_schem 

S bobs_schema 

TS marys_schema 

 

 

 

 

The following query can be used to display the creation security label of tables in the 

default_schema. The rowlabel column displays the creation sensitivity label of the table. The 
table_name column identifies the table, and the table_type column states whether a table or a 

view is involved. 

SELECT rowlabel, table_name, table_type  
FROM  info_schem.tables  
WHERE  table_schem = ƥdefault_schema Ʀ;  

rowlabel  table_name  table_type  

U departments table 

S projects table 

TS billing_rate Table 
 

The following examples show variations of SQL statements that allow the extraction of short 

forms of long rowlabel fields. Both statements produce identical results. 

SELECT cast (rowlabel as char (1) ), table_name,  
 table_type  

FROM     info_schem.tables  
WHERE    table_schem = ƥdefault_schema Ʀ;   

 
SELECT substring (cast (rowlabel as char(10) )  

 from 1 for 1), table_name, table_type  
FROM  info_schem.tables  
WHERE   table_schem = ƥdefault_schema Ʀ;  

 

Since the default_schema and info_schem are created at the same time as the database, their 
security labels are identical to that of the database. UNCLASSIFIED (U) is the assumed 

default login sensitivity label that is assigned to users by the underlying operating system. 

 

NOT
E 



 Security Features User's Guide   

 

© 2010 Infosystems Technology, Inc.  6.0 REVISION 5 

 
45 

rowlabel  
 

table_name  table_type  

U departments table 

S projects table 

T billing_rate table 
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CHAPTER 4  Label Management  

 T RUSTED R UBIX supports all security labels available in the operating system. A 

security label consists of a hierarchical security label and one or more non-hierarchical categories/ 
compartments. The TR   sensitivity labels are part of a named column (rowlabel) and are 

contained in the table as hidden fields, i.e., the sensitivity labels are not automatically displayed 

unless specifically requested in the SQL query. 

The LABEL datatype is a fixed length field that maps to the operating system sensitivity label 
stored in binary form. 

Label Display  

In TR  , the sensitivity labels are attached to each row of a table. When a user creates a table, the 

sensitivity labels are automatically attached to each row inserted in the table. The sensitivity label 

is identical to the user session sensitivity label during the row insertion. 

The hidden field called rowlabel is not displayed (returned) as part of the standard query. A user 

has to specifically include the rowlabel in the SELECT query to have the sensitivity label displayed 

in the table. This is true even when all columns are retrieved with the SELECT statement. To 
display the sensitivity label for project number (pno) ñMGSò in the projects table, the following 

query is used: 

SELECT rowlabel, pname, pno  
FROM  projects  
WHERE  pno = ƥMGSƦ;  

It will display, 

rowlabel  pname  pno  

S Missile Guiding System MGS 

The WHERE clause operator can be utilized directly upon the rowlabel column to retrieve all 

SECRET rows in the projects table the following query is used. 

SELECT pno, rowlabel  
FROM  projects  
WHERE  rowlabel = LABEL ƦSECRETƦ;  

pno  rowlabel  

MGS  S  

TMK  S 

Label Formats  

 TR   supports two (2) distinct sensitivity label formats: Short-Format and Long-Format. The 

short-format displays an abbreviated form of the sensitivity label string, whereas, the long-format 

returns the full character string of the sensitivity label. The long-format stored represented as TOP 

SECRET: Special, Alpha can be returned in the short-format as TS: S, A if S is a valid category, 

such as Special. The sensitivity label format is specified during the CREATE TABLE operation. The 

default type is the short-format. The format is specified as: 
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CREATE TABLE  Table Name(Field Name [LONG | SHORT] LABEL ); 
 

Label Comparison  

 T RUSTED R UBIX allows the use of Standard SQL syntax to perform sensitivity label 

comparisons. This feature is invoked by the user to determine MAC dominance, i.e., which 

sensitivity labels dominate, are dominated by, or are equal to other sensitivity labels. The 
comparison functions supported by TR   are: 

Clause Function 

= Is equal to 

< Is less than (strictly dominated by ) 

<= Is less than or equal to (dominated by) 

> Is greater than (strictly dominates) 

>= Is greater than or equal to (dominates) 

<> Is not equal to 

To display all the rows dominated by a SECRET user in the projects table, the following query can 
be used: 

SELECT  *  
FROM  projects  
WHERE  rowlabel <= LABEL ƦSECRETƦ 

 

A more complex sensitivity label comparison to determine which projects have employees at a 
higher sensitivity label than that of the project itself, can be stated as follows: 

SELECT   *  
FROM projects, employees  
WHERE projects.rowlabel < employees.rowlabel  
AND  projects.dno = employees.dno  

TR   sensitivity labels are stored internally in binary form. The CAST conversion function, 

provided by TR  , converts sensitivity labels from standard character string (ASCII) to internal 

binary form. If the sensitivity label is not in the default format, and you want to convert to the 
binary format to compare sensitivity labels in the projects table, enter: 

SELECT pno, pname  
FROM  projects  
WHERE  rowlabel = CAST( ƥTS : S, A Ʀ AS LABEL );  

 
Assume that the label ñTS:S,Aò is part of your encoding file, then the above query will work. 
 

Additional Comparison Operators  

Certain operators exist to simplify search criteria that would be quite cumbersome if expressed 

solely in terms of AND, OR and NOT. For example, to display rows in the projects table that are 

sensitivity labeled between SECRET and TOP SECRET, the following query can be used: 



 Security Features User's Guide   

 

© 2010 Infosystems Technology, Inc.  6.0 REVISION 5 

 
48 

SELECT  rowlabel, projects.pno, projects.pname  
FROM   projects  
WHERE   rowlabel BETWEEN 
    LABELƦSECRETƦ AND LABELƦTOP SECRETƦ;  
 

rowlabel  projects.pno  projects.pname  

TS IC Inventory Control 

S MGS Missile Guiding Systems 

S TMK Tomahawk_Navigation 

To display rows in the projects table which are sensitivity labeled at a specific sensitivity label, 

the following query can be used: 

SELECT       rowlabel, projects.pno, projects.pname  
FROM  projects  
WHERE  rowlabel  
IN   (LABELƦUNCLASSIFIEDƦ,  
   LABELƦSECRETƦ, LABELƦTOP SECRETƦ);  
 

rowlabel  projects.pno  projects.pname  

U FCS Flight Control Simulation 

TS IC Inventory Control 

S MGS Missile Guiding System 

S TMK Tomahawk_Navigation 

String data can be compared for relationships more intricate than simple equality and inequality. 

Specifically, T RUSTED R UBIX  /SQL provides mechanisms for testing whether certain 

patterns occur within strings. To display all rows in the projects table that contain the string 
ñCLASSò in itôs sensitivity label (e.g. UNCLASSIFIED), the following query can be used: 

SELECT rowlabel, projects.pno, projects.pname  
FROM  projects  
WHERE  CAST (rowlabel AS char(50)) LIKE ƥU%Ʀ;  

rowlabel  projects.pno  projects.pname  

U FCS Flight Control Simulation 

 
 

 

 

ALL , SOME, and ANY Predicates  

The ALL  predicate can be used in a nested select statement, if all the rows resulting from a 

subquery have to be compared. You can retrieve all rows which are dominated by rows sensitivity 

labeled SECRET in the projects table using the following query: 

Since the sensitivity label field is stored internally in binary form, it must first be cast to a 

character string in order to allow pattern matching. 

NOTE 
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SELECT rowlabel, pro jects.*  
FROM  projects  
WHERE  rowlabel < ALL (  

           SELECT rowlabel  
           FROM projects  
           WHERE rowlabel = LABEL ƦSƦ  
             );  
 

rowlabel  
projects. 

pno  

projects. 

pname  

projects. 

dno  

projects. 

budget  

projects. 

startdate  

projects. 

finishdate  

U FCS 
Flight Control 

Simulation 
SW $100000.00 2007-02-01 2007-12-15 

C PCS 
Patriot Control 

System 
EE $60000.00 2007-01-15 2007-06-20 

But if you wish to retrieve the rows with sensitivity labels that dominate rows sensitivity labeled 
SECRET in the projects table use the following query: 

SELECT rowlabel, projects.*  
FROM   projects  
WHERE   rowlabel > SOME  (  

            SELECT rowlabel  
            FROM projects  
            WHERE rowlabel = LABEL ƦSƦ 
          );  

rowlabel  
projects. 

pno  

projects. 

pname  

projects. 

dno  

projects. 

budget  

projects. 

startdate  

projects. 

finishdate  

TS IC 
Inventory 

Control 
SW $600,000.00 2006-12-01 2007-09-15 

 

 

String Functions  

The following string functions may be used on the rowlabel field.  

 

 

 

Substring  

Comparisons can be accomplished with a portion of the string, if you specify the string value, its 
starting position and the total length for comparison. 

SELECT SUBSTRING (CAST (rowlabel AS CHAR (50)) FROM 1 for 2)  
   AS rowlbl, projects.pname  
FROM  projects  
WHERE projects.dno = ƥSWƦ;  

The rowlabel field needs to be cast to a character string using the CAST function before 

any string operations may be performed. 

NOTE 
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rowl abel projects.pname  

U Flight Control Simulation 

TS Inventory Control 

The example above displays the rowlabel and projects.pname fields from the projects table for all 

rows where the department number is ñSWò. 

Upper and Lower  

In a normal string comparison, the search is case sensitive. Therefore, you cannot retrieve the 
results you need unless you know the exact case of every letter in the data. The functions Upper 

and Lower are useful to circumvent such situations. You can retrieve the pno and pname columns 

from the projects table and display the associated rowlabel in either Upper case or Lower case as 
follows: 

SELECT projects.pno, projects.pname,  
 UPPER (CAST (rowlabel AS CHAR (50)))  
 AS rowlbl  
FROM  projects;  

 

projects.pno  projects.pname  rowlbl  

FCS Flight Control Simulation U 

IC Inventory Control TS 

MGS Missile Guiding System S 

PCS Patriot Control System C 

TMK Tomahawk_Navigation S 

 
SELECT projects.pno, projects.pname,  

LOWER (CAST (rowlabel AS char (50))) AS rowlbl  
FROM projects;  

 

projects.pno  projects.pname  rowlbl  

FCS Flight Control Simulation unclassified 

IC Inventory Control top secret 

MGS Missile Guiding Systems secret 

PCS Patriot Control System confidential 

TMK Tomahawk_Navigation secret 

Position  

A column value can be compared with a specific string in a particular position. You can retrieve 

rows in the projects table which have a rowlabel that starts with the letter ñUò as follows: 

SELECT rowlabel  
FROM projects  
WHERE POSITION (ƥUƦ in CAST (rowlabel AS CHAR (50))) = 1;  
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rowlabel  

U 

Cat  

Two strings can be concatenated using this function. If you want to concatenate the string 

ñSensitivity Labelò to each rowlabel and produce a new column called label you can use the 

following query: 

SELECT     projects.pno, projects.pname, ƥSensitivity Label - >ƥ 
|| (CAST (rowlabel AS char (50))) AS rowlbl  

   FROM     projects;  

 

projects.pno 

 

projects.pname 

 

rowlbl  
 

FCS 
 

Flight Control Simulation 

 
Sensitivity Label ­ U 

 
IC 

 
Inventory Control 

 
Sensitivity Label ­ TS 

 
MGS 

 
Missile Guiding Systems 

 
Sensitivity Label ­ S 

 
PCS 

 
Patriot Control System 

 
Sensitivity Label ­ C 

 
TMK 

 
Tomahawk_Navigation 

 
Sensitivity Label ­ S 

 

DISTINCT Keyword  

When one or more columns are projected from a table or view, duplicate values may be 
introduced. In order to suppress the extra occurrences of each rowlabel in the projects table, the 

keyword DISTINCT may be included in the SELECT clause. For example, to display the security 

labels of projects that the Software Department is working on, use the following query: 

SELECT DISTINCT rowlabel  
FROM     projects  
WHERE     projects.dno = ƥSWƦ;  

rowlabel  

TS 

U 

ORDER BY Clause  

You can control the order in which selected rows are displayed by adding an ORDER BY clause to 

the end of a query. For example, the rows of projects can be displayed in order of increasing 
rowlabel: 

SELECT       rowlabel, projects.*  
FROM  projects  

 ORDER BY rowlabel;  
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rowlabel 
projects. 

pno 
projects. pname 

projects. 

dno 

projects. 

budget 

projects. 

startdate 

projects. 

Finishdate 

U FCS 
Flight Control 

Simulation 
SW $100000.00 2007-02-01 2007-12-15 

C PCS 
Patriot Control 

Systems 
EE $600000.00 2007-01-15 2007-06-20 

S MGS 
Missile Guiding 

Systems 
EE $100000.00 2006-06-01 2007-06-01 

S TMK  
Tomahawk 

Navigation 
EE $500000.00 2006-11-01 2007-11-01 

TS IC Inventory Control SW $600000.00 2007-12-01 2007-09-15 

 

Aggregate Functions  

Aggregate functions are functions that extract aggregate values from groups of rows. The 

available aggregate functions are COUNT, MIN, and MAX . The MIN  and MAX  functions apply to a 

column and yield (respectively) the smallest and largest values of that column. If you wish to find 
the lowest sensitivity label of data in the projects table, the query 

SELECT MIN(rowlabel)   
FROM projects;  
 

Produces the result: 

MIN(rowlabel)  

U 

If you wish to find the highest sensitivity label of data in the projects table, the query 

SELECT      MAX(rowlabel)   
FROM      projects;  
 

Produces the result: 
 

MAX(rowlabel)  
 

TS 

The COUNT function applied to a column yields the number of distinct values in that column; the 

special COUNT(*) function counts all of the rows in the group. If you wish to retrieve the number 

of rows in the projects table sensitivity labeled at SECRET, the query 

SELECT      COUNT(*) 
FROM      projects  
WHERE      rowl abel = LABEL ƦSECRETƦ;  
 

Produces the result: 
 

count(*)  
 

2 
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GROUP BY Clause  

To perform aggregate functions on multiple groups you must use the GROUP BY clause. The 
GROUP BY clause groups the rows based on the value of the columns in the clause and applies the 

aggregate function to that group. For example, the following query can be used to determine how 

many rows exist at each sensitivity label in the projects table: 

SELECT       rowlabel, count (*)  
FROM  projects  
GROUP BY rowlabel;  

rowlabel  Count(*)  

U 1 

C 1 

S 2 

TS 1 

  

LEAST UPPER BOUND ( LUB ) Function  

LUB (label1, label2) function returns the least upper bound of label1 and label2. For example; 

SELECT LEAST_UB (rowlabel, LABEL ƦSƦ) from t;  
 

outputs ñSò for each row if that row's sensitivity label is lower than ñSò, otherwise, the sensitivity 

label of that row. 

SELECT LEAST_UB (LABELƦSƦ, LABELƦTSƦ) from t;  
 

prints ñTSò for each row since the union, or least upper bound of ñSò and ñTSò equals ñTSò. 

To retrieve the least upper bound of all rows in the projects table, use the following query: 

SELECT LUB (rowlabel)  
FROM      projects;  

 
LUB (rowlabel)  
 

TS 

The following query uses the COUNT and LUB aggregate functions to determine the number of 

rows in projects grouped by department, and lists the highest sensitivity label for each group: 

SELECT  projects.dno, COUNT (*), LUB (rowlabel)   
FROM  projects  
GROUP BY  dno;  

projects.dno  COUNT (*) LUB (rowlabel)  

EE 3 S 

SW 2 TS 
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GREATEST LOWER BOUND ( GLB) Function  

GLB (label1, label2) function returns the greatest lower bound of label1 and label2. For example: 

SELECT GREATEST_LB (LABEL ƥSƦ, LABELƦTSƦ) from t;  
 

always returns ñSò since the greatest lower bound of ñSò and ñTSò equals ñSò. 

SELECT GREATEST_LB (rowlabel, LABELƦSƦ) from t;  
 

if that row's sensitivity label is higher than ñSò the above command returns ñSò for the row, 

otherwise it returns the sensitivity label of that row. 

To retrieve the greatest lower bound of all rows in the projects table, use the following query: 

SELECT GLB (rowlabel)  
FROM      projects;  

 
GLB(rowlabel)  

 
U 

 

The following query uses the COUNT and GLB aggregate functions to determine the number of 

rows in projects grouped by dno and lists the lowest sensitivity label for each group: 

SELECT  projects.dno, COUNT (*), GLB (rowlabel)   
FROM  projects  
GROUP BY dno;  

projects.dno  COUNT (*) GLB(rowlabel)  

EE 3 C 

SW 2 U 

 

Database Object MAC Relationships  

A database inherits the current session sensitivity label when it is created. It can hold objects 

which are at this sensitivity label or higher. Multiple catalog and schemas can be created in the 
database container at the sensitivity label of the database or higher. These objects also inherit the 

current session sensitivity label when it is created. Multiple objects such as tables and views can 

be created within a schema and they also inherit the current session sensitivity label, and must be 

sensitivity labeled equal to or greater than the schema sensitivity label. The row can be inserted 
into a table at the sensitivity label of the table or higher. 

The principle of MAC dominance and sensitivity label comparison impacts the outcome of various 

SQL statements. It is important to review various combinations of user session sensitivity labels 
and object sensitivity labels for the resulting MLS outcome. The following table describes the 

conditions associated with various SQL statements. 
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SQL Statement  Sensitivity label 
Condition  

MLS Outcome  

ALTER TABLE 

Session >= database 

Session  >= parent catalog 

Session  >= parent schema   
Session  = table .  

Session  = table referenced by 

a foreign key 

Table sensitivity label is unchanged. 

CONNECT Session >= database 
Connected at the session sensitivity 

label. 

CREATE CATALOG Session >= database 
Created at the session sensitivity label 

and accessible to users who dominate. 

CREATE DATABASE Any Sensitivity label 

Created at user session sensitivity label 

and accessible to all users who 

dominate. 

CREATE INDEX 

Session >= database 

Session  >= parent catalog 

Session  >= parent schema 

Session = table 

Created at the sensitivity label of the 

table and is usable by all the users who 
dominate. 

CREATE SCHEMA 
Session >= database 

Session >= parent catalog 

Created at the session sensitivity label, 

and accessible to users who dominate. 

CREATE TABLE 

Session >= database 
Session  >= parent catalog 

Session  >= schema   

Session  = table referenced by 

a foreign key 

Created with session sensitivity label. 
Accessed by users who dominate. 

CREATE VIEW 

Session >= database 

Session  >= parent catalog 

Session  >= parent schema   
Session  >= table 

Session  >= view 

Created at user session sensitivity label. 

Accessible to users who dominate. 

DELETE 

Session >= database 
Session  >= parent catalog 

Session  >= parent schema 

Session >= table, [view] 

Session = row 

Delete rows at session sensitivity label. 

DROP CATALOG 

Session >= database 

Session = catalog 

Session = any schema, table, 
or view inside of the catalog 

Session = any view that 

references a table and/or view 
inside of the catalog 

The catalog and all containing objects (if 

cascade option specified) are dropped. 

DROP DATABASE Session = database All objects in the database are destroyed. 

DROP INDEX 

Session >= database 

Session  >= parent catalog 

Session  >= parent schema   
Session = index 

Drop the specified index. 



 Security Features User's Guide   

 

© 2010 Infosystems Technology, Inc.  6.0 REVISION 5 

 
56 

SQL Statement  Sensitivity label 
Condition  

MLS Outcome  

DROP SCHEMA 

Session >= database 

Session  >= parent catalog 

Session = schema 

Session = any table or view 

inside of the schema 

Session = any view that 

references a table and/or view 

inside of the schema 

The schema and all containing objects (if 

cascade option specified) are dropped. 

DROP TABLE 

Session >= database 

Session  >= parent catalog 
Session  >= parent schema   

Session = table 

Session = any view referencing 

the table 

The table, all indices, and all rows are 

dropped. All referencing views are 

dropped (if cascade option specified). 

DROP VIEW 

Session >= database 

Session  >= parent catalog 

Session  >= parent schema   

Session = view 

Session = any view referencing 

the view 

The view is dropped. All referencing 
views are dropped (if cascade option 

specified). 

GRANT 
Session >= containers 

Session = object 

Privileges valid for all sensitivity labels 
that may access object. 

INSERT 

Session >= database 

Session  >= parent catalog 

Session  >= parent schema   

Session >= table, [view] 

The row inserted inherits the session 

sensitivity label. 

REVOKE 
Session >= containers 

Session = object 

Privileges revoked are applicable for all 
sensitivity labels that may access object. 

SELECT 

Session >= database 

Session  >= parent catalog 

Session  >= parent schema   

Session >= table, [view]; 

Session >= row 

Rows dominated by session sensitivity 

label are returned. 

SET CATALOG 
Session >= database 

Session >= catalog 
Set at the session sensitivity label. 

SET SCHEMA 
Session >= database 

Session >= parent catalog 

Session >= schema 
Set at the session sensitivity label. 

UPDATE 

Session >= database 

Session  >= parent catalog 

Session  >= parent schema   

Session >= table, [view]; 

Session = row 

Rows at the session sensitivity label are 

updated. 

sub- query *  
 

Session >= database 

Session  >= parent catalog 

Session  >= parent schema   

Session >= table, [view]; 

Session >= row 

 

Rows dominated by session sensitivity 
label are returned for the sub-query. 

 
* 
A sub-query is an implied operation on 

any DELETE, UPDATE, or SELECT 
operation that includes a WHERE clause 

and any INSERT operation that has a 

SELECT clause. 
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CHAPTER 5  Polyinstantiation  

What is Polyinstantiation  

Relational databases operate based upon the principle of a primary key. The primary key is a set 

of one or more attributes chosen so that: 

1. There is exactly one row per table with a given set of primary key values. 

2. Each row in the database represents a set of facts about the key, the whole key, and 
nothing but the key. 

Let us examine the project number to budget mapping shown below:  

pno  budget  

FCS $100,000.00 

IC $600,000.00 

MGS $100,000.00 

PCS $600,000.00 

TMK  $500,000.00 

 

Consider the following situation: 

1. A SECRET user inserts a row into a table with a given key, say, PCS. The row contains 
SECRET information about which an UNCLASSIFIED user is unaware. 

2. An UNCLASSIFIED user tries to insert a row keyed on PCS into the table as well. His request 
is refused because the row already exists. 

3. The UNCLASSIFIED user queries the table to see who inserted the PCS record before him. 
However, no such row is visible to him in his report. 

Since his insertion was disallowed and his read also failed, he immediately concludes that there is 

already a row present with the desired key, but he is not authorized to view it. Thus, the 
UNCLASSIFIED user has now obtained some SECRET information from the database. 

This may not sound like an earth-shattering problem, but suppose the SECRET user is a bad guy 

who is trying to leak information to the UNCLASSIFIED user in the following fashion: 

­ The SECRET user obtains a sensitive message and translates it into its binary equivalent (a 
string of ones and zeroes). He then performs the following steps for each of the bits in the 
translated message: 

¬ If the bit is a 1, the SECRET user inserts a record for PCS into the table (if it is absent) or 
leaves it alone (if it is already present). The UNCLASSIFIED user attempts to insert and 
delete the row, and his failure tells him that the SECRET user has transmitted a 1. 

¬ If the bit is a 0, the SECRET user deletes the record for PCS from the table (if it is 
present) or does nothing (if it is absent). The UNCLASSIFIED user attempts to insert and 
delete the row, and his success tells him that the SECRET user has transmitted a 0. 

(Note that we have ignored the details of T RUSTED R UBIX transaction semantics that 
make the communication slightly more difficult, but that is irrelevant to our discussion.) In this 
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fashion, the SECRET user can surreptitiously transmit his entire message to the UNCLASSIFIED 

user! The communication can occur much faster than you think if some additional cleverness is 
employed by both users. 

How do we avoid this problem? This is a potential covert channel. The preferred technique is 

polyinstantiation, where a given key value is permitted to be replicated across security labels. For 

example, if the UNCLASSIFIED user attempts to insert a record which matches the key of a 
preexistent SECRET row, a new record is created at the UNCLASSIFIED sensitivity label. Then, the 

combination of primary key and security label becomes the effective primary key. This sounds 

simple enough, but note that, while the UNCLASSIFIED user is prevented from perceiving any 
information for which he is not authorized, the SECRET user has a dilemma: when he queries the 

database, there may be more than one record that is returned to him, and there is the distinct 

possibility that only one is ñsignificantò and the rest are ñjunk,ò or even that several are 
significant and the others are junk. 

Polyinstantiation in  Trusted RUBIX   

There are two distinct methods of polyinstantiation that T RUSTED R UBIX can support. 

The first, called POLYLOW, consists of replicating a HIGH key at LOW when a LOW subject 

attempts to insert a row whose key matches that of an existent HIGH row. This action is taken to 
close the key collision covert channel. The second method, somewhat anomalously called 

POLYHIGH, entails reintroduction of LOW keys at HIGH by a HIGH subject who, although fully 

aware of the existence of the LOW row, chooses to reinstantiate the key anyway because that is 

considered a semantically meaningful action. 

In general, POLYLOW will reject every possible key conflict (all the keys you can "see"). 

POLYHIGH will allow a high insert to polyinstantiate itself, it will only reject a conflict at its own 

level. POLYHIGH is useful for cases where you want a duplicate value and is used as a cover story 
such as situations when you want high users to see one value of the key but you want low users to 

see another. 

There are also two distinct methods of creating a table in which no records are polyinstantiated. 

The first, called POLYNONE, makes no attempt at handling the polyinstantiation issue and simply 
always returns an error when a duplicate key is introduced, regardless of the sensitivity label of 

the row. It should be noted that a table created with POLYNONE presents the potential for covert 

channel exploitation. The second, called SINGLE_LABEL, only allows rows to be inserted with an 
object sensitivity label equal to the tableôs sensitivity label. In this case, all other attempts to 

insert rows will fail. This is the only polyinstantiation level that will both prevent any row from 

being polyinstantiated and remove the potential for covert channels. 

The general format for a CREATE TABLE command is: 

CREATE TABLE Table Name ( Column Definitions ƛƗ 
[POLYINSTANTIATION LEVEL is  
LOW | HIGH | NONE | SINGLE_LABEL]);  

  

By default, when a table is created by the CREATE TABLE command with no explicit 

polyinstantiation level, POLYLOW applies. 

The POLYLOW behavior can be chosen by specifying it in the CREATE TABLE command as 

follows: 
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$ CREATE TABLE projects  
(  
PRIMARY KEY (pno),  
pno character(3),  
pname character (50),  
dno character(3),  
budget   numeric(15),  
startdate     date,  
finishdate    date,  
POLYINSTANTIATION LEVEL is LOW 
) ;  
 

The POLYHIGH behavior can be chosen by specifying it in the CREATE TABLE command as 

follows: 

$ CREATE TABLE projects  
(  
PRIMARY KEY (pno),  
pno character(3),  
pname character(50),  
dno character(3),  
budget   numeric(15,2),  
startdate     date,  
finishdte     date,  
POLYINSTANTIATION LEVEL is HIGH 
) ;  
 

The POLYNONE behavior can be chosen by specifying it in THE CREATE TABLE command as 

follows: 

$ CREATE TABLE projects  
(  
PRIMARY KEY (pno),  
pno character(3),  
pname character(50),  
dno character(3),  
budget  numeric(15,2),  
startdate     date,  
finishdte     date,  
POLYINSTANTIATION LEVEL is NONE 
) ;  
 

The SINGLE_LABEL behavior can be chosen by specifying it in the CREATE TABLE command as 

follows: 
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$ CREATE TABLE projects  
(  
PRIMARY KEY (pno),  
pno character(3),  
pname character(50),  
dno character(3),  
budget  numeric(15,2),  
startdate     date,  
finishdte     date,  
POLYINSTANTIATION LEVEL is SINGLE_LABEL 

) ; 

It is not possible to have POLYHIGH behavior without POLYLOW. Furthermore, once the table has 
been created and the requisite polyinstantiation discipline declared, it is not possible to change 

that discipline for the remainder of the table's lifetime. 

If POLYLOW is specified with respect to a given table, then a subject may insert a row into that 

table if and only if no live rows with that key that are dominated by the subject's sensitivity label 
occur in the table. (A ñliveò key is one that has been inserted at some time in the past but has not 

yet been logically deleted; when deleted, the key is ñdormantò until it is reinserted.) 

In contrast, if POLYHIGH is specified, then a subject may insert a row into that table only if no live 
row with that key occurs in the table at the subject's security label. If a row with the same key 

exists at a higher (or non-comparable) user sensitivity label, then the row is polyinstantiated. 

If POLYNONE is specified, then the attempted creation of a record with the same key as that of an 
existing record, will fail. 

 

 

 

If SINGLE_LABEL is specified, then any attempt to create a record with a label other than the 

tableôs object sensitivity label will fail. 

The consequence of inserting multiple key instances into a polyinstantiated table is that, when 
data is read from the table, there may be various competing instances of a given row's key from 

which T RUSTED R UBIX must choose. By default TR   will return the polyinstantiated 

record with the highest label dominated by the user. 

In addition, you may use the VIEW BY POLYINSTANTIATION construct to cause selects from 
polyinstantiated tables to return all polyinstantiated rows that are dominated by the reader's 

sensitivity label, rather than just the single highest row. Examples of this method are subsequently 

described. 

Example of POLYLOW Behavior  

We shall use the projects table as an example. Suppose a single row is loaded in the projects table 

by a SECRET subject: 

A table in which the polyinstantiation level is set to POLYNONE provides a channel through 
which users can infer the existence of rows in the table that their sensitivity label does not 

dominate. This constitutes a disclosure of the contents of the key of the row. 

WARNING  



 Security Features User's Guide   

 

© 2010 Infosystems Technology, Inc.  6.0 REVISION 5 

 
61 

INSERT INTO projects VALUES ƥMGSƦ, ƥMilitary Global 
Surveillance Ʀ, ƥEEƦ, 800000.00, 2007- 04- 01, 2007- 09- 30;  

SELECT   *  
FROM projects;  

PROJECTS 

projects.pno  projects.pname  projects.dno  projects.budget  projects.startdate  projects.finishdate  

MGS 
Military Global 

Surveillance 
EE $800,000.00 2007-04-01 2007-09-30 

If an UNCLASSIFIED subject attempts to insert a row for MGS, his request cannot be rejected, since 

that would entail a signaling channel. Thus, a new row must be reinstantiated at the 
UNCLASSIFIED sensitivity label: 

INSERT INTO projects VALUES ƥMGSƦ, ƥMaritime Geopositionin g 
SystemƦ, ƥSWƦ, 700000.00, 2007 - 05- 01, 2007- 12- 31;  

SELECT    *  
FROM projects;  

PROJECTS 

projects.pno  projects.pname  projects.dno  projects.budget  projects.startdate  projects.finishdate  

MGS 

Maritime 

Geopositioning 

System 

SW $700,000.00 2007-05-01 2007-12-31 

The SECRET instance is returned by the SECRET user's next query: 

SELECT    *  
FROM  projects;  

PROJECTS 

projects.pno  projects.pname  projects.dno  projects.budget  projects.startdate  projects.finishdate  

MGS 
Military Global 

Surveillance 
EE $800,000.00 2007-04-01 2007-09-30 

unless the subject requests a polyinstantiated view of a table, which reveals all current instances 

of the key MGS: 

SELECT rowlabel, projects.*  
FROM projects  
VIEW BY POLYINSTANTIATION; 
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PROJECTS 

rowlabel  
projects. 

pno  
projects. pname  

projects. 
Dno 

projects. 
budget  

projects. 
startdate  

projects. 
finishdate  

S MGS Military Global 

Surveillance 
EE $800,000.00 2007-04-01 2007-09-30 

U MGS 

Maritime 

Geopositioning 

System 

SW $700,000.00 2007-05-01 2007-12-31 

while the UNCLASSIFIED user would still be unable to perceive any result of the SECRET subject's 

work: 

SELECT    *  
FROM projects  
VIEW BY POLYINSTANTIATION; 

projects . 
pno  

projects . pname  
projects . 

dno  
projects . 
budget  

projects . 
startdate  

projects . 
finishdate  

MGS 
Maritime Geopositioning 

System 
SW $700,000.00 2007-05-01 2007-12-31 

 

Illustration of POLYHIGH  versus POLYLOW Behavior  

Consider again the familiar projects table, loaded with a single row by an UNCLASSIFIED subject: 

INSERT INTO projects VALUES ƥMGSƦ, ƥMaritime Geopositioning 
SystemƦ, ƥSWƦ, 700000.00, 2007 - 05- 01, 2007 - 12- 31;  

SELECT rowlabel, projects.*  
FROM projects  
VIEW BY POLYINSTANTIATION; 

PROJECTS 

rowlabel  
projects . 

pno  
projects .pname  

projects . 
Dno 

projects . 
budget  

projects . 
startdate  

projects . 
finishdate  

U MGS 

Maritime 

Geopositioning 

System 

SW $700,000.00 2007-05-01 2007-12-31 

If a SECRET subject attempts to insert a row for MGS, whether the request should succeed depends 

on the polyinstantiation discipline that attends the table. If POLYLOW is enforced, the request is 

rejected, because multiple key instantiation is permitted only to prevent covert information flow: 

INSERT INTO projects VALUES ƥMGSƦ, ƥMilitary Global 
Surveillance Ʀ, ƥEEƦ, 80 0000.00, 2007 - 04- 01, 2007 - 09- 30;  

record already exists  

SELECT rowlabel, projects.*  
FROM projects  
VIEW BY POLYINSTANTIATION; 
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PROJECTS 

rowlabel  
projects . 

pno  
projects . pname  

projects . 
Dno 

projects . 
budget  

projects . 
startdate  

projects . 
finishdate  

U MGS 

Maritime 

Geopositioning 

System 

SW $700,000.00 2007-05-01 2007-12-31 

 

However, if POLYHIGH is followed, the request is permitted to succeed, even though there is no 
covert information flow to avoid, because it is presumed semantically meaningful for the SECRET 

user to reinstantiate an extant UNCLASSIFIED key: 

INSERT INTO projects VALUES ƥMGSƦ, ƥMilitary Global 
Surveillance Ʀ, ƥEEƦ, 800000.00, 2007 - 04- 01, 2007 - 09- 30;  

SELECT *  
FROM  projects;  

PROJECTS 

projects . 
pno  

projects . pname  
projects . 

dno  
projects . 
budget  

projects . 
startdate  

projects . 
finishdate  

MGS 
Military Global 

Surveillance 
EE $800,000.00 2007-04-01 2007-09-30 

Of course, if the SECRET user displays the relation contents in the ñpolyinstantiated viewò mode, 

he sees both MGS instances: 

SELECT rowlabel, projects.*  
FROM  projects  
VIEW BY POLYINSTANTIATION; 

rowlabel  
projects . 

Pno 
projects . pname  

projects . 
Dno 

projects . 
budget  

projects . 
startdate  

projects . 
finishdate  

S MGS 
Military Global 

Surveillance 
EE $800,000.00 2007-04-01 2007-09-30 

U MGS 

Maritime 

Geopositioning 

System 

SW $700,000.00 2007-05-01 2007-12-31 
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Tabular Summary of Trusted RUBIX  Polyinstantiation 
Semantics  

The semantics of the various primitive operations are summarized below in tabular format for the 

reader's convenience: 

Operation  Polyinstantiation 
Discipline  

Semantics of Operation  

Select 

 

POLYLOW or POLYHIGH 
Return the key instance with the largest label dominated by 

subject's sensitivity label, if any 

POLYNONE or 

SINGLE_LABEL  

Return the (single) key instance dominated by subject's sensitivity 

label, if any 

VIEW BY 

POLYINSTANTIATION 

Return all key instances dominated by subjectôs sensitivity label, if 

any 

Insert 

POLYNONE Fail if key instance already exists, else succeed 

SINGLE_LABEL  
Fail if subjectôs sensitivity label is not equal to the tableôs 

sensitivity label or if any key instance already exists, else succeed 

POLYLOW 
Fail if any key instance dominated by the subject's sensitivity label 

already exists, else succeed. 

POLYHIGH 
Fail if any key instance at the subject's sensitivity label already 

exists, else succeed 

Delete Any Succeed if any key instance at subject's sensitivity label, else fail 

Update 

POLYNONE or 

SINGLE_LABEL  

 If a before-image key instance at subject's sensitivity label does 

not exist, fail; if an after-image key instance at any sensitivity label 

exists, fail; else succeed 

POLYLOW 

If a before-image key instance at subject's sensitivity label does not 

exist, fail; if an after-image key instance at dominated sensitivity 

label exists, fail; else succeed 

POLYHIGH 

If a before-image key instance at subject's sensitivity label does not 

exist, fail; if an after-image key instance at the subjectôs sensitivity 

label exists, fail; else succeed 

The before image is the value of the row before the update takes place while the after image is the 
value of the row after the update takes place.
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CHAPTER 6  Multilevel Integrity Constraints  

This Section of the Security Features Userôs Guide describes how multilevel security affects 

integrity constraints (e.g., referential integrity) in T RUSTED R UBIX . 

Primary Key and Unique Constraints  

The PRIMARY KEY constraint is variously affected by the multilevel security architecture 
depending on the POLYINSTANTIATION method that a user selects for a table. 

POLYINSTANTIATION is described in detail in Chapter 5 of this guide. 

A UNIQUE constraint in TR   is enforced to be UNIQUE according to the POLYINSTANTIATION 

method that was assigned to the table. In other words, it will inherit the same POLYINSTANTIATION 
method as the table upon which the UNIQUE constraint is placed. This can be illustrated with the 

following example. 

Assume that the departments table is created as follows at the UNCLASSIFIED sensitivity label: 

CREATE TABLE departments 
(  

PRIMARY KEY (dno),   
dno   CHARACTER(3),  
dname   CHARACTER(15), 
POLYINSTANTIATION LEVEL is HIGH 

);  
 
A UNIQUE constraint on the dname column can be added as follows after table creation: 

ALTER TABLE departments  
ADD CONSTRAINT cn UNIQUE (dname); 

 
If the departments table had not been previously created, the UNIQUE constraint could have been 

added as part of the CREATE TABLE command as follows: 

CREATE TABLE departments 
(  

PRIMARY KEY (dno),   
UNIQUE  (dname),   
dno   CHARACTER(3), 
dname   CHARACTER(10), 
POLYINSTANTIATION LEVEL is HIGH 

);  
 
Because the table was created with a polyinstantiation mode of HIGH, the UNIQUE constraint 
inherits that behavior. With the UNIQUE constraint in place, the user is allowed to insert a row at 

the UNCLASSIFIED sensitivity label as follows: 

INSERT INTO departments  
VALUES ('SW', 'SOFTWARE');  

 
Any attempt to add additional rows at the UNCLASSIFIED sensitivity label with the dname column 
equal to SOFTWARE, will be rejected. However, additional rows with the dname column equal to 

SOFTWARE can be added at different sensitivity labels. This follows the polyinstantiation level 
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HIGH behavior. If the table had been created with a polyinstantiation level of LOW, then the 

attempt to insert a duplicate dname column would fail. Similarly, if the table had been created 
with polyinstantiation levels of NONE or SINGLE_LABEL , it would follow the rules for that 

particular mode.  

NULL  and Default Constraints  

These constraints are not affected by the multilevel architecture. 

Check Constraint  

The check constraint executes an SQL code segment that evaluates to either true or false. This 

code segment may be arbitrarily complex, including referencing rows in other tables or the same 
table. For example, a CHECK constraint clause could be: 

CHECK (colname IN (SELECT colname2 FROM othertable)); 

The set of rows returned from the CHECK constraint follows the same behavior as a general 
SELECT statement. That is, the highest dominated record of all polyinstantiated records is 

returned. If the VIEW BY POLYINSTANTIATION is specified, then all polyinstantiated records are 

returned. 

Using the rowlabel field and the multilevel architecture it is possible for a user to limit the 

sensitivity labels from which data can be added to a particular table. Assume that the departments 

table shown in Section 2.9.3 was created at the UNCLASSIFIED sensitivity label. Assuming that the 

T RUSTED R UBIX DAC security policy allows unrestricted access, the TR   MAC security 
policy dictates that the departments table is only accessible to users who are logged in at 

UNCLASSIFIED or higher sensitivity labels. If a user wants to restrict all inserts into departments to 

the SECRET sensitivity label or below, the following constraint can be used (assuming 'S' is an 
alias for the SECRET sensitivity label): 

ALTER TABLE departments  
!$$ #/.342!).4 ÃÎ #(%#+ ƽÒÏ×ÌÁÂÅÌ ˳ ,!"%,ʎ3ʎƾƘ 
 

Foreign Key  

Multilevel security affects foreign keys in that the constraint is enforced only within the same 

security label. This is because the foreign key constraint may have an ON DELETE and ON UPDATE 

behavior that performs a DELETE or UPDATE of other rows. These operations may only occur if 
the session sensitivity label equals the row sensitivity label. The data referenced by the foreign 

key must exist at the same sensitivity label as the data being inserted. In other words, the 

combination of every foreign key value and its sensitivity label must match the primary key at the 

same sensitivity label.  

If the employees table is created as shown in Section 2.9.3, the following illustrates the affects of 

multilevel data on referential integrity. If the contents of employees are: 
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EMPLOYEES 

rowlabel  
employees . 

ssn 
employees . 
lastname  

employees . 
firstname  

employees . 
salary  

employees . 
title  

employees . 
dno  

U 100254789 Smith Bruce $28000.00 Accountant ADM  

S 111223333 Gomes Mary $42000.00 
Software 

Engineer 
SW 

S 151007777 Furtado Judy $35000.00 
Software 

Engineer 
SW 

U 151235679 Smith Sandra $19000.00 Secretary ADM  

C 224255600 Brown Jane $36000.00 
Signal 

Engineer 
EE 

TS 224552500 Booker Tracy $44000.00 Physicist EE 

S 228992500 Walsh James $55000.00 
Software 

Engineer 
SW 

S 322333000 Wickham Scott $45000.00 
Software 

Engineer 
EE 

U 700340352 Xiu Belinda $25000.00 
Office 

Manager 
ADM  

TS 897005240 Golden Barbara $60000.00 Scientist EE 

 

The following works table needs to be created: 

CREATE TABLE works 
(  

PRIMARY KEY (pno, ssn, from_date),  
FOREIGN KEY (ssn) REFERENCES emplo yees (ssn),  
pno   CHARACTER(3), 
ssn   INTEGER, 
from_date   DATE, 
to_date   DATE, 
w_hours  INTEGER 

);  
 

Note the reference to the ssn column in the employees table. Standard referential integrity implies 

that before a record with a ssn can be added to the works table, it must exist in the employees table. 

Multilevel security adds a further restriction. The ssn row must exist in the employees table at the 
same sensitivity label as the userôs operating sensitivity label when adding a row in the works 

table. 

A user operating at the SECRET sensitivity label will be allowed to successfully execute the first 
INSERT statement but the other inserts will fail. 

INSERT INTO works VALUES ƥICƦ, 111223333, 2007- 01- 01, 2007- 01- 15, 40;  
INSERT INTO works VALUES ƥTMKƦ, 224552500, 2 007- 01- 01, 2007- 01- 15, 40;  
INSERT INTO works VALUES ƥICƦ, 100254789, 2007 - 01- 01, 2007- 01- 15, 40;  
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Note that in all cases, the rows intended to be inserted in the works table contain ssn values which 

exist in the employees table. However, in the case of the first INSERT statement, the ssn rowôs 
sensitivity label is SECRET, the same as our operating sensitivity label; so the insert operation 

succeeds. The other inserts reference ssnôs whose rows exist at a different security label than 

SECRET (i.e., ssn 224552500 is at TOP SECRET and ssn 100254789 is at UNCLASSFIED); thus, they 

fail. 
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A 

Access control. See Role based access control 

(RBAC), See Mandatory access control (MAC), 
See Discretionary access control (DAC) 
defined, 2 

Access control list (ACL), 16 
and DAC, 12 
and userôs effective privilege, 16, 33 
column, 30 
DEFAULT, 16 

displaying, 20 
Access modes, 15 
Administrative roles, 13 

authorizations, 13 
default roles defined, 6 

Aggregate functions, 52 
count example , 52 

group by clause, 53 
example, 53, 54 

gub, 54 
lub, 53 
max example , 52 

min example , 52 

All predicate, 48 
Alter session set label, 12 
Alter table  

example, 65, 66 

AND OPERATOR, 47 
Any predicate, 48 
Assurance 

EAL, defined, 4 
Audit, 14 
Audit administrator 

authorizations, 13 
defined, 6 

Authorization 
and roles, 13 
and Trusted Operating System, 8, 13 
role based access control, 12 

B 

Backup 
default role assignment, 13 

Between operator 
example, 48 

C 

Cascade revoke 

example, 28, 29 
Cast function  

example, 44, 48, 49 

example with concatenation , 51 

example with lower , 50 

example with position , 50 

example with upper , 50 

note, 48, 49 
Cat function, 51 
Catalog 

default DAC privilege, 17 
Catalog privileges table, 33 
Check constratint, 66 
Clearance sensitivity label, 8 
Client 

process, 9 
software, 21 

Codeword, 10 
same as category, 10 

Column privileges table , 31 

Column-bitmap field, 16 
Commit 

example, 23 

Compartment 
and classification, 2 
and clearance, 2 
and dominated by, 3 
and security label, 46 
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Concurrent sessions, 8 
Connect 

and initial session sensitivity label, 12 
Covert channel, 58 
Create catalog, 18 
Create database, 17, 22, 40 

example, 22 
Create schema, 18, 23, 40 

example, 43 

Create table, 18, 40, 58, 59 
Create view, 41 
CRVIEW DAC privilege, 29 
Current privileges, retrieving, 20 

D 

DAC conventions, 40 
Database 

creation, 17, 22, 40 
default DAC privilege, 17 
default roles, 13 
defined, 3 

identificaiton and authentication, 7 
multilevel objects, 11 
server, 12, 21, 22 

Database administrator, 25 
authorizations, 13 
defined, 6 
modifying ACLs, 16 
revoking DAC privilege, 27 

Database objects 

MAC relationships, 54 
DATABASE OPERATIONS 

CREATE DATABASE, 40 
DATABASE OPERATIONS 

CREATE DATABASE, 17, 22 
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example, 22 
drop database, 22 

Database operator 
defined, 6 

Database privileges table, 33 

Database user 
authorizations, 13 

Default catalog, 22 
and user's effective privileges , 34 

example, 31, 32 

Default constraint, 66 
Default roles 

defined, 6 
Default schema, 22 
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example, 31, 32, 44 

in tutorial, 23 
no user access, 18 
note, 44 

Definitions, 2 
Discretionary access control (DAC), 15 
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and ACL, 16 
and MAC sensitivity labeling, 15 
and named objects, 9 
and object creation, 16 
column-bitmap field, 16 
computing effective privilege, 33 

concepts, 9 
default privileges, 16 
defined, 3 
example, 21 
maxperms field, 16 
operations 

catalog object, 18 
database object, 17 

defined view, 19 
objects, 17 
schema object, 18 
table object, 18 

summary, 36 
userôs effective privilege, 16 
vs. MAC, 12 
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example, 51 
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example, 48 
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GRANT COMMAND 
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example, 53, 54 
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AND DAC, 9 
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and ACL, 16 
and Trusted Operating System, 7 

Group keyword, 27 

H 
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rowlabel, 46 
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Import data, 14 
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user access, 18 
Insert, 41 
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Label management, 46 
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all, some, any, 48 
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string functions, 49 

concatenation, 51 
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position, 50 
substring, 49 
upper, 50 

Least privilege 
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defined, 4 
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Like operator  

example, 48 

Login 
and clearance sensitivity label, 8 
and session sensitivity label, 8 

Lower function, 50 

M  

MAC conventions, 40 
Mandatory access control (MAC), 40 

and aggregate functions, 52 
and check constraint, 66 
and DAC, 12 

and database object, 40 
and default constraint, 66 
and foreign keys, 66 
and greatest lower bound function, 54 
and group by clause, 53 
and integrity constraints, 65 
and least upper bound function, 53 
and NULL constraint, 66 

and object relationships, 54 
and operating system objects, 11 
and order by clause, 51 
and polyhigh, 62 
and polyinstantiation, 57 
and polylow, 60 
and primary keys, 65 
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and Trusted Operating System, 11 
and unique constraint, 65 
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sensitivity label formats, 46 
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N 
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NOT OPERATOR, 47 
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O 
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multilevel, 11 
single-level, 11 
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OR OPERATOR, 47 
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example, 31, 51 

P 

POLY SINGLE LABEL, 60 
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Polyhigh, 58, 59, 60 
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Polyinstantiation, 57 
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view by example , 61 

Polyinstantiation level  

setting , 59, 60 
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POLYNONE, 60 
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Position function, 50 
Primary key, 57 
Primary key constraint, 23 

and MAC, 65 
example, 23, 65 

Public 
DAC privilege on info_schem, 18 
field in ACL, 16 

Public keyword, 27, 29 

R 

Referential integrity, 65 
and multilevel data, 66 

REFVIEW DAC privilege  

example, 29 

Restrict keyword, 29 
Revoke command 
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example, 28, 30 

with cascade, 28 

with restrict, 29 
public vs. user, 28 

Role based access control 
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Role Based Access Control (RBAC), 12 
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rxexport, 13 
rximport, 14 

S 
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Schema privileges table, 33 
Secondary authentication, 8 
Security administrator 

authorizations, 13 
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example, 51 
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example, 49 
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defined, 5 
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T 

Table 
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example of revoking , 30 
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